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1. General Description of DApps-SG

DApps-SG provides a powerful and sophisticated virtual front control panel to manage the NuDOG series.
Two test ports can be independently configured with parameters to define multiple streams, filters, and
capture capabilities. Traffic for various network protocols can be customized, transmitted, and received on
each port. Comprehensive statistics provide users an in-depth analysis of the performance of the DUT

(Device Under Test).

DApps-SG is designed for Xtramus Technologies NuDOG series handheld Ethernet testing devices listed
in the table down below:

Devices Supporting DApps-SG
NuDOG-101T | NuDOG-301C | NuDOG-801/802

Also, please make sure that your PC meets the requirements listed in the table down below before

installing DApps-SG.

OS Windows 7/8/10
CPU Pentium 1.6GHz or higher
RAM 4GB RAM
HDD 10 GB Available Space

* Note: Large amount of data will be generated while running DApps-SG. It is recommended to
preserve enough available Hard-Disk space to store these data.

Please see the sections down below for detailed information regarding to NuDOG-101T, NuDOG-301C
and NuDOG-801/802.

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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2. NuDOG-101T Descriptions

2.1. NuDOG-101T OVERVIEW

NuDOG-101T is a handheld device with two ports for Ethernet testing.
The main functions of NuDOG-101T include multi-streams generation,
TAP/Loopback test, and NIC emulation.

Connecting NuDOG-101T to its mini-USB port makes it possible for
system configurations and managements. NuDOG-101T is an ideal
device for in-field testing.

NuDOG-101T can work along with a series of utility software that
qualify industrial standards such as RFC 2544 and RFC 2889. With
these utilities, NuDOG-101T is able to conduct throughput test, latency

test, error filtering test, forwarding test, and so on. The utility software
provides a user-friendly interface for making different test configurations and setting test parameters and
criteria. More optional software is available for extended test requirements.

With its unique Universal Stream Counter (USC), NuDOG-101T offers real-time statistics of network
events during packet monitoring and capturing.

With these advantageous features, NUDOG-101T is your best partner for LAB researching and in-field
troubleshooting.

NuDOG-101 block diagram

Wirespeed Cross Forward Traffic
Test

N Packets Aggregation

C:] Wire-speed 64 Transmit
Multi-Streams Generator Streams Counter

<::> USB 2.0 PHY
<::> peri;::rals <:> Pe

DUT Clock Accuracy
Calculator

Test
Port #1 10M/
100M
PHY
Port Counter ’

128 set Universal <:> CPU
Stream Counters

> Packet Analyzer

Data Integrity Checker ’

256M bits
Capture Buffer
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2.2. Features & Advantages of NuDOG-101T

» Hardware based wirespeed streams generation, analysis, network TAP and NIC

» High precision performance for measuring throughput, latency, packet loss and disordered sequence

» Wirespeed traffic capturing with programmabile filter and trigger criteria

» Supports Universal Stream Counter (USC) with 128 streams

» RFC 2544 test suite

» RFC 2889 test suite

» Layer 1 and Layer 2 loopback test

» High precision 1 ppm temperature-compensated oscillator provides accurate clock speed to ensure
the reliability of the tests

» Injecting errors in transmitted traffic to simulate and test abnormal situations

» Real-time statistics for each port, including transmitted /received frame for VLAN, IPv4, IPv4 fragment,
IPv4 extension , ICMP, ARP, total bytes/packets, CRC, IPCS error and over-and-under size frames

» User-friendly interface that supports various parameter configurations and meets various test
requirements

» 256Mbits packet capture buffer per port

2.3. NuDOG-101T Applications in Different Modes

Stream Generation Mode

Streams Generation Mode

Streams A

Streams B

USB i

Streams Generation
Application Software

In Streams Generation mode, NuDOG-101T generates bi-directional network streams for test

requirements as the illustration above.

Both NuDOG-101T’s Port A and Port B can generate and receive test streams. The test streams are sent
and returned to the same NuDOG-101T for DUT (device under test) analysis.

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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TAP/Loopback Mode

Network TAP Mode
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Bi-directional A< B Traffic

>

USB v

Network TAP
Application Software

s OSS

Network A
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e

=

Network B

TAP Mode

Loopback Mode

Packet Generator

Loopback Mode

Test Instruments and Networks

In TAP mode, NuDOG-101T can monitor any data that flows through it. Network TAP is a method of
monitoring network’s situation dynamically without interference. NuDOG-101T can tap bi-directional or

uni-directional traffic from different sides (port A and port B) and also provides abundant packet counters.

In Loopback mode, NuDOG-101T resends the incoming streams back to the source.

NIC Mode

NIC Mode

Network Connection

4 .
w »

USB

Using one NuDOG-101's
port as network connection

Network

In this mode, NuDOG-101T simulates network interface card (NIC).

www.xtramus.com
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2.4. NuDOG-101T Interface Ports

NuDOG-101T Hardware Overview
A [Mini-USB Port for connecting NuDOG-101T to PC or for power supply.

B |LEDs that display NuDOG-101T’s system status.
C |Interface Port A/B for connecting NuDOG-101T to DUT or network.

*Please note that when connecting NuDOG-101T with PC via its USB port, DO NOT
use a USB hub.

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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2.5. NuDOG-101T LED Status

Capture

PG
o060

PWR USB B8 A

LED Status Description
Power Green Blinking |Power is ON and working properly
Yellow Blinking |System failed
USB Green Blinking USB of this device is linked to PC
Green NuDOG-101T is working under Packet Generation Mode
PG/TAP Yellow NuDOG-101T is working under TAP Mode
OFF NuDOG-101T is working under NIC (Network Interface Card) mode
Capture A/B Green Port A/B is under Capturing Mode
Link/ACT Green'OI\'I The RJ45 Port_is connegtgd to DUT/_N_etwork
Green Blinking NuDOG-101T is transmitting or receiving data
Speed Green ON 100Mbps connection ' . -
OFF 10Mbps connection if Link/ACT is ON or blinking

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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3. NuDOG-301C Descriptions

3.1. NuDOG-301C Overview

NuDOG-301C is a handheld device with two Gigabit ports for
Ethernet testing. The main functions of NuDOG-301C include
multi-streams generation, TAP/Loopback test, and NIC
emulation.

Connecting NuDOG-301C to its mini-USB port makes it
possible for system configurations and managements.
NuDOG-301C is an ideal device for in-field testing.

NuDOG-301C can work along with a series of utility software
that qualify industrial standards such as RFC 2544 and RFC 2889. With these utilities, NuDOG-301C is
able to conduct throughput test, latency test, error filtering test, forwarding test, and so on. Ultility software
can provide a user-friendly interface for different test configurations when setting test parameters and
criteria. More optional software is available for extended test requirements.

With its unigue Universal Stream Counter (USC), NuDOG-301C offers real-time statistics of network
events during packet monitoring and capturing.

With these advantageous features, NuDOG-301C is your best partner for LAB researching and in-field
troubleshooting.

NuDOG-301C block diagram

Test

Port #2
< o > Wirespeed Cross Forward Traffic
(SR —

Transceiver|

F—| Wire-speed 64 Transmit |
Multi-Streams Generator Streams Counter

<::> USB 2.0 PHY
and @:} PC
DUT Clock Accurac! ipheral:
Test 10M/ Calculator & <:> PRTPHSES

Port #1 100M /
1000M

PHY :

Port Counter ‘

t-:) Optic @ [:> Packet Analyzer '
Data Integrity Checker ’ <:> cPU

Packets Aggregation

Transceiver )
128 set Universal
Stream Counters
512M bits
Capture Buffer
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3.2. Features & Advantages of NuDOG-301C

» Hardware based wirespeed streams generation, analysis, network TAP and NIC

» High precision performance for measuring throughput, latency, packet loss and disordered sequence

» Wirespeed traffic capturing with programmabile filter and trigger criteria

» Supports Universal Stream Counter (USC) with 128 streams

» RFC 2544 test suite

» RFC 2889 test suite

» Layer 1 and Layer 2 loopback test

» High precision 1 ppm temperature-compensated oscillator provides accurate clock speed to ensure
the reliability of the tests

» Adding errors in transmitted traffic to simulate and test abnormal situations

» Real-time statistics for each port, including transmitted/received frame for VLAN, IPv4, IPv4 fragment,
IPv4 extension , ICMP, ARP, total bytes/packets, CRC, IPCS error and over-and-under size frames

» Utility software with user-friendly interface that supports various parameter configurations and meets
various test requirements

» 512Mbits wirespeed packet capture buffer per port

3.3. NuDOG-301C Applications in Different Modes

Stream Generation Mode

Streams Generation Mode

7 Streams A

A J

F WY
y

Streams B

usB l
Streams Generation
Application Software
_—~ - =

In Streams Generation mode, NuDOG-301C generates bi-directional network streams for test

requirements as the illustration above.

Both NuDOG-301C's Port A and Port B can generate and receive test streams. The test streams are sent
and returned to the same NuDOG-301C for DUT (device under test) analysis.

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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TAP/Loopback Mode

-
Q ;}Sz
Bi-directional A< - B Traffic -
Uni-directional - ’ ;’
Traffic A->B is e
Tapped Network B
UsB l
Network TAP C
Application Software
TAP Mode
Loopback Mode
- Packet Generator
Ny
> N

Loopback Mode

In TAP mode, NuDOG-301C can monitor any data that flows through it. Network TAP is a method of
monitoring network’s situation dynamically without interference. NuDOG-301C can tap bi-directional or
uni-directional traffic from different sides (port A and port B) and also provides abundant packet counters.
In Loopback mode, NuDOG-301C resends the incoming streams back to the source.

NIC Mode

NIC Mode

Using one NuDOG-301's
port as network connection

In this mode, NuDOG-301C simulates network interface card (NIC).

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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3.4. NuDOG-301C Interface Ports

NuDOG-301C Hardware Overview
A LEDs LEDs that displays NuDOG-301C'’s status.
5 Pin Mini-B Receptacle USB Port. You can manage, configure, or
update firmware/FPGA when connecting NuDOG-301C to your PC.
While under TAP mode, this mini-USB port can also re-direct
tapped packets to PC.
Power Jack 12V DC Power Jack for connecting external power adapter.
Cooling FAN Fan hole with internal fan for ventilation.
Diagnostic Port 8-Pin Mini-DIN Receptacle Diagnostic Port
Port B - SFP Port [1000 Mbps Full Duplex SFP Port B Only one port can be
Port B - RJ45 Port 110/100/1000 Mbps Half/Full RJ45 Port B |used at the same time.
Port A - SFP Port [1000 Mbps Full Duplex SFP Port A Only one port can be
Port A - RJ45 Port |10/100/1000 Mbps Half/Full RJ45 Port A |used at the same time.

*Please note that when connecting NuDOG-301C with PC via its USB port, DO NOT use a USB hub, and
DO NOT connect NuDOG-301C with PC before NuDOG-301C is powered on.

B Mini-USB Port*

e Edle ikl ull=ile)

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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3.5. NuDOG-301C LED Status

LED Status Description
.. | Green Blinking |Power is ON and working properly
Power/Fail Yellow Blinking |System failed
USB Green Blinking USB of this device is linked to PC
Green NuDOG-301C is working under Stream Generation Mode
SGI/TAP Yellow NuDOG-301C is working under TAP Mode
OFF NuDOG-301C is working under NIC (Network Interface Card) mode
Capture A/B Green Port A/B is under Capturing Mode
Link/ACT Green_OI\_I The RJ45 Port _is connec_:tgd to DUT/I_\h_etwork
Green Blinking |[NuDOG-301C is transmitting or receiving data
Green ON 1000Mbps connection
Speed Green Blinking |[100Mbps connection
OFF 10Mbps connection if Link/ACT is ON or blinking

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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4. NuDOG-801/802 Descriptions

4.1. NuDOG-801/802 OVERVIEW

NuDOG-801/802 is a handheld device with two 10 Gigabit SFP+
Ports for Ethernet testing, and NuDOG-802 also supports 10G
/5G/2.5G/1G/100Mbps electrical port with specific NBase-T
copper SFP+ transceiver. The main functions of NuDOG-801/802
include multi-streams generation and NIC emulation.

Connecting NuDOG-801/802 to its Standard-B Receptacle USB
Port makes it possible for system configurations and
managements. NuDOG-801/802 is an ideal device for in-field

testing.

Test Instruments and Networks

NuDOG-801/802 can work along with a series of utility software that qualify industrial standards such as
RFC 2544 and RFC 2889. With these utilities, NuDOG-801/802 is able to conduct throughput test, latency
test, error filtering test, forwarding test, and so on. Xtramus’ utility software provides a user-friendly

interface for different test configurations when setting test parameters and criteria. More optional software

is available for extended test requirements.

With its unigue Universal Stream Counter (USC), NuDOG-801/802 offers real-time statistics of network

events during packet monitoring and capturing.

With these advantageous features, NuDOG-801/802 is your best partner for LAB researching and in-field

troubleshooting.

NuDOG-801C block diagram

Test Port #2
(SPF*)

Optic
Transceiver

Packets Aggregation

10G
PHY

Test Port #1
(SPF*)

Optic
Transceiver

www.xtramus.com

&

2

Wire-speed
Multi-Stream Generator
(32 2KB mode or
512 128B mode)

Packet Analyzer

Data Integrity Checker

Capture Blocks

512 Transmit
Stream Counter

)

§::> USB 2.0 PHY

and

(::> peripherals

' Port Counter ’

usc

(256 entries) ’
ey
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4.2. Features & Advantages of NuDOG-801/802

» Hardware based wirespeed streams generation, analysis, and NIC

» High precision performance for measuring throughput, latency, packet loss and disordered sequence

» Wirespeed traffic capturing with programmabile filter and trigger criteria

» Supports Universal Stream Counter (USC) with 256 streams

» RFC 2544 test suite

» RFC 2889 test suite

» High precision 1 ppm temperature-compensated oscillator provides accurate clock speed to ensure
the reliability of the tests

» Adding errors in transmitted traffic to simulate and test abnormal situations

» Real-time statistics for each port, including transmitted/received frame for VLAN, IPv4, IPv4 fragment,
IPv4 extension , ICMP, ARP, total bytes/packets, CRC, IPCS error and over-and-under size frames

» Supports IPv6

» Utility software with user-friendly interface that supports various parameter configurations and meets
various test requirements

» 32 Capture Blocks for each Test Port

4.3. NuDOG-801/802 Applications in Different Modes

Stream Generation Mode

Streams Generation Mode

-
-———————
Streams B

uUSB l
Streams Generation r ==
Application Software ‘ —
e
\/

In Streams Generation mode, NuDOG-801/802 generates bi-directional network streams for test

requirements as the illustration above.

Both NuDOG-801/802’s Port A and Port B can generate and receive test streams. The test streams are
sent and returned to the same NuDOG-801/802 for DUT (device under test) analysis.

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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Network TAP Mode

Network A
4 »\;)ﬁ :
Bi-directional A& B Traffic
e TN
A > «p \f
Uni-directional ,\>
Traffic A->B is .
Tapped Network B
Network TAP

Application Software

TAP Mode

Loopback Mode

Packet Generator

Loopback Mode

In TAP mode, NuDOG-801/802 can monitor any data that flows through it. Network TAP is a method of
monitoring network’s situation dynamically without interference. NuDOG-801/802 can tap bi-directional or

uni-directional traffic from different sides (port A and port B) and also provides abundant packet counters.

In Loopback mode, NuDOG-801/802 resends the incoming streams back to the source.

NIC Mode

NIC Mode

Network Connection
— )
~  Network

UsB

Using one NuDOG801's
port as network connection

In this mode, NuDOG-801/802 simulates network interface card (NIC).

www.xtramus.com
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4.4. NuDOG-801/802 Interface Ports

NuDOG-801/802 Hardware Overview

A LEDs LEDs that displays NuDOG-801/802’s status.

5 Pin Mini-B Receptacle USB Port. You can manage,
configure, or update firmware/FPGA when connecting
NuDOG-801/802 to your PC. While under TAP mode, this
mini-USB port can also re-direct tapped packets to PC.

B Mini-USB Port*

C Power Jack 12V DC Power Jack for connecting external power adapter.
D Cooling FAN Fan hole with internal fan for ventilation.
E Diagnostic Port 8-Pin Mini-DIN Receptacle Diagnostic Port
10 Gigabit Wirespeed L
F 10 Gigabit Wirespeed SFP+ Port

SFP* Port

*Please note that when connecting NuDOG-801/802 with PC via its USB port, DO NOT use a USB hub,
and DO NOT connect NuDOG-801/802 with PC before NuDOG-801/802 is powered on.

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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4.5. NuDOG-801/802 LED Status

® @ @

A 98
Power Fail USB Error/Loss ,Link/ACT

LED Status Description
Green Blinking |Power is ON and working properly
Yellow Blinking |System failed

USB Green Blinking USB of this device is linked to PC
Yellow Blinking |CRC error or packet loss is occurring

Power/Fail

Error/Loss

OFF No CRC error or packet loss is occurring
Capture A/B Green Port A/B is under Capturing Mode
Link/ACT Green ON The RJ45 Port is connected to DUT/Network

Green Blinking NuDOG-801/802 is transmitting or receiving data

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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5. DApps-SG Stream Generation Utility
DApps-SG provides a powerful and sophisticated virtual front control panel to manage the NuDOG series.

Two test ports can be independently configured with parameters to define multiple streams, filters, and
capture capabilities. Traffic for various network protocols can be customized, transmitted, and received on
each port. Comprehensive statistics provide users an in-depth analysis of the performance of the DUT
(Device Under Test).

5.1. Installation of Software Utility

Click to run the .EXE utility execution file provided by Xtramus to install the software. System shows

Windows Ul Description

12 DApps-5G v2.0b000 - InstallShield Wizard X

Welcome to install DApps-SG Utility.
Welcome to the InstallShield wizard for . .
DApps-56 v2.0b00D Please click Next button to continue

The InstallShield(R) Wizard will install DApps-5G v2.0b000 on
your computer, To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

DA, -5G v2.0b000 - InstallShield Wizard X . .
%/ DApp=-sa v e License Agreement for End User. Click |
License Agreement
Flease read the following license agreement carefully. accept the terms in the I|Cense
- agreement, and then click Next
End User License Agreement ~
IMPORTANT NOTICE

This is a license agreement between you (either an individual or a single
entity) and Xtramus Technologies ("Xtramus”).

Before installing or using this software, please read the following license terms
carefully. By installing or using this software, you are deemed to accept this
license agreement. Do not install or use this software if you do not accept or
aaree with these license terms.

L

(@1 accept the terms in the license agreement Print

(O)1 do not accept the terms in the license agreement

Installshield
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1 DApps-5G v2.0b000 - InstallShield Wizard X
Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder.

Install DApps-5G v2.0b000 to:
C:'Program Files (x88)\¥tramus),

Installshield

< Back || Next > | | Cancel |

Click Change... to change the install

folder, then click Next

15 DApps-SG v2.0b000 - InstallShield Wizard X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

InstallShield

< Back || Install | | Cancel |

The message prompt you that
installation is going to start. Click Install

to continue.

15 DApps-5G v2.0b000 - InstallShield Wizard - X

Installing DApps-5G v2.0b000
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs DApps-5G v2.0b000. This
may take several minutes,

i

Status:

InstallShield

< Back Mext =

Cancel

The program is installing.

www.xtramus.com
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DA -SG v2.0b000 - InstallShield Wizard Y . - . .
15 DApps-SG v A Click Finish to close the installation

InstallShield Wizard Completed

procedure
The InstallShield Wizard has successfully installed DApps-5G

v2,0b000, Click Finish to exit the wizard,

When Installation is done, start the program by clicking Start - All Programs - Xtramus - DApps-SG

VX XXxxX (X" is version number) or at desktop, then main windows is shown.

5.2. Operation Menu

The operation menu is located at top of this utility

@ DApps-SG — m] x
File View Statistics  Tool [ Language | Help A |

EH|or I AnEREELEO=EB B | @ FTrRATITE

R T
aa (& D
-4 NUDDG-101

2§ PortA

--[E] Stream Generation

[} Media Type Setup

-{m Port Configuration

-4 ARP Reply Configuration
45 Stream Counter Setting
-¥F Capture Criteria

--{E PortB

-.[5 Stream Generation

[} Media Type Setup

-{m Port Configuration

-4 ARP Reply Configuration D E \ ,'f ;f = ,—4:! )
45 Stream Counter Setting _r_}_) J'):J -

-¥F" Capture Criteria _
[ Main Counter Generic Control Panel for HuDOG-101 System

--Tg Tx Stream Counter

-~-RE Rx Stream Counter

..2= Stream Counter Summary
{5 Capture Buffer

| Clock Measurement

-.[n] BERT Test

-5 Router NAT

- Low Rate Packet Generation

;'Ei !DHHE EEa -
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5.2.1. File Sub-menu

Block in main window: A

\.ht‘nppasfl - . - - "
B View _Sisics_Tool [language | wep A |
Sdor BERSELDoE Bl @ RTRAVITS
B T ——————————
oe c 0
¥ iy NOOG-101

@ Fota
[5] Seam Generabion
B3 weda Trpe Setup
1§ Port Goniguraion
4B ARP Ruply Corgurason
0 fream Counter Seming
5 Capture Crivena

o Pon@
[0 Sweam Gentrases
B3 uods Tres Setup
I Port Configueation

4B ARF Roply Coniguraton al-5 |
i Seam Coonler Sefing _rjfl;)fj:l T
15" capuure Criteria

B main Countes Ganaric Conbrol Fanel for NuDOG-101 System

TE Tx Stream Countes

RE B Stream Counter

£% Sweam Courter Summary

& Castuin Butat

[ Coock ibrasurement

[ BERT Test

ad Route NAT

[ Low Rate Packe! Generation

File | View Statistics Tool Lang

Load Default Configurations

Load Configurations

Save Configurations

Exit

Menu Choice Function

Load Defualt Configurations | Reset all settings to default value.

Load Configurations Load config from a saved file.
Save Configurations Save the current settings to file.
Exit Exit and close this utility.

5.2.2. View Sub-menu

File | View | Statistics Tool Lan

& 4| v] Diffsery of IPv4
Functic Function View

g System Information

Menu Choice Function

Check Diffserv of IPv4 here, the QoS priority settings in
the Frame Data Edit window will be DSCP, shown as the
DiffServ of IPv4 upper picture on the left.

Uncheck Diffserv of IPv4 here, the QoS priority settings
will be ToS, shown as the lower picture on the left.
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Function View Display or hide the “Function View”.

System Information The detailed device information will be displayed.

5.2.3. Statistics Sub-menu

Statistics | Tool Language Helg

Main Counter

Tx Stream Counter
Rx Stream Counter

Stream Counter Summary

Menu Choice Function

Main Counter You can view counter reports, start/stop packet counts on the Main

Counter page.
For detailed information, please refer to 5.4.3. Main Counter.

Tx Stream Tx Stream Counter allows the user to view the Tx test data of his

Counters Window | interest.
For detailed information, please refer to 5.4.4. Tx Stream Counter.

Rx Stream Rx Stream Counter allows the user to view the Rx test data of his

Counter interest.
For detailed information, please refer to 5.4.5. Rx Stream Counter.

Stream Counter Stream Counter Summary allows the user to view the test data of

Summary his interest.
For detailed information, please refer to 5.4.6. Stream Counter

Summary.

5.2.4. Tool Sub-menu

File  View  Statistics T::u::ullLanguage Help

= | > | IFG Converter
Frame Gap for USB Transferring

[Function View

Menu Choice Function

IFG Converter IFG Converter allows the user to converter the frame gap among

different units.

Frame Gap for You can set the gap of packets that will be transmitted back via USB

USB Transferring | cable per time.
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5.2.5. Language Sub-menu

Language | Help
English

EERL
H#:E
=0
Tiéng Viét

DApps-SG’s Ul provides 5 languages: English, Simplified Chinese, Korean, Japanese, and

Vietnamese.

5.2.6. Help Sub-menu

Help

About
Systemn Requirements

Htramus Web

Menu Choice Function

About (Model Name) | System information, such as Utility version and Hardware version
of this device

A “System Requirements” window will pop up and show the
requirements for your PC and the FPGA/Firmware of the device.

Xtramus Web Access Xtramus website (www.xtramus.com).

System Requirement

5.3. Toolbar

The Toolbar is located below operation menu of this utility
Block in main window: B

[@ oacprss i i
\ e \iew Swtistis Tool [Language | Help Al
Hor |BEESELDoB gm
. . |
oo Cc D

7y 000101
il Forta
[ Sream Gentrason
i3 Media Trpe Setup

3 steam Genseaion

£ Macia Trzw Satup

I Port Conguason ,
[ ARP Ruply Configeration )2V nn= <t
{0 Steam Counter Sefing _/‘.rl,)/;/ =y

B Capture Critenia
2 Gearic Control Panl for NuDOG-101 Systam:

[l Low Rate Packs! Gonwation
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Keys Function

Load Configurations Select the “.dsc” file you saved before, the system will load the
configurations.

Save Configurations Save the current configuration as the“.dscc” file.

Stop All Ports Transmit Click this button, the 2 ports will stop transmitting.

Start All Ports Transmit Click this button, the 2 ports will start transmitting.

Pause or Resume All Ports Click this button, the 2 ports will pause or resume transmitting.

Transmit

Main Counter You can view counter reports, start/stop transmitting on the Main

Counter window.
For detailed information, please refer to 5.4.3. Main Counter.

Tx Stream Counter Tx Stream Counter allows the user to view the Tx test data of his

interest.
For detailed information, please refer to 5.4.4.Tx Stream Counter.

Rx Stream Counter Rx Stream Counter allows the user to view the Rx test data of his

interest.
For detailed information, please refer to 5.4.5. Rx Stream Counter.

Stream Counter Summary Stream Counter Summary allows the user to view the test data of his
interest.
For detailed information, please refer to 5.4.6. Stream Counter
Summary.

Capture Buffer User can set capture buffer criteria or start/stop capturing packets here.

For detailed information, please refer to 5.4.7. Capture Buffer.

Clock Measurement You can test the Crystal Oscillator’s frequency of the DUT and see if it's

either faster or slower than standard speed in ppm scale.
For detailed information, please refer to 5.4.8. Clock Measurement.

BERT Test BERT stands for Bit Error Rate Test.
For detailed information, please refer to 5.4.9. BERT Test.

Router NAT Test the NAT function of the DUT.
For detailed information, please refer to 5.4.10. Router NAT.
Low Rate Packet Generation | A special packet transmit mode for low rate.

For detailed information, please refer to 5.4.11. Low Rate Packet
Generation.
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5.4. Configuration and Information Zone

Block in main window: C

iy HeDOG-101

5 @ Porta
[ Stream Gemwration
‘D Madias Type Setup

B Port Configueation
1B #RP Repiy Configarston

@ fweam Counter Semng
T Capture Crieria
@ PonB
[ Sweam Gropration
I Moa Trea Sanp
B Port Configuration
45 ARF Reply Configuraion
il Stream Counber Seling
" Capuure Criena
[A Main Counter
T TxStream Counter
RE Fix Stream Counter
£ syveam Counter Summary
& Cagtuie BuSter
P Ciock ibrasurement
[Tl BERT Test
53 Rpisted AT
[ Low Rate Packst Ganseaion

DApps-SG

Gemaric Control Fanel for NuDOG-101 System

Test Instruments and Networks

For different selections, there are System Information, Configuration and Status of Port A, Port B, Report

and Function Configuration in this block.

5.4.1. System Information

Click the item below to show the system information

EI& MuDOG-302
R ) <y=stem Information

On the right side of the main window, it shows

System Information

AgentfCustomer Kitramus Agent
SN el el
MAC Address u u u
PCB Version MPO1

FPGA Version v1.2b000

Firmware Version v1.0b0o0

APT Version v1.0b000

HW License Morrmal

HW UpgradelJsage LIC.Valid for

2022-12 | Unlimited

SW License

Morrmal

SW Upgrade Usage LIC. Valid for

2022-12 / Unlimited
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5.4.2. Port Status and Configuration

Click the item of ports to show the status or configuration

..... Stream Generation
-} Media Type Setup

- [ Port Configuration

----- £ ARP Reply Configuration
..... #5 Stream Counter Setting
..... %F Capture Criteria

5.4.2.1. Stream Generation

Click item below to view the Multi Streams Generation configuration window.

=-§E PortA

.....
[} Media Type Setup
-[M§ Port Configuration
..... £ ARP Reply Configuration
..... & Stream Counter Setting
..... ¥ Capture Criteria
- PortB

System shows the configuration window. User can configure the streams patterns for streams generation.

Port A : Stream Generation
= d B B[S & 8 duseply
A B
Tx Rate Control |Auto Generate Tx Rate ~ | Stream Transmit Mode |Continuous

Total Line Rate(Mbps) (10000.00 > | Total Utilzation(%) |100.0000 > | Total Packet Rate(PPS) 14880352 c

C P F (G Rate
Stream # Select  Length{w/o CRC) FramePayload ) o
Line Rate(Mbps) Utilization{%) Packet Rate(FPS)
1 §0 All D 10000.00 100.0000 14380952
Icon Item Function

= Load Load a saved config file from PC
Al Save Save current configuration to a local file
g Set to Default Set all configuration to default value
=3 Add Stream The Add Stream window will popup
Delet Stream Delete the selected stream
- Column View Setting ﬁgrtnthe columns shown or hidden in the list by select the

Transit SA and SIP to ARP : .
& Configuration Apply the SA and SIP value here to ARP Reply Configuration

% Apply | Apply Apply the current settings
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A: Tx Rate Control:

B: Stream Transmit Mode: There are 3 transmit mode.
» Continuous: The stream will be transmitted continuously until user click Stop Transmit button.
» Packets Limit: User can set a number that packets will be sent
» Time Mode: User can set duration that transmission will be last.

: Number of Streams: Volume of streams that will be generated

: Select Stream : User can tick the checkbox to active the stream generation of this stream

: Length (w/o CRC): Frame length in bytes without CRC

: Frame Payload: Select the patten of the frame

O T m g9 0

: Rate: Select the unit and input the value of the parameter that the packets will be generated.
» Line Rate(Mbps): Mbytes per second in transmission
» Packet Rate(PPS): Packet per second. Volume of packets that will be generated per second.
» Utilization(%): Percentage of Wirespeed transmission

H  TxFrame/Gap Contral | xTAG
IFG (bit time) IBEG (bit time) Frames Enable X¥-ID
96 96 14380952 O i No Error Edit None

Append CRC  Error Generation Frame Data Protocol Type

H: Tx Frame/Gap Control
» IFG(bit time): Interframe Gap. Ethernet devices must allow a minimum idle period between

transmissions of Ethernet frames. It is called interframe gap (IFG) as the illustration below
| Frame | IFG | Next Frame |
The minimum interframe gap is 96 bits time or 12 byte time. It is the time taken for transmission of 96

bits raw data on the media.

» IBG(bit time): Inter Burst Gap. Gap between each burst streams.

» Frames: Total frames that will be sent
I: X-TAG Enable: User can tick the checkbox to active tag generation of X-TAG. When it is ticked, user can
select X-ID. Each X-TAG has an unique ID. If there are more than one product of Xtramus is generating the
data stream on the same network, their X-ID should be different

X-TAG that is used as stream tags for providing fundamental information for collecting statistics of
multi-stream traffic. Advanced tests like latency, packet loss, and packet sequence miss can be realized by
X-TAG.

X-TAG is an Xtramus proprietary 12 bytes embedded tag that is located at 49th~60th bytes of each testing
frames that are generated by Rapid-Matrix for multi-stream tests.

J: Append CRC: Add CRC checksum to the end of each frame. CRC checksum is the way to verify the
correctness after data transmission. 4 bytes will be added at the end of the frame when CRC checksum is

added.

K: Error Generation: User can insert frame errors to the stream.
» No Error: No error frames will be generated.
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» CRC Error: Streams with CRC Error will be generated.
» IPCS Error: Streams with IPCS Error will be generated.

Frame Data

L: Frame Data Edit: Configure the payload contents in frame. Click the Edit Edit to edit the
detailed contents in frame. For the detail of how to use Frame Editor, please refer to 5.5 Frame Date Edit

Frame Data
M: Protocol Type: System shows the Protocol Type when frame content is configured in Edit
DA| SA [ Type | Header | X-TAG CRC
A Y 4 A A
49th|  60th
Payload
Total Packet Length
From 64 ~ 16300 bytes
N MaC O VLAN L1 P Irv4
DA S Enable VID Enable DIP SIP
00-22-A2-00-02-01 00-22-A2-00-02-00 O 0 L] 192.168.2.1 192.168.2.0

N: MAC: This field displays the DA (Destination MAC Address) and SA (Source MAC Address) of the
stream. Double-click the DA and SA of each stream, user can edit the destination/source MAC addresses
O: VLAN L1: This field allows you to enable/disable the VLAN that will be added into the frames. Click and
check the “Enable” check box to enable the VLAN function, or uncheck the “Enable” check box to disable
this function. Also, to set the VID (VLAN ID), please input the VID manually in the VID field.

P: IPv4: This field displays the DIP (Destination IP Address) and SIP (Source IP Address) of IPv4
protocol. If user would like to add IPv4 header to the frames, click and check the “Enable” check box, then
edit the value.

Q Pv6 R Tt S uoe

Enable DIP sIp Enable DPort SPort Enable DPort SPort

0000:0000:0000:0000:0000=0000:C0A8:0201 0000:0000:0000:0000:0000=0000:C0AB:0200 g Kl g ]
0000:0000:0000:0000:0000:0000:C0A8:0201 0000:0000:0000:0000:0000:0000:C0A8:0200 g 8 9 a

Q: IPv6: This field displays the DIP (Destination IP Address) and SIP (Source IP Address) of IPv6
protocol. If user would like to add IPv6 header to the frames, click and check the “Enable” check box, then
edit the value.

R: TCP: This field displays the DPort (Destination Port) and SPort (Source Port) of TCP protocol. If user
would like to add TCP header to the packets, click and check the “Enable” check box, then edit the value.
S: UDP: This field displays the DPort (Destination Port) and SPort (Source Port) of UDP protocol. If user
would like to add UDP header to the packets, click and check the “Enable” check box, then edit the value.

www.xtramus.com sales@xtramus.com , techsupport@xiramus.com
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5.4.2.2. Media Type Setup

Click item below to configure the link mode. Port A and port B has the same configuration items
- PortA

...... Stream Generation

WP e dia Type Setup

User can view the media link status or force to run specified media link

Port A : Media Type Setup

Port A : Media Type Setup
Auto Negotiation Mode [1 Manual Speed Mode
100M Full
1 1000M Ful orce 1000M Fu
2.5G Full Force 2.5G Fu
5G Ful
106G Full

Link Up/Down
O Link Down
®) Link Up

Current Speed
Auto 10G Ful
Mote

Changing settings might cause Link Status changes and packet loss.

Apply Cancel

Click i to take effect the configuration on this page or click Cancel to resume the original

configuration.

5.4.2.3. Port Configuration

Click item below to view the Multi Streams Generation configuration window.
- PortA

. i[5 stream Generation
-} Wedia Type Setup

3 Port Configuration

-4 ARP Reply Configuration
i-42 Stream Counter Setting

The Port Configuration window contains 7 menu tabs: A. Flow Control, B. Random Packet Length, C.

X-TAG Offset, D. Data Integrity (DI), E. Elongated Frame Gap, F. Deficit Idle Count, and G. Packets of
USB Burst Transfer. Please see the sections down below for more detailed descriptions.
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[AFowContor

Tx Flow Control Rx Flow Control Rx Rate Confro

() Enable @ Disable ) Enable @ Disable Enable Disable
Rate Limited |10000.00 = Mbps

» Flow Control: This function is used to release the network congestion situations. Including Tx Flow
Control and Rx Flow Control.

» Rx Rate Control: Enable this function to control the rate of receiving data. You can input the
maximum receiving speed of the port in Rate Limited.

Random Packet Length(w/o CRC)
Minimum |80 =
Maximum (1514 =

» Random Packet Length (w/o CRC): Set the range of the random packet length.

X-TAG Offset

Tx Offset 49 Bytes w

X-TAG is a 12-byte tag developed by Xtramus, embedded in the transmitted packets, which is an
enhance measure to check the validation of data transmission on the network. When the starting
position of the X-TAG in the received packet by the other port of the two communication ends coincides
with the Byte set in Check Offset, then the data transmission between the two communication ends is
supposed to be validate. The Byte in Check Offset should be set based on the Byte in Tx Offset.

» Tx Offset: Set the starting position of the X-TAG in the transmitted packet from the scroll down
menu.
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Transmit DI Check Received DI
) Enable @) Disable (O Enable @ Disable

Data Integrity Ilustration

2" level CRC

DATA

2nd Level CRC, an advanced data intearity check function, is the checksum computed based on the contents of the
frame from the offset through the end of the data field, inclusive. If data is corrupted by DUT and FCS is affected by
the error data, 2nd level CRC check will serve as the checksum. Any mismatches of transmitted and received packets
are recorded as error of 2nd Level CRC (Data Inteagrity) check.

» Transmit DI: When enabled, NUWIN-RM will check data integrity of transmitted packets.
» Check Received DI: When enabled, NUWIN-RM will check data integrity of received packets.

Elongated Frame Gap
® Enable (O Disable

When this function is enabled and the transmitting packet flow reaches wirespeed, a 1 byte-time of
frame gap will be inserted after a certain amount of packets are transmitted. This can reduce packet loss
caused by crystal frequency differentials between DUT and test instrument. Enabling Elongated Frame
Gap can compensate crystal frequency differentials by around 30 ppm as simulation.

Deficit Idle Count
() Enable ® Disable

» This function is only for NuDOG-801/802 under 10Gbps link speed, it allows tracking and adjusting
the frame gap to make the throughput closer to the wire speed when the packet length is not an

integer multiple of 4-byte.
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Packets of USB Burst Transfer 20 Packets w

» You can set the amount of packets that will be stored in the capture buffer and transmitted back via
USB cable per time.

5.4.2.4. ARP Reply Configuration

Port A : ARP Reply Configuration

Port A : ARP Reply Configuration

ARP(Address Resolution Protocol)
Enable Source Address
Enable Source IPv4 Address Gateway Netmask
1 E 00-22-A2-00-02-00 192.168.2.0 192.168.2.250 24
2 D 00-22-A2-00-02-01 182.168.2.1 192.168.2.250 24
3 D 00-22-A2-00-02-02 1982.168.2.2 192.168.2.250 24
4 D 00-22-A2-00-02-03 182.168.2.3 192.168.2.250 24
5 D 00-22-A2-00-02-04 192.168.2.4 192.168.2.250 24
B D 00-22-A2-00-02-05 192.168.2.5 192.168.2.250 24
7 D 00-22-A2-00-02-06 192.168.2.6 192.168.2.250 24
8 D 00-22-A2-00-02-07 182.168.2.7 192.168.2.250 24
9 D 00-22-A2-00-02-08 192.168.2.8 192.168.2.250 24
10 D 00-22-A2-00-02-09 1982.168.2.9 192.168.2.250 24
11 D 00-22-A2-00-02-0A 192.168.2.10 192.168.2.250 24
12 D 00-22-A2-00-02-0B 192.168.2.11 192.168.2.250 24
13 D 00-22-A2-00-02-0C 192.168.2.12 192.168.2.250 24
14 D 00-22-A2-00-02-0D 192.168.2.13 192.168.2.250 24
15 D 00-22-A2-00-02-0E 192.168.2.14 192.168.2.250 24
16 D 00-22-A2-00-02-0F 192.168.2.15 192.168.2.250 24
17 D 00-22-A2-00-02-10 192.168.2.16 192.168.2.250 24
18 D 00-22-A2-00-02-11 192.168.2.17 192.168.2.250 24
19 D 00-22-A2-00-02-12 192.168.2.18 192,168.2.250 24

Apply Cancel

ARP, namely address resolution protocol, is a TCP/IP protocol to obtain the MAC address based on the IP

address.

You can assign multiple MAC address and IP address pairs to one port. As long as the IP address in the
ARP request fits one of the assigned pairs, the port will response the ARP request.

To assign a specific MAC address and IP address pair to the port, check the corresponding line in the most
left Enable column.

Meanwhile, you must enable the ARP according the type of the IP address by check the corresponding line
in the ARP Enable column.

Each port can simulte 24 MAC/IP pairs.
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5.4.2.5. Stream Counter Setting

Port A : Stream Counter Setting x
Port A : Stream Counter Setting

Stream Counter Mode

A Rule Base on X-TAG v

B Block Size 10 S

C Begin Stream X-ID 0 S
Apphy Cancel

A: Rule: The stream counter will be counted base on the selection.
B: Block Size: The count of stream counter will be counted.

C: This area will display different content according to different rule.

5.4.2.6. Capture Criteria

Click item below to view the Capture Criteria configuration window.

o PortA

..... Stream Generation
[ Media Type Setup

- [ Port Configuration

..... £ ARP Reply Configuration
..... # Stream Counter Setting

----- =@ Capture Criteria

- PortB

Test Instruments and Networks

System shows the configuration window. Users can configure the criteria that they want to capture, from

protocol or SDFR aspects
¢ Protocol

Different protocols can be combined as unique criteria
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Port A : Capture Criteria

Protocol SDFR  Result

[] capture All Packets A

B MAC C Network D Protocol
[ Broadcast [ Ethernet-1 [] BPDU [ Tcp
] Multicast ] arp [] Hone 1Pv4 [J upp
[] Unicast [] 1Pv4 [] 1Pv4 with Extension Header 1 FTP
[ vran [ 1Pve [ 1Pv4 Checksum Errar JRrTP
[] CRC Errar [ ;X [1 ospF
[] over Size ] 1cmp [] rRewp
[] uUnder 64 Bytes [ 16mp
[] Pause [ snap

EO %TaG

Packet Length Fitter{with CRC)
F [ Fiter Length({Bytes) = B4 z

4

(G Capture Packet Number |4

A: Capture all packets: All packets are captured and sent to PC by USB port. Be attention that packet loss
is possible if the captured traffic is higher than traffic allowed for USB port.

B: MAC: MAC based criteria. Packets with MAC events in the list is captured and sent to PC by USB port
C: Network: Network events criteria. Packets with network events in the list is captured and sent to PC by
USB port.

D: Protocol: Protocol Type criteria. Packets with protocol type in the list is captured and sent to PC by USB
port.

E: X-TAG: X-TAG is an Xtramus proprietary 12 bytes embedded tag. User can capture this kind of packets
from product of Xtramus

F: Packet length filter: Capture packet (frame) length in specified range of length

G: Set the count of capture packets

¢ SDFR:

o SDFR (Self-Discover Filtering Rules) is a technique that make capture of Ethernet easy and convenient

o User-friendly interface that the value such as source IP, destination IP and other criteria for capture and
filter can be input directly without calculating mask.

o SDFR value for capture or filter includes several network event (such as DA, SA, DIP...), varied length
of frame (oversized, undersized) and varied of frame/packet type (CRC error, IP checksum error...).

o Value of SDFR can be a unique value or a range of values between specified values. All packets that fit
the value are captured

o Multiple filter condition can be activated easily by just clicking different options

o Displays captured packet in real-time while network is still running.

e Value of SDFR and filter criteria can be changed dynamically during capture procedure.
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Port A : Capture Criteria

Protocol SDFR Resuft A B C D
[ o DA | Single Joo-o0o-00-00 - 00 -00
SA
VID SA Single Joo-o0o-00-00 - 00 -00
DIP
SIP 1D Single 0 =
DPort 0P |Single [o-0-0-0
SPort
DA & SA SIF - Single Jo-0-0-0
DA B SA & VID
DA & DIP bPort | ! -
DA & 5IP S Single 0 =
SA B DIP
SA B SIP
DIP & SIP Glossary
DIP & DPort SDFR: Self Discover Filtering Rules
DIP & SPort DA: Destination MAC Address
SIP & DPort SA: Source MAC Address
SIP & SPort VID: VLAM ID
DIP & SIP & DPort DIP: Destination IP Address
DIP & SIP & SPort SIP: Source IP Address
DIP & SIP & DPort & SPort DPort: Destination Port
SPort: Source Port

A: SDFR items: User can tick the items that act as criteria. When user ticks one option, some other options
will be gray. It means the option what user tick has covered the range of those options in gray.
B:Pattern
e DA: Destination MAC address
SA: Source MAC address
VID: VLAN ID that follows 802.11Q standard
DIP: Destination IP address

SIP: Source IP address

DPort: Destination port of IP address
e SPort: Source port of IP address
C: Pattern Mode: Select a pattern (Single, Pair, Range) to cover the value of criteria items.
D: Patterns: The unique value or range of values specified as the capture criteria of criteria items.
For example, user wants to capture packets with VLAN ID 1 to 10.

Protocal SDFR Result
[l opa ~
[] sa
VID
[1 oIp
Plus
VID Range a1 = = VID = |10 =
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5.4.3. Main Counter

Click item below to view the Main Counter window.

----- £ ARP Reply Configu & DApps-SG
i..§8 Stream Counter Se

@- _____ Capture Criteria File  View  Statistics Tool Language |

..... Sd|or  [Blrre=gnd

----- T= Tx Stream Counter Eunction View 2 x

----- R= Rx Stream Counter
= STl

mem Dtroarn Caomtar Commn Or

Control button of this window can control packet generation and receiving, and also view the result counter

Main Counter
Homs = ED e = O

a1 - — Port
A B (s D ~ Linked Ports

1 | ------ Port Port A Port B Total:2 Ports Transmit >
2z | Module MuDOG-802 MuDOG-802 >
3 Link Link Up Link Up Capture

E I Speed Auto 106G Full Auto 106G Full - Port A

5 e T Packets [y] 1] 1] Transmit >
- Tx Bytes 1] o] o] Capture >
7 e Tx Packet Rate [i] 4] 0

8 T L2Payload Rate(Mbps) 0.00 0.00 0.00 Port B

g e TxDatagramRate(Mbps) 0.00 0.00 0.00 Transmit >
0 TxLine Rate(Mbps) 0.00 0.00 0.00 Capture s
11 T Utilization{%) 0.00 0.00 0.00

{2 i RxPackets 0 0 0

13 i Rx Bytes o] o] o]

14 | Rx Packet Rate a [u] 4]

15 Rx L2 Payload Rate(Mbps) 0.00 0.00 0.00

16 é------RxDatagramRatel:Mbps) 0.00 0.00 0.00

17 RxLine Rate(Mbps) 0.00 0.00 0.00

B Ry Utilization(%a) 0.00 0.00 0.00

19 B+ Collision Packets(Sum) a 0 0

24 [#-Error Packets(Sum) a [i] 1]

31 ""PacketSizeStatistics(Sum) 1] v} [v]

40 ----LayerlPackets(Sum) a i] i]

&\.....ﬂla‘-\‘u—\—lﬂl msrme i el b Caimm n sl sl A
<" >
gl=4 Connected
¢ Tool Bar

Icon Iltem Function

|4 | Save Main Counter Data | Save current data of counters to Excel file

000 Clear All Clear all counters to 0

= . If all the counters of this row are 0, this row will be hidden untill
= Hide Zero Counters

the value changed
= | Column Width Setting Set column’s width by input the value
. . Set the rows shown or hidden in Main Counter window by
& | Row View Setting .
select the item
+2 | Send Learning Packets | The linked port will transmit some learning packets
= | Float Counters Window | The Main Counter window will popup from DApps-SG window
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Counter with = mark is expansible. Please click the + mark

E} Error Packets(Sum)
- Dribble Bits

------ Alignment Error
...... CRC Errar

------ DI Error

------ IP Checksum Error

""Err':'rpa':kEtsl:SU”":' BN - BERT Error

¢ Operation

Linked Ports
Transmit [
Capture |
Port &

Transmit |
Capture |
Port B

Transmit |
Capture |

This option can activate Transmit or Capture of port A, port B or port A + B individually.

Button Function

E Stop complete procedure of transmitting or capturing

Start to transmit or capture procedure

E Pause transmitting or capturing procedure. System still measure the

statistics couter, however, the counter value is static for user to
watch the status when user click the IEI button. When user click

again, the counter status resume to real status instantly. Click

this button does not affect the real counters values

5.4.4. Tx Stream Counter

Click item below to view the Tx Stream Counter window.

; - DApps-SG
- ..BF Capture Criteria ® Dhpp
P Main Counter File  View Statistics Tool Language |
% i T« Stream Counter SE 0 | RE =8 L
--R= Rx Stream Counter Function View
i.mm Straam Cannter Sommar OF Aol bt

The dynamic statistics will be displayed here in a table form.
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Tx Stream Counte'r

000 W
Port A PportB
[ 000 m = B
Al - = Stream #
A B C D
1 Packets Bytes ¥-ID
2 1 29,750 1,904,640 -
3 2 29,750 1,904,640 -
4 3 29,760 1,904,640 -
3 4 29,760 1,904,640 -
& 5 29,760 1,904,640 -
7 ] 29,750 1,904,640 -
8 7 29,750 1,904,640 -
g 8 29,760 1,904,540 -
10 9 29,760 1,904,640 -
11 10 29,760 1,904,640 -
12
Icon Item Function
= [S)g;/: Tx Stream Counter Save current data of counters to Excel file
o0 | Clear (All) Clear stream counters to O for 2 ports or single port
| Start (All Ports)Transmit | Start Tx Stream Counter of 2 ports or single port.
B | Stop (All Ports) Transmit | Stop Tx Stream Counter of 2 ports or single port.
= . If all the counters of this row are 0, this row will be hidden untill
<= | Hide Zero Counters
the value changed
, : Set the column shown or hidden in the window by select the
& | Column View Setting item y

5.4.5. Rx Stream Counter

Click item below to view the Rx Stream Counter window.

: &/ DApps-5G
- Main Counter

-T2 T« Stream Counter

i == = == [n]
) Rx Stream Counter @ |0 0@ " &L

| mmm Function View '

-z Stream Counter Su ary Rx Stream Counter

..f= Cabture Buffer or T

File  View Statistics Tool Language Helg

The dynamic statistics will be displayed here in a table form.
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Rx Stream Counter
000 o
Port A portB
Hwmf» 0o =8
Al - = X-ID=
A B C o E F
1 - . Loss Event
2 e HineRate(Mbps) Packets Brtes Loss Event First Loss Event Time
3 ] 0.00 o] o] v]
4 1 0.00 1] 1] a
5 2 0.00 o] o] o]
[ 3 0.00 o] o] v]
7 4 0.00 1] 1] 1]
8 3 0.00 o] o] 1]
g & 0.00 o] o] o]
10 7 0.00 1] 1] 1]
11 ] 0.00 o] o] 1]
12 9 0.00 o] o] o]
13
Icon ltem Function
= [S)g;/: Rx Stream Counter | g, e current data of counters to Excel file
1] Clear (All) Clear stream counters to 0 for 2 ports or single port
Clear All
A% | Maximum/Minimum Clear maximum and minimum latency.
Latency
[ Start (All Ports)Transmit | Start Tx Stream Counter of 2 ports or single port.
B | Stop (All Ports) Transmit | Stop Tx Stream Counter of 2 ports or single port.
= . If all the counters of this row are 0, this row will be hidden untill
= Hide Zero Counters
the value changed
. . Set the column shown or hidden in the window by select the
& | Column View Setting item y
& Stream Counter Setting 'tI)'SEOSntream Counter Setting window will pop up if you press this

5.4.6. Stream Counter Summary

Click item below to view the Stream Counter Summary window.

s DApps-8G
R File  View Statistics Tool Language Help
--REZ Rx Stream Counter e H‘ > ‘ 1= RE N fe 5
Function View o x Port A @ Strez
-/, Clock Measurement or ‘@ & [Stream Counter Summary §

User can make stream counter settings here to view the data receiving items of their interest. The dynamic
statistics will be displayed here in a table form.
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Stream Counter Summary
Ho?» DBEE ==/

Al - = Port
A B C D E F
; Paort Condition Tx Packets Tx Bytes Rx Line Rate(Mbps) Rx Packets
3 PortA Tw Stream # 1 1 a i)
4 PorthA Tx Stream #:2 i} 0
5 Porth T Stream 5 : 3 0 a
5 PorthA Tx Stream % : 4 0 u}
7 PortA Tx Stream #: 5 i} o]
8 PortA Tk Stream # : 6 0 0
g PorthA Tx Stream % :7 0 u}
i0 Port A Tx Stream #: 8 i} o]
11 Port & T Stream #: 9 0 0
12 PortA T Stream # : 10 0 u}
13 Port A Rx¥-ID # : 0 - 0.00
14 Port & Rx¥-ID # : 1 0.00
15 Port A Rx¥-ID# :2 0.00
16 Port & RxX¥-ID # : 3 0.00
17 Port A ExX¥-ID # : 4 0.00
18 Port A RxX-ID# :5 0.00
19 PortA RxX¥-ID % : 6 0.00
20 PortA Rx¥-ID # : 7 0.00
21 PortA Rx¥-ID # : 8 0.00
22 PortA RxX¥-ID % : 9 0.00
Icon Iltem Function
Save Stream Counter .
= | Data Save current data of counters to Excel file
1] Clear (All) Clear stream counters to 0 for 2 ports or single port
Clear All
A% | Maximum/Minimum Clear maximum and minimum latency.
Latency
[ Start All Ports Transmit | Start Tx Stream Counter of 2 ports.
[ Stop All Ports Transmit | Stop Tx Stream Counter of 2 ports.
= . This button allows user set the ports which they want to view. Onl
k3 | Assign Port Map P y y

the statistics of the selected ports will be displayed.

This button allows user set the streams which they want to view. Only

- Stream Map Setting the statistics of the selected streams will be displayed.

If all the counters of this row are 0, this row will be hidden untill

Hide Zero Counters the value changed

W1

A Row View Setting window will pop up if you press this button.
Row View Setting Check the items you want to view here, then the checked item will be
listed as a row

A Column View Setting window will pop up if you press this button.
Column View Setting Check the items you want to view here, then the checked item will be
listed as a column.

i

Sort the ports in a ascend trend according to the port ID and Stream
El | Sort Rows ID. This helps the user quickly set the ports in order when the port
sequence is messed manually.
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5.4.7. Capture Buffer

Click item below to view the Capture Buffer configuration window.

-§E Port A

- PortB

..... Main Counter

..... = T Stream Counter

..... R= Rx Stream Counter

..... == Stream Counter Summary
B =] Capre Burer

..... [ Clock Measurement

..... [] BERT Test

-2 Router MAT

..... 2 Low Rate Packet Generation

To view the contents of captured packets, user can select the captured packets from Capture Buffer

window
Capture Buffer
000 -
Port A portB
= o0 » O
Captured : 4 A
B Delta Time(ps) Length{with CRC) DA SA VID
1 0 64 00-22-42-00-02-00 00-22-A2-00-02-01 n/a
2| 6.72 64 00-22-A2-00-02-00 00-22-A2-00-02-01 nfa
3 6.72 64 00-22-A2-00-02-00 00-22-A2-00-02-01 nfa
4 6.72 64 00-22-A2-00-02-00 00-22-A2-00-02-01 nfa
< >
=~ Ethernet 1T, Src: 00:22:32:00:02:01 (00:22:32:00:02:01), Dst: 00:22:32:00:02:00 (00:22:32:00:02:00) A
¢ [#-Destination: 00:22:32:00:02:00 (00:22:32:00:02:00)
-Source: 00:22:32:00:02:01 (00:22:32:00:02:01)
¢ - Type: IP (0x0800)
= Internet Protocol Version 4, Src: 192.168.2.1 (192.168.2.1), Dst: 192.168.2.0 (192.168.2.0)
- Version: 4
;----Header length: 20 bytes v
00 01 02 03 04 05 06 07 08 09 0A 0B 0OC 0D OE OF
00 22 42 00 02 00 00 22 A2 00 02 01 08 00 45 00 ."¢...." ¢.....E.
00 2E 00 00 00 00 40 FF F4 7F CO A8 02 01 CO A8 ...... & 6.4, A
02 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 vvvvvvrr wuvnnnns
00 00 00 00 OO0 00 00 00 OO0 00 00 00 2F 83 CA B0 ...ovvur vvn. f.E.
Icon ltem Function
4 | Save as Pcap Save the captured packets to pcap file
00 | Clear Clear current captured packets
B | Start Capture Start to capture procedure
m | Stop Capture Stop complete procedure of capturing
% | Capture Criteria Set column’s width by input the value
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A: The count of captured packets

B: The list of all captured packets, and summary of network items
C: Frame view of selected packet
D: The contents of selected packet

5.4.8. Clock Measurement

Click item below to view the Clock Measurement window.

DaApps-5G
----- T= Tx Stream Counter % Dhpp
----- R= Rx Stream Counter File  View Statistice Tool Language Help
----- == Stream Counter Summa o - =
== i SH 0 | BuErREGLE =\
{5 Capture Buffer
..... W Clock Measurement Function View T X Port A Stream
----- BERT Test S & | Clock Measurement L
-2 Router MAT 1
or | m.ss ninna-ano [ ¢ onn e

This device is equipped with high precision 1 ppm temperature-compensated oscillator that can generate
precise speed network streams to DUT, or measures the speed rate of DUT's oscillator for speed control of
network streams.

By using this application software, operator is able to measure oscillator's speed of DUT that is either faster
or slower than standard speed in ppm scale, or use it as criteria to judge the result of test.

Clock Measurement
000 NI (=

Report PortA portB A
H=Zomp =

Clock Measurement

B (nz)

156272400

wsezeteoo] | | | Ll L ]
166260800 %
LT e e e e e e e e =

156229200

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
00 05 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80
C Elapsed Time(s)

— T
g5 90 95 100

Leftmost X-Axis Tick |0 % Reference Line Range(+/-) |50 (ppm)
Clock Measurement

D we E pem F Time Speed L 106 v
crent G 156.248063 -12,3968 14:29:45
Maimum  H 156.252413 15.4432 14:20:33  TestTime(s) M 10 :
Minimum | 156.246765 -20.704 14:29:44  Time Range
Result(+/-) J | 20.704 | start Time | 14:29:30 |
Standard K 156.250000 (+/-50 End Time | 14:29:45 |
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Icon ltem Function
= | Save Save the data in the chart to cvs file
|7 | Load Load the data from a cvs file
o | Clear Chart Values Clear current test value
» | Start Testing Start current port to test
m | Stop Testing Stop current port’s procedure of testing
I | Start Testing All Start all ports to test
Im | Stop Testing All Stop all ports’s procedure of testing

A: Select Port: Select port that connect to DUT for test.

B: Hz: Hz scale in this curve graph.

C: Elapsed Time(s): Time (second) scale in this curve graph.

D: MHz: The frequency of Quartz Oscillator.

E: ppm: faster (+) or slower (-) then standard speed. For example, +20 means 20ppm faster then standard
speed

F: Time: The time of the value detected.

G: Current: Current detected value.

H: Maximum: Maximum value of MHz or ppm during the test.

[: Minimum: Minimum value of MHz or ppm during the test.

J: Result: The test result in ppm.

K: Standard: Standard value for reference.

L: Mode (Speed): Select network speed that user wants to test the DUT.
M: Test Time(s): Configure the duration of the test.
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5.4.9. BERT Test

BERT Test O X
BERT Test
HEm< p &
Port Map | Port A <-> Port B w| Length(w/o CRC) (1512 = (muttiple of 4)
Transmit Mode | Continuous  ~ | Tx Time(s) |10 S| Tx Packets (1000 o
+| IFG (bit time) |64000 +| Delay Time After Learning (s} |1 +| Tx Packets Timeout (s) |9 =

Enable Learning

Learning Packets |10

-

Port DA SA Utilization{%4)
1 00-22-A2-00-0201 | 00-22-A2-00-02-00 100.00
2 PortB 00-22-A2-00-02-00 | 00-22-A2-00-02-01 100,00
Note

1.The BERT pattern used here is PRBS, and its number of elements is 2~31-1.
2.The Packet Length(in bytes) you input here must be divisible by 4 bytes(32 bits).

BERT stands for Bit Error Rate Test, DApps-SG uses 2731-1 number of elements to generate BERT
pattern, DApps-SG will check if BERT patterns are in received packets.

5.4.10. Router NAT

Router NAT is specially used when the DUT is a router. This function provides complete configuration
information for testing the routers, which greatly facilitate the configuration work. The settings areas are
divided into two types, the white areas and the gray areas. The content in the white area can be configured
as the user’s expectations while the content of the gray area is automatically obtained after running this

function.
Router NAT
Bmpr O
Router Setting
Port Connection Type Skip DHCPif valid DHCP Timeout(s) Source MAC Source IP
DHCP 100 Auto Detect Auto Detect
LAN DHCP nfa 100 Auto Detect Auto Detect
Instrument Setting
Port Connect to Router Source MAC VLAN viD Source IP UDP SPort Mapping
WAN 00-22-A2-00-02-00 O 0 Auto Detect 8000 nfa
Port B LAN 00-22-A2-00-02-01 Oa 1} Auto Detect 8000 Auto Detect

[] WAN Port First Obtain P
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Icon Item Function
iz | Setto Default Set all the values to the default
p | Clear Clear the test result
] Start Start running the Router NAT function

The settings here will be applied to the packet settings of the
stream by clicking this button. User can check the result by view
Stream Generation. For detailed information of Stream
Generation, please refer to 5.4.2.1. Stream Generation.

With Keep Alive button activated, the system will transmit low flow
data by correct configuration to ensure the smoothness of the link.
If the correct configuration is not yet obtained, no actions should
be taken.

= | Setto Stream

O | Keep Alive

The upper Router table shows the configurations of the router, and the lower NuStreams Port table shows
the configurations of the testing ports.

5.4.11. Low Rate Packet Generation

A special packet transmit mode for low rate. There are 4 entries, every entry can send 1 packet per second
at most.

Low Rate Packet Generation

=
Port A Pport B
= HEm e
A ? F mac
Stop/Start Alias Length{w/o CRC) Frame Data Protocol Type oA . Interval(s)  Packet Count
1 » LRPG 1 60 None 00-22-A2-00-02-01 | 00-22-A2-00-02-00 1 5
2 > LRPG 2 60 Edit None 00-22-A2-00-02-01 00-22-A2-00-02-00 1 5
3 > LRPG 3 &0 Edit None 00-22-A2-00-02-01 00-22-A2-00-02-00 1 7
4 > LRPG 4 &0 Edit None 00-22-A2-00-02-01 00-22-A2-00-02-00 1 7
00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF
0D 22 AZ 00 02 01 00 22 A2 0D 02 00 FF FF 00 00  ."¢...." ¢...¥¥..

0o 00 00 OO0 00 00 OO0 OO0 OO0 OO0 00 00 00 OO0 00 00  .....inn wonannn.

00 00 00 00 OO OO OO OO OO0 OO0 OO OO OO 00 00 00
00 00 00 00 00 OO 0O 0O OO0 OO0 00 00

A: Stop/Start: Stop or Start transmission.
B: Alias: Alias of this entry.
C: Length (w/o CRC): Frame length in bytes without CRC

D: Frame Data Edit: Configure the payload contents in frame. Click the Edit to edit the detailed contents in

frame.
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E: Protocol Type: System shows the Protocol Type when frame content is configured in Frame Data.

F: MAC: This field displays the DA (Destination MAC Address) and SA (Source MAC Address) of the
stream. Double-click the DA and SA of each stream, user can edit the destination/source MAC addresses.
G: Interval(s): The interval the packets will be sent.

H: Packet Count: The count of the packets has been sent.

5.5. Frame Date Edit

To create the pattern and contents of the streams what user want to generate, the utility has Frame Data

Edit function to create what user want.
Click [E Stream Generation system shows
Port A : Stream Generation

= H 5 G L E 8 2 Apply

Tx Rate Control | Auto Generate Tx Rate ~ | Stream Transmit Mode |Continuous — ~

-

Total Line Rate(Mbps) |10000.00 > | Total Utilization(9a) |100.0000 > | Total Packet Rate(PP5) |14880952

al X-TAG
Append CRC  Error Generation Frame Data Protocol Ty
Frames Enable X-1D
14880952 [l i No Error None
Configure related parameters, then user can click Edit to edit the detailed contents in frame.
5.5.1. Menu
Frame Data Edit
= d B E
Icon Iltem Function
e Load Load a pcap file from PC to generate the same stream.
= Save Save the configuration to a pacp file.
By Set to Defualt | Set frame data to default value.
Transfer Base on the protocol which user selected, user can edit the data by
= Protocol to themselves.
User Defined

This window shows all frame type that is configurable. User can also import user-defined file (*.pcap of
Ethereal or Wireshark) for test directly.

5.5.2. Protocol Quick Select

This Frame View window shows the frame structure of the frame that user want to edit.
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Frame Data Edit O X
= HEE
Protocol Quick Select  Ethernet II IPv4  UDP  Frame View
Data Link Layer Layer 3 Protocol Layer 4 Protocol Layer 5 Protocol
) None O None (C) PPPOE Discovery ) None O PM ® None
® Ethernet II ® P4 (O PPPoE Session O TCP O PXin P O DHcp
O Ethernet SNAP O 1Pve O GOOSE ® UpP O VRRP O DHCPve
O 802.2 O ARP O sv O 1cMP O 18IS over IP O RIP
(O User Defined O TRILL O LLDP O 1GMP O MPLS in IP O Lsp
VLAN O 1518 O pTPVZ O 1CMPvE
® None O Q-in-Q O RARP O CFM O Pvdin P
O VLAN O X O FCoE O Pv6 in P
O BPDU O FIP O Rsvp
Tags
® None O MPLS Unicasst O MAC control O ECP O GRE
- O sLow O Loop O 05PRv2

5 (O MPLS Multicast

Note
The total number of protocol can't exceed 10.

Apply Cancel

From 5.5.3 to 5.5.6, we will briefly introduce some common protocols in different layer.

5.5.3. Data Link layer

Data Link Layer type of streams generation

Data Link Layer
®) Mone

() Ethernet II

O Ethernet SHAP
O 802.2

() User Defined

Data Link layer: The Data Link Layer is Layer 2 of the seven-layer OSI model of computer networking. The
Data Link Layer protocols respond to service requests from the Network Layer and they perform their
function by issuing service requests to the Physical Layer.

Several protocols options can be chosen for the test.

5.5.3.1. Ethernet Il

Ethernet II: The most common Ethernet protocol currently used on LAN
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Data Link Layer
) MNone

®) Ethemnet II

O Ethernet SMAP
O 802.2

() User Defined

MAC Address

Destination MAC Address |DD -22-A2-00-02-01 | Broadcast

Source MAC Address |UU -22-A2-00-02-00

User can configure the MAC address of DUT.

Destination Address (DA): Default: FF:FF.FF:FF:FF:FF, means broadcast frame. To use variation of DA
function, this MAC address is the start MAC address

Source Address (SA): Default: 00:00:00:00:00:00, means the MAC address of this device itself. To use
variation of SA function, this MAC address is the start MAC address

5.5.3.2. Variation of DA, SA and VID

The DA and SA is variable if increase or decrease selection is selected
DA, SA of Default Multi Streams generation is fixed

Port A : Stream Generation
= H B EE E B8 8 aeply

Tx Rate Control | Auto Generate Tx Rate ~ | Stream Transmit Mode | Continuous e

Total Line Rate(Mbps) |10000.00 > | Total Utilization(%) |100.0000 > | Total Packet Rate(PPS) |14880952 =
upDp HV-DA HV-54A
SPort Enable DiPart SPort Mode Range Mode Range

User can click the selection and change it to increase or decrease and also specify a range of variation as
the example below
HV-DA HV-5A
Mode Range Mode Range
Increase 00-22-A2-00-02-00 ~ 00-22-A2-00-02-FF Increase 00-22-A2-00-02-00 ~ 00-22-A2-00-02-FF

Assume that the DA is 00-00-21-5C-0A-22
® When increase mode is selected, the last 2 hexdecimal digits will be 22, 23, 24.. till the counts of the

range.
® When decrease mode is selected, the last 2 hexdecimal digits will be 22, 21, 20.. till the counts of the

range.
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55.33. IPX

IPX: Internetwork Packet Exchange (IPX) is the OSI-model Network layer protocol in the IPX/SPX protocol
stack. The IPX/SPX protocol stack is supported by Novell's NetWare network operating system.

Layer 3 Protocol

(O None (C) PPPOE Discovery
O Iy (O PPPOE Session
O 1pve ) GOOSE

O ARP O sv

O TRILL O LLop

O 1515 O PTPV2

() RARP O crM

® 1Px (O FCoE

) BPDU ) FIP
(O mAC control () ECP
) sLow O Loop

This editor of IPX will added if required.

5.5.4. Tags

When Ethernet Il of Data Link Layer is selected, extra tag options is available.
When Ethernet Il is selected, Tags option is enabled.

Data Link Layer
() None

® Ethernet II

(O Ethernet SNAP
O 802.2

O User Defined

VLAN
® None O Q-nQ

O VLAN

Tags

® None (O MPLS Unicast

3Com ¥Ms () MPLS Multicast
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55.4.1. VLAN

WLAN
O None O Q-in-Q

A virtual LAN, commonly known as a VLAN, is a group of hosts with a common set of requirements that
communicate as if they were attached to the Broadcast domain, regardless of their physical location.
The protocol most commonly used today in configuring virtual LANs is IEEE 802.1Q.

IEEE 802.1Q adds a 32-bit field between the source MAC address and the EtherType/Length fields of the
original frame. The VLAN tag field has the following format:

EtherType/]
Source MAC Size PaylLoad CRC/ FCS
1Tl 2134l s et 12110 .1 -1 .1]mn~n 11 2]3]4
n=4&-1500
Ether Typ
Source MAC 802.10 Header Size PaylLoad
[ E EEE I S G T 0 T O T - I I I e
TPID=0xe100| PCR/CFIVID N=46-

VLAN Tag in Ethernet Frame

To configure the VLAN for streams generation, click the VLAN Tab

Protocol Quick Select  Ethernet I VLAMN  Frame View

VLAN L1 Parameters

IUser Prioricy CFI VD

0 ~| |0 - Reset ~ | |0 = [] VLAN L2
0 0 - Reset 0 =

0 0 - Reset 0 =

User priority (also called COS, class of service) and VID are most common parameter for the test

55.4.2. Q-in-Q

WLAM
() None @ Q-n-Q
O VLAN
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IEEE 802.1ad (Provider Bridges) is an amendment to IEEE standard IEEE 802.1Q-1998 and it is called
Q-in-Q or Stacked VLANs

EtherType/|
Source MAC Size Payload CRC/ FCS It
Tl 213 4] 5] 6 1] 2 11 .1 -1 . [n 11 2]13]4 Tl 2121415
N=46-1500
Ether Typi
Source MAC 802.1Q Tag Size Payload CRC / FCS
1l 2] 3la]stel 1|2 EN I I - T I I I I 1 2] 2]4 |
TPtE=[xe8100] PCRICFIVID n=46-1500
802.10Q OuterTag / EtherTyp
Source MAC MetroTag / PE-VLAN | 802.10Q InnerTag Size PaylLoad
1]l 2] 34516l 1] 2 a4 102 EN I I I N D
TPIC=mg100) PCRYCFIVID| TPID=0x2100) PCR/CEIVID n=46-1500
9200/9200

To configure the Q-in-Q for streams generation, click the Q-in-Q Tab
Protocol Quick Select  Ethernet II Q-N-Q  Frame View

5-Tag

Ether Type (Hex) User Priority CFI VID

gE:LE 0 - 0 - Reset ~| |0 o
C-Taag

Ether Type (Hex) User Priority CFI VID

0 v| |0-Reset | 0 :
MNote

The "Ether Type"” that can be user-defined include 0x88A8,0x9100,etc.. If none
VLAM Tag is filled in, there could be protocol parse errors.

5.54.3. MPLS

Taas
) None (® MPLS Unicast
(C) MPLS Multicast

In computer networking and telecommunications, Multiprotocol Label Switching (MPLS) refers to a
mechanism that directs and transfers data between Wide Area Networks (WANSs) nodes with high
performance, regardless of the content of the data. MPLS makes it easy to create "virtual links" between
nodes on the network, regardless of the protocol of their encapsulated data.

MPLS works by prefixing packets with an MPLS header, containing one or more ‘labels'. This is called a

label stack. Each label stack entry contains four fields:

> A 20-bit label value.

> A 3-bit Traffic Class field for QoS (Quality of Service) priority (experimental) and ECN (Explicit
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Congestion Notification).
> A 1-bit bottom of stack flag. If this is set, it signifies that the current label is the last in the stack.
» An 8-bit TTL (time to live) field.
This can be defined by the configuration of this utility.

Protocol Quick Select  Ethernet I MPLS Unicast  Frame View

Label # MPLS Label Experiential Use Time to Live +
Label # 1 0 0 0
Payload Type None e

5.5.5. Layer 3 Header

In the payload of frame, layer 3 header as the items below is configurable

Layer 3 Protocol

® None () PPPOE Discovery
O Iy (C) PPPOE Session
O 1Pve () GOOSE

O ARP O sv

O TRILL O Lop

O 1518 O pTPV2

O RARP O cm

O 1Px O FCoE

() BPDU O FIp
(O MAC Control () ECP
) sLow ) LooP

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com



LY xtramus

Test Instruments and Networks
5551 IPv4

Layer 3 Protocol

O None (O PPPoE Discovery
@ 1Pv4 (O PPPOE Session
O Pve O GOOSE

O ARP O sv

IPv4: Internet Protocol version 4 (IPv4) is the fourth revision in the development of the Internet Protocol (IP)
and it is the first version of the protocol to be widely deployed.
The structure of IP header is illustrated below

bit 0-3 47 8-15 1618 19-31
offset
. Header . . .
0 “ersion Differentiated Services Total Length
length
32 [dentification Flags Fragment Offzet
64 Time to Live Protocal Header Checksum
96 source Address
128 Destination Address
160 Options
160
or Data
192+

The utility has user configurable interface to match the structure of IPv4 header

! Frame View

IPv4 Address

Destination IP Address |192-168- 2 - 1

Source IP Address 1192-168- 2 - 0

A (TOS Bit 0-2) Precedence | 000 - Routine v | Identification 1] =
(TOS Bit 3) Delay 0 - Mormal ~ | Fragment May Fragment w
(TOS Bit 4) Throughput |0 - Normal w Last Fragment w
(TOS Bit 5) Relizbility 0 - Normal w | Fragment Offset(x8) [0 =
(TOS Bit 6) Cost 0 - MNorral w Time to Live &4 =

B Protocol 0xFF - Reserved w

A: Differentiated Services (DS) was originally defined as the TOS (Type of Services) field; this field is now
defined by RFC 2474 for Differentiated services (DiffServ) and by RFC 3168 for Explicit Congestion
Notification (ECN), matching IPv6.
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B: Most common protocols numbers are listed below and the utility has detail configuration of these
protocol.

Protocol OxFF - Reserved w

0x01 - ICMP
0x02 - IGMP
0x04 - IPv4 in IP
1th 0x06 - TCP

0x11 - UDP

0x%29 - IPVE in IP
0x2E - RSVP
0x2F - GRE

0x3A - ICMPvG
0x59 - O5PFv2
0x67 - PIM

0x6F - IPX in IP
0x70 - VRRP
0x7C - ISIS over IP
0x89 - MPLS in IP

y | Cancel DEGRGEEEVEY

5.5.5.2. ARP

Layer 3 Protocol

O Mone () PPPOE Discovery
O 1Pv4 (O PPPOE Session
O 1Pve (O GOOSE

® ARP O sv

O TRILL O LLop

O 1515 O pTPV2

O RARP O crm

ARP: Address Resolution Protocol (ARP) is the method for finding a host's link layer (hardware) address
when only its Internet Layer (IP) or some other Network Layer address is known. ARP is primarily used to
translate IP addresses to Ethernet MAC addresses.

The structure of ARP header is illustrated below

ui?f:et o-7 8-15 16 - 31

0 Hardware type (HTYFE) Protocol type (PTYPE)

32 Hardﬁg\:‘;”gth Protocol length (PLEN) Operation (OPER)

64 sender hardware address (SHA) (first 32 bits)

96 sender hardware address (SHA) (last 16 bits) mender protocol address (SPA) (first 16 bits)
128 mender protocol address (SPA) (last 16 hits) Target hardware address (THA) (first 16 bits)
160 Target hardware address (THA) (last 32 hits)

192 Target protocol address (TPA)

The utility has user configurable interface to match the structure of ARP header.
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Protocol Quick Select  Ethernet I ARP  Frame View

Hardware Type 1 - Ethernet v | Sender Hardware Address |00 - 00 -00 - 00 - 00 -0
Protocol Type (Hex) 08 : 00 Sender Protocol Address | 0 © 0 - 0 - O
Hardware Address Length |© - | Target Hardware Address IDD - 00 -00-00-00-00
Protocol Address Length  |# = | Target Protocol Address | 0 -0-0-0
Cperation 1 - ARP Reqguest “

5.5.5.3. Pause

Layer 3 Protocol

) Mone (") PPPOE Discovery
O Iy () PPPOE Session
O 1Pve O GOOSE

O ARP O sv

O TRILL O LLDp

O 1515 O pTPV2

O RARP O M

O X O FCoE

) BPDU O FIP
® MAC Control (O ECP
) sLow ) Loop

Pause: PAUSE is a flow control mechanism on full duplex Ethernet link segments defined by IEEE 802.3x
and uses MAC Control frames to carry the PAUSE commands.
Protocol Quick Select Ethernet II MAC Control  Frame vie

Pause Quanta

Opcode I 00:01

Pause 22767 =

The Destination Address of Pasue frame is 01:80:C2:00:00:01. This particular address has been reserved
for PAUSE frames.

The MAC Control opcode for PAUSE is 00:01 (0X0001 in hexadecimal)

A PAUSE frame includes the period of pause time being requested, in the form of two byte unsigned
integer (0 through 65535). This number is the requested duration of the pause.
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5.5.6. Layer 4 Header

In the payload of frame, if IPv4 is selected
Layer 3 Protocol

) Mone ) PPPoE Discovery
@ 1Pv4 | (O PPPOE Session
O 1Pv6 ) GOOSE

) ARP () sy

Then Layer 4 header as below is configurable

Layer 4 Protocol

® Hone (O PIM

O TCp O PXin P
O upe (O VRRP

O 1cmp O 18IS over IP
O 16MP O MPLS in TP
O 1cMPve

O Pv4 in TP

O 1PV6 in TP

O RSVP

O GRE

O 0SPFv2

5.5.6.1. TCP/IP

Layer 4 Protocol

(O None ) pIM
@71  OPXinP
O uDP () VRRP

(O 1CMP () 18IS over IP

The Transmission Control Protocol (TCP) is one of the core protocols of the Internet Protocol Suite.
The structure of TCP segment is illustrated below. The TCP header starts after bit 160 of the IP header.
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TCP Header
Bit
0-3 4-F 8-13 16-31
offset
0 Source part Destination port
32 meguence humbet
64 Acknowledgrment number
96 Dﬁatat Resered E:WR ECE URG |ACK | PEH|RST | SYN Fllﬂ Window Size
offse
128 Checksum Urgent pointer
160 Olptions (optional)
160/192 + Data

Flags (8 bits) (called Control bits) — contains 8 1-bit flags

e CWR (1 bit) — Congestion Window Reduced (CWR) flag is set by the sending host to indicate that it
received a TCP segment with the ECE flag set (added to header by RFC 3168).

e ECE (ECN-Echo) (1 bit) — indicate that the TCP peer is ECN capable during 3-way handshake
(added to header by RFC 3168).

e URG (1 bit) — indicates that the URGent pointer field is significant

e ACK (1 bit) —indicates that the ACKnowledgment field is significant

e PSH (1 bit) — Push function

e RST (1 bit) — Reset the connection

e SYN (1 bit) — Synchronize sequence numbers

e FIN (1 bit) — No more data from sender

The utility has user configurable interface to match the structure of TCP segment

Protocol Quick Select  Ethernet 11 IPw4 ETCP ! Frame View

TCP Parameters

= Flags

Source Port 8 -

[ ] Urgent Pointer Valid
Destination Port 9 E

] Acknowledge Valid

0 =

Sequence Number - [] Push Function
Acknowledgement Number |0 : [] Reset Connection
Header Length (x4} 3 = [ ] Synchronize Sequence
Window 2161 = (] Mo More Data From Sender
Urgent Pointer 1 s
Checksum Correct bt
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5.5.6.2. UDP/IP

Layer 4 Protocol

(O None ) PIM
O PXin P
) VRRP
O ISIS over IP
O MPLS in IP
O 1CMPve
UDP/IP

The User Datagram Protocol (UDP) is one of the core members of the Internet Protocol Suite, the set of
network protocols used for the Internet.
The structure of UDP segment is illustrated below. The UDP segment starts after bit 160 of the IP header

hits 0-15 16 - 31

0 Source Port Destination Port
32 Length Checksum
64 Data

The utility has user configurable interface to match the structure of UDP segment

Protocol Quick Select  Ethernet T IPv4 iUDP | Frame v

UDP Parameters

Source Port & =
Destination Port 9 =
Checksum Mull w
Payload Type Mone o
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5.5.6.3. ICMP/IP

Layer 4 Protocol

() MNone O PM
O Tcp QO PXin 1P
O uop () VRRP
@ 1cMP (O 18IS over IP
O 16MP () MPLS in IP
O 1CMPvE
) TPwd in TP

ICMP/IP

The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Protocol Suite.
The structure of ICMP segment is illustrated below
The ICMP header starts after bit 160 of the IP header

Bits | 160-167 | 168-175 | 176-183 | 184-191
160 | Type | Code Checksum
192 10 SEfUENCE

The utility has user configurable interface to match the structure of ICMP segment
Protocol Quick Select EthernetII IPv4 |ICMP | pr

ICMP Parameters

Type 0x00 - Echo Reply ~
Code 0 o
D 0 s
Sequence o =

5.5.6.4. IGMP/IP

Layer 4 Protocol

O Mone O PIM

O TCP O PXinip
) VRRP
(O 1515 over IP
O MPLS in TP

O 1cMPve

O Pv4inIP

IGMP/IP

The Internet Group Management Protocol (IGMP) is a communications protocol used to manage the

membership of Internet Protocol multicast groups.
The structure of IGMP segment is illustrated below. The IGMP header starts after bit 160 of the IP header
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+ | Bits0 -7 8-15 16 - 23 24 -3
] Type Max Resp Time Checksum
32 Group Address

The utility has user configurable interface to match the structure of IGMP segment
There are three versions of IGMP

Protocol Quick Select  Ethernet I IPwd4  IGMP  Frame View

IGMP Parameters

Version 2 t
Type 0x11 - Group Membership Query “
Group Address | 0 -0-0-0

Max Response Time(x0.15) 8 =

5.5.7. Frame View

The figure shows the structure of packet/frame that will be generated. The figure is changeable, depending

on the configuration of the packet/frame.

Frame Data Edit O =
= | i =
Protocol Quick Select Ethernet II IPv4  UDP  Frame View

- Identification: 0x0000 (0) ~

- Flags: 0x00

- Fragment offset: 0

- Time to ve: 64

- Protocol: UDP (17)

- Header checksum: 0xf56d [correct]

- Source: 192.168.2.0 (192.168.2.0)

= Destination: 192.168.2.1 (192.168.2.1)
- Source GeoIP: Unknown

- Destination GeolP: Unknown

- User Datagram Protocol, Src Port: 8 (8), Dst Port: discard (9)
-~ Source port: 8 (8)

- Destination port: discard (9)

fral
A |

-~ Length: 26
- Checksum: 0x0000 (none) v
00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF
00000000 00 22 A2 00 02 01 00 22 AZ 00 02 00 08 00 45 00 ."¢...." ¢.....E
00000010 00 2E 00 00 00 00 40 11 F5 60 c0 A8 02 oo GOOEEN ...... @ &mh. . A-

oooooozo (PNEFWMO0 03 00 09 00 1A 00 00 00 00 00 00 00 00 ©vvvvirn wvvnnnns
00000030 00 00 00 00 00 00 00 00 00 00 00 00  eeeeennn nn.

Note
The total number of protocol can't exceed 10.

Apply Cancel
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6. Operation of NuDOG series with DApps-SG
This chapter tells you how to use this device to test the DUT

6.1. Control from USB Port

NuDOG series comes with a GUI utility software for controlling of this machine. Operator can operate this
machine via USB port by Windows user interface, and also collect statistic counter and do system upgrade.

Basic System Requirement for DApps-SG
Windows 7/8/10

CPU | 1.6 GHz, 32 bits (x86) CPU
RAM | 4GB RAM

HDD 10G available space
(available space means the space for installation and operation)

USB cable with mini-USB connector comes with the package of this machine. If operator does not have
this cable, it is possible to purchase it from local electronic store. It is an industrial standard cable with
standard male USB connector and standard male mini-USB connector at each side.

6.1.1. Installation of Driver

To active the USB connection, install driver for NuDOG series is required
The procedure below shows the installation of driver

1. Power On the machine (the NuDOG-101T doesn’t need this step)

2. Connect USB cable to both PC and mini-USB port of NuDOG series

Mini-USB Port

USB Port C_’f PC Install driver

2. Run utility software
3. Remote control this machine

3. Windows will prompt you that new USB device is found and it needs driver. Manual select the driver
location at the folder ..\driver which operator gets it from Xtramus. Follow the instruction of Windows to

finish the installation.

6.2. Hardware connection

To use this device, user can connect it to DUT as the illustration below, and DO NOT connect
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NuDOG-301C or NuDOG-801/802 with PC before the device is powered on.

Streams Generation Mode

Streams A

3

r'y

Streams B

UsB

Streams Generation
Application Software

Then NuDOG series can generate test stream to DUT and also receive data stream from DUT for analysis

6.3. Operation of DApps-SG

6.3.1. Generate Test Streams to DUT

To generate the test streams, user should configure the pattern and contents of the test streams

Click Stream Generation | System shows

Port A : Stream Generation X | -
Port A : Stream Generation

& d = E = = B & Aeely

Tx Rate Control |Auto Generate Tx Rate ~ | Stream Transmit Mode |Continuous — ~

- -

Total Line Rate(Mbps) |10000.00 > | Total Utilization(%s) (100.0000 > | Total Packet Rate(PPs) (14880952

-

Rate Tx Frame
Stream # Select  Length{w/o CRC) Frame Payload ) o o
Line Rate(Mbps) Utilization(%a) Packet Rate(PPS) IFG (bittime) IBG
60 Allo i0000.00 i00.0000 14380852 96

Select the streams volume user want to generate.
User can create many streams; however, only tick streams that user want to send

Stream # Select  Length{w/o CRC)

1 [] 60
2 50

Double click value in the grid of length, then user can change the value. Select Random, Short-Long, IMIX
or input the length directly.
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Length{w/o CRC)

Select the unit and input the value of the parameter that the packets will be generated.

Rate
Line Rate[Mbps) Litilization{®%a) Facket Rate[FP3)
10000.00 100.0000 14380952
10000.00 100.0000 14350952

Line Rate: Mbytes per second in transmission

Utilization: Percentage of Wirespeed transmission

PPS: Packet per Second. Volume of packets that will be generated per second.
Tick to activate X-TAG if user needs

X-TAG
Enable X-1D
0
0

Click Frame Editor to edit the pattern and contents of stream packets. Please refer to 5.5 Frame Date
Edit about how to use frame editor
When all procedures are done, the read-only basic information at last few items if shown automatically

Tx Frame/Gap Contral

IFG (bit time) I6G (bit time) Frames
96 96 14880952
a6 a6 14880952

wle
Then click &4 2PPYY 5 take effect.

6.3.1.1.  Start to generate test streams

When all configurations is done, click Main Counter Panel on Toolbar

BH Or  |[([BErREEMLD=E
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Al - = Port
A B c o , Linked Ports \
1 | Port Port A Port B Total:2 Ports Transmit >
2 i Module NuDOG-802 NuDOG-802
3 Link Link Up Link Up Capture o
4 Speed Auto 106G Full Auto 10G Full Port A
5 i TxPackets 0 0 o S ™~
[ E - T Bytes [¥] 8] 1] Capture >
7 b TwPacket Rate 0 0 a
E] TxL2Payload Rate(Mbps) 0.00 0.00 0.00 Port B
g TxDatagramRate(Mbps) 0.00 0.00 0.00 Transmit >
10 TxLine Rate(Mbps) 0.00 0.00 0.00 Capture > /
11 -~ Tx Utilization{%) 0.00 0.00 0.00 \‘ =
12 - Rx Packets 0 0 a
13 - Rx Bytes 0 4] 1]
14 - Rx Packet Rate 0 0 a
15 -~ RxL2Payload Rate(Mbps) 0.00 0.00 0.00
16 :-----RxDatagramRate(Mbps) 0.00 0.00 0.00
17 ; -~ RatLine Rate(Mbps) 0.00 0.00 0.00
18 i Ro¢ Utilization{%) 0.00 0.00 0.00
19 B Collision Packets(sum) 0 0 0
24 Error Packets{Sum) 0 0 i}
31 Packet Size Statistics(Sum) 0 0 a
40 Layer2 Packets({Sum) 0 0 a
ar L B LI T L B PR ) [al Ll [al
< >

Click control button on operation button to control the packet generation
Expend sub-item counter to see more details of counters.

6.3.2. Capture Specified Packets

To capture packets/frames of incoming streams to PC via USB port, configure capture criteria is required.

Click ™ W button. The system shows the capture criteria settings
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Port A : Capture Criteria O X

Port A : Capture Criteria

Protocol SDFR  Result

[] capture All Packets

MAC Network Protocol
[ Broadcast [ Ethernet-I1 [] BPDU O Tce
[ Multicast ] ARP [] None IPv4 ] upp
[ Unicast [ 14 [] 1Pv4 with Extension Header [ FTP
[ vLan [ 1Pvs [] 1Pv4 Checksum Error [ rTP
[] CRC Error [ Px [ ospPF
[] Over Size [ 1cmp [] RsvP
[] under 64 Bytes [ 16MP
[ Pause [ snap

[ x-TAG

Packet Length Fiter{with CRC)

[ Fitter Length(Bytes) = 64 =

Capture Packet Nurmber |4 =

User can configure criteria of Protocol, SDFR according to section 5.4.2.6 Capture Criteria

Then Click & Capture Buffer , Start capture from the Capture Buffer window

Capture Buffer
00|
Port A portB
Hm» O
Captured : 4
Delta Time(ps) Length{with CRC) D& SA WVID
1 0 | &4 | vo-2282000200 00-22-82-00-02-01 nfa
2 6.72 54 00-22-A2-00-02-00  00-22-A2-00-02-01 nfa
3 6.72 64 00-22-A2-00-02-00 | 00-22-A2-00-02-01 nfa
4 6.72 64 00-22-A2-00-02-00 | 00-22-A2-00-02-01 nfa
£ >

=1 Ethernet II, Src: 00:22:32:00:02:01 (00:22:32:00:02:01), Dst: 00:22:22:00:02:00 (00:22:32:00:02:00)
- Destination: 00:22:32:00:02:00 (00:22:32:00:02:00)

Source: 00:22:32:00:02:01 (00:22:32:00:02:01)

- Type: Unknown {0xffff)

00 01 02 03 04 05 06 07 08 09 DA OB OC OD OE OF

00000000 00 22 A2 00 02 00 00 22 A2 00 02 01 FF FF 00 0O Y A
00000010 00 00 00 00 OO0 OO OO OO OO0 00 00 OO0 00 OO0 OO OO ........ «..ouu..
00000020 00 00 00 00 OO0 OO OO0 OO 00 0O 00 QD 00 00 OO0 OO ..vvvevs wuvnnnns
00000030 00 00 00 00 OO0 OO OO0 OO0 OO0 00 00 OO0 EE A1 1A 23  ........ el #

The result of captured frame is shown on Capture Buffer window.
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6.3.3. View counter of captured packet and others

User can view the counters of captured packet by SDFR criteria
Click Main Counter Panel on Toolbar

EH Or |([BErREELOD=H

Expand SDFR sub-counter item by clicking "+" of " SDFR (SelfDiscoverFilteringRules)(Sum) | ser the see the
packet counts that is captured by SDFR criteria

User also can see conters of other events.

3,073,103 3,073,103
3,073,103 3,073,103

=} SDFR (Self Discaver Filtering Rules){Sum)
- DA Rule Hit

- 54 Rule Hit

- VID Rule Hit

- SIP Address Rule Hit

- DIP Address Rule Hit

- DPort Rule Hit

- SPort Rule Hit

o oo o o o o o O

] 0
] ]
] 0
] 0
] 0
] 0
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