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Revision History

Date Version History
2010/09/26 1.0 First draft version
1. Page 9, change NUTAP-S61 installation figures and
related descriptions.
2. Page 19, changing title/descriptions regarding to
Monitor Port MO/M1.
3. Page 22, change descriptions regarding to Filter All
Packets.
Page 23/26, correct typos regarding to Rule Setting.
Page 29, change descriptions regarding to Re-direct All
Packets.
Page 30, change descriptions regarding to VLAN ID.
Page 35, change descriptions regarding to Line Mode.
Page 35, change column title to Report Control Buttons
Descriptions.
9. Page 36, change descriptions regarding to Bar Mode.
10. Page 37, change column title to Accessing Universal
Stream Counter (USC) Report.
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1. Installing/Uninstalling NuSet-MiniTAP

NuSet-MiniTAP is a GUI (graphic user interface) utility software for setting test criteria and system
management. NuSet-MiniTAP supports NuTAP-S61 and NuTAP-311. When NuTAP-S61/NuTAP-311 is
connected with PC via its RJ45-to-USB cable, you can set test criteria, save/view testing results, and

upgrade firmware/FPGA with NuSet-MiniTAP.

However, before using NuSet-MiniTAP’s features and functions, you have to install it on your PC first.

Both NuTAP-S61 and NuTAP-311's drivers are contained in NuSet-MiniTAP. The required drivers and
NuSet-MiniTAP will be installed at the same time. Please note that DO NOT connect your
NuTAP-S61/NuTAP-311 to the PC before the installation.

Please follow the steps down below to install NuSet-MiniTAP.

NuSet-MiniTAP Installation

MUSek-Mini TAP

1. Double-click NuSet-MiniTAP installation program
and start the installation process.

InstallShield Wizard

Preparing to Install...

MuSet-mMinTAP +1.06000 Setup iz preparing the
InstallShield Wizard, which will guide you through the
program setup process. Please wait.

Checking Operating Systen Yersion

|

2. InstallShield Wizard is starting to install
NuSet-MiniTAP. If you would like to cancel
installation, click “Cancel”.

XTRAMUS TECHNOLOGIES®

E-mail: sales@xtramus.com
Website: www.Xtramus.com
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NuSet-MiniTAP Installation

h\!l NuSet-MiniTAP ¥1.0b000 - InstallShield Wizard

Welcome to the InstallShield Wizard for
NuSet-MiniTAP v1.0b000

The Installshield{R) Wizard will allow you to modify, repair, or
remove MuSet-MiniTAP +1,0b000. Ta continue, click Mesxt,

= Back Cancel I

3. Click “Next” to continue installation.

i'-;‘ MNuSet-MiniTAP ¥1.0b000 - InstallShield Wizard

License Agreement

Flease read the following license agreement carefully.

End User License Agreement

IMPORTANT NQTICE
This is a license agreement between you (either an individual or a single entity)
and ¥trarnus Technologies (Mtramuos"™).

Before installing or using this software, please read the following license terms
carefully. By installing or using this software, you are deemed to accept this
license agreement. Do not install or use this software if you do not accept or
agree with these license terms.

[

¥ T accept the terms in the license agreement;

" I do ot accept the terms in the license agreement

Inistal|Shield

< Back.

I Mext > I

Cancel I

4. Click “l accept the terms in the license
agreement”, and click “Next” to continue.

i'-;‘ MNuSet-MiniTAP ¥1.0b000 - InstallShield Wizard

Destination Folder

Click Mext ko install to this folder, or click Change to install ko a different Folder.

&

Install MuSet-MiniTAP +1,0b000 kot
C!\Program Filasixkramus),

Change... |

Inistal|Shield

Cancel

< Back.

5. Click the Change... button to install the program
to another folder, or click Next button to install the
program into the default destination folder, and then
continue next step. Click Back button to go back to
the previous step to modify.

XTRAMUS TECHNOLOGIES®
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i'._\!l MNuSet-MiniTAP ¥1.0b000 - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin installation,

If wou want ko review or change any of vour installation settings, click Back, Click Cancel to
exit the wizard,

6. NuSet-MiniTAP InstallShield Wizard will start
installing momentarily. Click Install button if the
information is correct.

Inistalshield

= Back. Cancel I

i'-.\!l MNuSet-MiniTAP ¥1.0b000 - InstallShield Wizard - |EI|1|

Installing NuSet-MiniTAFP ¥1.0b000

The program features you selected are being installed.

FPlease wait while the InstallShield Wizard installs NuSet-MiniTAR +1.0b000,
This may take several minukes.,

Stakus:

RN AR RN R R REARAAR 7. InstallShield Wizard is installing NuSet-MiniTAP.

Inistal|Shield

< Back [ext =

TAP v1.0b000 - InstallShield Wizard x|

InstallShield Wizard Completed

The Installshield Wizard has successfully installed
MuSet-MiniTAP v1.0b000. Click Finish ko exit the wizard,

8. NuSet-MiniTAP installation completes. Click
Finish button to exit.

EC S

= Back

E-mail: sales@xtramus.com
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To uninstall NuSet-MiniTAP, you can:

NuSet-MiniTAP Un-installation

Programs

4y Documents

) saarch o Click Start 2 Programs - Xtramus -
) b and spper NuSet-MiniTAP - Uninstall
NuSet-MiniTAP.

Windows XP Professional

Bistarr A A @ ?

-loix]
Currently installed programs: ™ Show updates Sork by: IName -
r computer, click Change or ve,
Pennnn sonm cmmnnn —
—egey = | « Go to the Control Panel, choose
e T _ NuSet-MiniTAP from installed program
iy - list, and click “Remove” to uninstall.
XTRAMUS TECHNOLOGIES® ) E-mail: sales@xtramus.com

Website: www.Xtramus.com
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2. NuSet-MiniTAP Overview

2.1. Starting NuSet-MiniTAP
Before starting NuSet-MiniTAP, please be sure that your NUTAP-S61 or NuTAP-311 is properly connected
to your PC. The figure down below is an example for connecting NuTAP-S61 to PC via an RJ45-to-USB

cable.
PC's USB Port

Connected via
RJ45-t0-USB Cable

{_ . | j NUTAP-S61
T —

= Console Port

PC Runniﬁg‘
NuSet-MiniTAP

You can start NuSet-MiniTAP by:
Starting NuSet-MiniTAP

» Double-click NuSet-MiniTAP icon
located on your PC’s desktop

» Click Start > Programs >
Xtramus > NuSet-MiniTAP -
NuSet-MiniTAP.

Windows XP Professional

s Q1 ® >
HIENTTEEE——— ol
If your PC is not connected with NUTAP-S61 RPN 9 S W L SO W ®DEMO

/NUTAP-311, you can still run NuSet-MiniTAP
under Demo Mode. Almost all NuSet-MiniTAP'’s
functions are available under Demo Mode.

However, please note that Demo Mode is for
system demo purposes only, and does not

serve any testing purposes at all.

ey Pom——

E-mail: sales@xtramus.com
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2.2. NuSet-MiniTAP Main Window Overview

..... =10l x|
A Elle Config Report  Service Languages Help D
1
B B ¥ (i] @ B T‘
B Reconmect: Counker usc Cap, A0 Cap,Al | Metwork Port A0 Metwork Port 41 | Monitor Port MO Monitor Port M1 | System 1( rffAJy—’ S

NuTAP-S61

55 NuTAP-S61
=8 0 Systemn Information
------ 0 Si - 0JMUTAPSET 01
------ 0 k&G 00-22-42-2D-00-00
= EE: Metwork Port A0 Status
B4 Connection Mode : Auta Al
-0 Link Status
E AD) Link: Link down
------ LA Speed: Nis
----- ) Flow Contral : Off
----- ) Rate Control : Off
[—]Eﬂj Metwark Port A1 Status
C—' |_'—_|'D Connection hMode : Auta All
20 Link Status
------ O Link : Link dawn

[-]Eﬂj konitor Paort k40 Status
Elfj Connection bode : Auta All
B0} Link Status
E ) Link: Link down
...... L) Speed : Mia
----- ) Flow Cantrol : Off
Eaﬂj taonitar Part k41 Status
Elfj Connection Mode : Auta All
B Link Status
------ O Link : Link down
...... O Speed: MNiA
----- ) Flow Control : Off

------ ) Speed: NiA [ = / e
----- ) Flow Contral ; Off j /- - —-—-') __) -O = —/
----- ) Rate Control : Off Network TAP W|th Multi-Redirect and Smart-Filtering Rule

s—3comected >~ F

NuTAP-S60_310 Utility Functions Overview

[FPGA.

The Menu Bar allows you to make settings about test criteria,
A Menu Bar view/save test log, change language displayed, and update firmware

Display Screen display mode.

The Quick Launch Buttons allow you to reconnect your PC to
B Quick Launch Buttons |NuTAP-S60_310 Utility, open/save test logs, and switching Main

C | System Status Overview

Status of Network Port AO/A1, Monitor Port MO/M1, and
NUuTAP-S61/NuTAP-311 system overview.

D | Test Running Status Icon This icon shows the test running status of NuSet-MiniTAP.

Main Display Screen | the Main Display Screen.

You can make detail configurations and view real-time testing diagrams

F USB Connection Status

NUTAP-S61/NuTAP-311.

This icon shows the connection status between your PC and

XTRAMUS TECHNOLOGIES® 10
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3. NuSet-MiniTAP Functions

3.1. Menu Bar

File Config Report Serwice Landuades Help

NuSet-MiniTAP’s Menu Bar contains configuration options such

as File, Config, Report, Service,

Languages, and Help. Please refer to the sections down below for detail information regarding to each

configuration option.

3.1.1. File

[ File

Load Default Config, Prafile
Load Existing Canfig, Profile
Save Config

Exit

The Load Default Config function allows
you to set all NuSet-MiniTAP’s settings to
default value. Click YES to load
NuSet-MiniTAP’s default value, or click NO to
cancel.

Load Default
Config. Profile

x
3) Are you sure to load default?

Load a previously-saved configuration file

Load Existing and applies these settings to NuSet-MiniTAP.

Config. Profile |a| the configurations you've made will be
saved as “k.tcfg” files.

x|

Save the current configuration as a “*k.tcfg”
Save Config (file. All saved configuration files can be
loaded with Load Existing Config. Profile
function located on the Menu Bar.

x| e ®= e E-

x|

| Fo=me -l Save |
Save as lype: [%:wig) =l Cancel o
Exit A prompt pop-up window will ask if you are sure to exit NuSet-MiniTAP. Click YES to exit
NuSet-MiniTAP, or click NO to cancel.
XTRAMUS TECHNOLOGIES® 11 E-mail: sales@xtramus.com
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3.1.2. Config.

Config

Metwork Part A0
Metwaork Port &1

Monitor Park MO
Monitor Park M1

Port Configuration

Systerm Configuration

Function Descri

tions — Config.

Network Port
AO/A1

The Network Port AO/A1 function located on the Menu Bar allows you to make
settings regarding to Network Port AO/A1 on the Main Display Screen. For more
detail information, please refer to 3.5. Network Port Settings on page 21.

Monitor Port

The Monitor Port AO/A1 function located on the Menu Bar allows you to make settings
regarding to Monitor Port AO/A1 on the Main Display Screen. For more detail

> Off: Disable Flow Control.

Please note that before making Rate
Control settings, Network Port AO/Al’'s Flow
Control function must be enabled.

You can set the transmitting/receiving rate
for Network Port AO/Al if Flow Control is
enabled.

» On/Off: Enable/Disable Rate Control.

> Rate: When Rate Control is enabled,
you can set the transmitting/receiving rate
for Network Port AO/AL.

MO/M1 information, please refer to 3.6. Monitor Port Settings on page 33.
You can make settings regarding to NUTAP-S61/NuUTAP-311's Network Port AO/A1l
and Monitor Port MO/M1 with the Port Configuration function located on the Menu
Bar.
x|
You can set the connection rate for Network  Media e | Flow Contal | Rate Gortrol
Ports and Monitor Ports with the Media Type  m
* Auto

menu tab  Force 100 Full
> Auto All: Set all Network Ports and £ Foree TO0M Pl

Monitor Ports as auto-negotiation.
» Force 10M Full: Set all Network Ports

and Monitor Ports to 10M Full-duplex.
» Force 100M Full: Set all Network Ports

and Monitor Ports to 100M Full-duplex. ok |

x|
When Flow Control is enabled, the Media Type Flow Contel | te Control
transmitting rate will drop if traffic overflow ~ Network Port A0 "~ Netwark Port 41
Port occurs. " On & Off  On = Off
Configuration |, .. Enaple Flow Control. oo e

Mote
Changing Flow Control or Rate Control settings might cause
Link Status changes and packet loss.

’TI ...... P o |
x
Media Typel Flow Contral Rate Control |
[ Metwark Part A0 Metwork Port 41
. n = Off ) On & Off

Rate: |1D.DU hbps

~MNote

Changing Flow Control or Rate Control zettings might cauze
Link Statuz changes and packet loss.

Rate: I‘ID.DD hMbps

Apply

XTRAMUS TECHNOLOGIES®
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Function Descri

tions — Config.

System
Configuration

You can set NUTAP-S61/NuTAP-311’s IP,
DNS, and TFTP here in this field. These
settings will be used when connecting
NUTAP-S61/NuTAP-311 to an existing
network and access NUTAP-S61/NuTAP-311
via configuration web pages. Click “Apply”
located on the button-right to save/apply all
the changes you’ve made.

IP

The IP section allows you to configure
NuTAP-S61/NuTAP-311’s IP settings.

» DHCP: NuTAP-S61/NuTAP-311 will
acquire IP/Subnet Mask/Gateway
addresses automatically from the network
DHCP server.

» Static IP: Set NUTAP-S61/NuTAP-311's
IP/Subnet Mask/Gateway addresses
manually. Please input the IP Address,
Mask Address, and Gateway Address
according to your network settings in the
fields down below Static IP.

DNS

You can set the First/Secondary DNS
Server Address here in the DNS field.

TFTP

TFTP stands for Trivial File Transfer
Protocol. If NuTAP-S61/NuTAP-311 is
connecting to a network with TFTP server,
please input the TFTP Server IP address
here in this field.

IPAddress:| O . 0 . 0 .0

Mark.&ddrem;l 2585 255,255 255

Gateway Address:| 0 . 0 .0 . 0

rDMNS

Standby OMS Serverdddrezs:| 0O . 0 . 0 . 00

First DMNS ServerAddress:| 0 . 0 . 0 . 0

~TFTP

TFTP Serverdddrezs:| 0 . 0 . 0 . 0

XTRAMUS TECHNOLOGIES®
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3.1.3. Report

| Repart

Counker Report

Universal Stream Counter{USC) Report

Capkure Metwork Port 80 Packets
Capkure Metwork Port &1 Packets

Function Descriptions — Report

Counter Report

The Counter Report button located on the Quick Launch Buttons allows you to
view Network Ports and Monitor Ports’ counter reports and charts on the Main
Display Screen. You can save the test statistics here as well. For more detall
information, please refer to 3.7. Counter Report on page 34.

Universal Stream
Counter (USC)
Report

Each of NUTAP-S61/NuTAP-311's Network Port supports two sets of Universal
Stream Counter (USC). The Universal Stream Counter (USC) Report function
located on the Menu Bar allows you to view USC statistics on the Main Display
Screen. You can save the USC statistics here as well. For more detail information,
please refer to 3.8. Universal Stream Counter (USC) Report on page 38.

Capture Network
Port AO/Al Packets

Capiure Network Port AD Packets

T Captare-and-Sop Mode = Fleakame Mods

v | Pvowes | [ = 1=l

ls Lofwlisl

The Capture Network Port AO/A1l Packets function located on the Menu Bar
allows you to capture packets flowing through Network Port AO/AL.
NuSet-MiniTAP has two different modes available for capturing packets:

" Capture-and-Stop Mode ' Realtime hMode

» Capture-and-Stop Mode: NuSet-MiniTAP will capture and store packets in
NuTAP-S61/NuTAP-311’'s memory buffer. The captured packets will be
displayed when you stop packet capturing. Please note that only 8 packets will
be stored to the memory buffer at the same time, and old packets stored in the
memory buffer will be replaced by new captured packets.

» Real-time Mode: NuSet-MiniTAP will capture all packets that meet the criteria,
and display them in a real-time fashion.

= A [ | 3

Cpen  Save Start Stop  Setting

You can control packet capturing with the control buttons located above.
x|

hdemaory Buffer Size

» Open: Open a “*x.pcap” file and view
captured packets with NuSet-MiniTAP. The memary buffer size used while capturing.

> Save: Save the Captured packets as a If.you notice packet drops you can iy to increase this
file in the format of “ .pcap”. o

» Start/Stop: Start/Stop packet capturing.

» Setting: A Capture Settings window ok |

Buffer Size: [ILIEE] ﬂKilobytes(KEl)

Cancel

will pop up, allowing you to set memory
buffer size (KB).

XTRAMUS TECHNOLOGIES®
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Function Descriptions — Report

Mo# | Delta Time{us) | Lengthwith CRC) | D& 54 VLAN [ Frotcal | DIF siP
1 1] 64 G EAASBAAG A ADBAAGGAAGGA nfa nla nla nfa
2 7 B4 A5BAAD DAAGEA A5:54A5: 54 A5:54 nia nia nla nia
3 1] 64 AB:EAAS BAAGEA ABBAAEBAAGGA nfa nla nla nfa
4 7 64 ABEA AR BAAGGA A5 BAARBAAREA nia nia nia nia
5 7 64 A0 A DAAGDA A5:54.A5:0405:04 nia nia nia nia
i 7 64 AB:EAAS BAAGEA ABBAAEBAAGGA nfa nla nla nfa
7 ] 64 ABEA AR BAAGGA A5 BAARBAAREA nia nia nia nia
g 7 64 A5BAADDAAGDA A5:54A5:0405:04 nia nia nia nia
Itemn Mame | Yalue
El-Ethernet 1T

i+ Destination ASISAIASISAASISA

Source AS:54:A5:54:A5:50

L Type 04G54

Capture Network
Port AO/A1 Packets
(Contd.)

noooonoo A5 54 AS BA AG GA AL EA AG G54 AL LA AS G4 AC EBA T Z Z 7 Z 7 ZZ
00000010 A5 54 AG G4 AL GA AR GA AR SA AG BA AGD 5& A5 54 Z EZZZZEZ
no0o0nnz20 A5 54 A5 S5& A5 SA AS G5A AL SA A5 GA A2 00 07 00 Z. 2 72 72 7.7

00000030 00 00 5F 06 BE 99 34 3D AR SA AL BA EP 00 6D 51 .. .. 4= Z.Z. uQ

Fields down below display information including captured packets’ Delta Time
(Ms), Packet Length (with CRC), DA (Destination Address), SA (Source
Address), VLAN, Protocol, DIP (Destination IP Address), and SIP (Source IP
Address). Also, you can view the content of the captured packets in the bottom
field.

XTRAMUS TECHNOLOGIES® 15 E-.maiI: sales@xtramus.com
Website: www.Xtramus.com
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3.1.4. Service

Setvice

System Upgrade k
Terminal Web Connection

Function Descriptions — Service

The System Upgrade function located on the Menu Bar allows you to upgrade
NUuTAP-S61/NUuTAP-311’s firmware and FPGA. The following section will demonstrate
how to upgrade NuTAP-S61/NuTAP-311’s firmware with NuSet-MiniTAP. The processes
for upgrading firmware and FPGA are quite the same and can be related.

Service Lamguages Help

Syskem Upgrade

Firmware Lpgrade

1. Please click Service — System
Upgrade — Firmware Upgrade on
the Menu Bar. If you want to upgrade

File

~ Swstern Information

Model: [NuTaP-561

Hardware Yersion: |VESDD

Firrrnweare Wersion: |vD.9bDDS

FPGAVersion:  |v1.0b00S

Upgrade I

Terminal YWeb Connection FPGA Upgrade FPGA p|ease choose EPGA
Upgrade.
x

2. ANuSet-MiniTAP window will pop up.
Please click the Browse button.

File

ID:IN UTAP-SB1 Firrrware 8FPGAINUTAP-S61_RTC_v0. 86008WNuTE

Browse |

I~ Systern Infarmation

Model: [MuTAP-g8T

Hardware Werzsion: |VESDD

Firrmware Yersion: |vD.9bDDS

FRGAVersion:  |v1.0b005

Llpgrade

Cancel

Cancel
21X
System Lockiir: |3 HuTAP-861 RTC v00b008 =H Q2 e E
Upgrade
3. A Load File window will pop up.
Please choose the firmware file saved
on your PC. The firmware/FPGA file
T should be in the format of “ .bin".
wr Click Open after you've chosen the
& il
Iy Computer I e.
Fil: piamne: [muTa-561_RTC_v0.90008 =l Open |
Files of type: |(*hm) | Cancel ],
x|

4. Click Upgrade button to start
upgrading NUTAP-S61/NuTAP-311's
firmware.

XTRAMUS TECHNOLOGIES®
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Function Descriptions — Service

B
2 o e that i wil <ot all satbings b defad 5. Please note that the upgrading
ease note that upgrading will set all settings to default, : :
t-‘_'/ Click ¥ES ko continue upgrading, or click MO to cancel, pr‘_)cess will set al_l settlngs to deft’.:lUH.
Click YES to continue the upgrading
Mo process.

System Upgrading will take 1 minutes While upgrading, 6 Nuset_MlanAP WI” Sta‘rt upgra‘dlng
Upgrade The device's power must be ALWAYS OM during the upgrading process. firmware. Please note that during th|s
(Contd.) . process, NUTAP-S61/NuTAP-311's

power must be ALWAYS on.

N x|
Upgrade completed! 7. Upgrade complete! NuTAP-S61
Please restart your device by powering it off, and power it back. INUTAP-311 will reboot after

upgrading firmware.

Terminal Web The Terminal Web Connection function will open your web browser and connect to
Connection |[NuTAP-S61/NuTAP-311’s configuration webpage.

3.1.5. Language

Languages

v English
Simplified Chinese

Function Descriptions — Language
Engllsh/ NuSet-MiniTAP has 2 different languages for its Ul available. You can set the language
Chinese . : . . ;
) o of Ul to either English or Simplified Chinese.
Simplified
3.1.6. Help
Help
About
¥iramus Web

Function Descriptions — Help
About An “About” window will pop up and show detailed system information.

Xtramus Web |Open your default web browser and access Xtramus Website (www.xtramus.com).

E-mail: sales@xtramus.com
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3.2. Quick Launch Buttons

—
Feconnect | Counkter LacC Cap, A0 Cap,Al | Metwork Port A0 Mebwork Pork 81 | Monitor Park MO0 Monitor Park M1 | Swskem

These Quick Launch Buttons allow you to reconnect NUTAP-S61/NuTAP-311, view counter/USC
(Universal Stream Counter) statistics and chart, set packet capturing criteria, and make Network Port
AO/A1, Monitor Port AO/A1 and system configurations. Please refer to the section down below for more
detail descriptions regarding to Quick Launch Buttons.

3.2.1. Reconnect

Function Descriptions — Reconnect
If the connection between your PC and NuTAP-S61/NuTAP-311 is down, a “Disconnected”
icon mF#d3 Disconnected Will be shown in “System Connection Status”.

+4+ B
Rec:n','.,ect Press Reconnect button Recannect to re-establish the connection between your PC and
NuTAP-S61/NuTAP-311. If the connection has been established successfully, a message
window will pop up, and the “System Connection Status” will be shown as

“Connected”zl=1 Connected.

3.2.2. Counter

Function Descriptions — Counter
The Counter Report button located on the Quick Launch Buttons allows you to view

B |Network Ports and Monitor Ports’ counter reports and charts on the Main Display Screen.
Counter |YOU can save the test statistics here as well. For more detail information, please refer to 3.7.
Counter Report on page 34.

3.2.3. USC (Universal Stream Counter)

Function Descriptions — USC

Each of NUTAP-S61/NuTAP-311's Network Port supports two sets of Universal Stream
Counter (USC). The USC button located on the Quick Launch Buttons allows you to view
USC statistics on the Main Display Screen. You can save the USC statistics here as well.
For more detail information, please refer to 3.8. Universal Stream Counter (USC) Report
on page 38.

[

1=

3.2.4. Cap, AO/A1

Function Descriptions — Cap, AO/Al

The Cap, AO/A1 buttons located on the Quick Launch Buttons allow you to capture
v B |packets flowing through Network Port AO/A1. For detail description regarding to this

Cap,A0 Cap,Al|function, please refer to 3.1.3. Report, Capture Network Port AO/A1 Packets section

on page 14.

XTRAMUS TECHNOLOGIES® 18 E-.maiI: sales@xtramus.com
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3.2.5. Network Port AO/A1
Function Descriptions — Network Port AO/A1

Nebwork Part a0 | 1N€ Network Port AO/A1 buttons located on the Quick Launch Buttons allow you to
make settings regarding to Network Port AO/A1 on the Main Display Screen. For more

detail information, please refer to 3.5. Network Port Settings on page 21.
Mebwork Pork A1

3.2.6. Monitor Port MO/M1
Function Descriptions — Monitor Port MO/M1

Monitar Port Mo | 1 N€ Monitor PortMO/M1 buttons located on the Quick Launch Buttons allow you to
make settings regarding to Monitor Port MO/M1 on the Main Display Screen. For more

detail information, please refer to 3.6. Monitor Port Settings on page 33.
[Monitar Pork M1

3.2.7. System

Function Descriptions — System

The System button located on the Quick Launch Buttons allows you to set
o NuTAP-S61/NuTAP-311’s IP, DNS, and TFTP here in this field. These settings will be
used when connecting NuTAP-S61/NuUTAP-311 to an existing network and access

Swst : . ; . e ,
vEE NuTAP-S61/NuTAP-311 via configuration web pages. For detail description regarding to
this function, please refer to 3.1.2. Config, System Configuration on page 13.
XTRAMUS TECHNOLOGIES® 19 E-mail: sales@xtramus.com
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3.3. System Status Overview

NuTAP-561

5% NuTAP-561

L_-_|ﬂ Svztern Information

------ © =i 10TAPDOODDT

------ ) rMaC: 00-22-42-27-00-01
[_]aa] Metwark Port A0 Status
Ef_} Connection bode : Auto All
; E|":_} Link Status

) Link: Link Up
E ) Speed: 100k Full
- D Flow Cantral ; Off

------ {) Rate Contral - Off
—]Ea] Mletaark Port &1 Statusz
=0 Connection Maode : Auta All
Ef_} Link Status
) Link: Link Up
) Speed: 100K Full
----- () Flow Contral : Off
----- {) Rate Contral : Off
[—]EE] kdonitor Port k40 Status
|_=_|",:,”l Connection Mode : Auto Al
=€) Link Status
) Link: Link Up
) Speed: 100k Full
----- ) Flow Contral ; Off
|'_—'|Ea3 kdanitar Part bA1 Statusz
Ef} Connection Mode ; Auto Al
: E|":_} Link Status
40 Link : Link Up
; A Speed: 100M Full
) Flow Contral ; Off

ml

The System Status Overview allows you to view NUTAP-S61/NuTAP-311's system information, Network
Port AO/A1 status, and Monitor Port MO/M1 status. You can unfold the list with the button, and fold the
list with the = button.

3.4. Test Running Status Icon
T he Test Running Status Icon indicates if there’s a test running.

Test Running Status Icon

No test is underway

© ®

Test is running

XTRAMUS TECHNOLOGIES® 20 E-.maiI: sales@xtramus.com
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3.5. Network Port Setting
You can configure filtering/capture criteria and pattern check for Network Port AO/Al in the Port Config —

Network Port screen. There are two ways to access Port Config — Network Port:

Accessing Port Config — Network Port

o NuSet-MiniTAP
File | Config Report Service Languages Help

Metwork Port A1

g

|
TMonitar

Cap, A0 Cap Al ‘NetworkPort A0 Metwark Pork A1

Moanitar Park MO
Monitar Park M1

Part Configuration
Syskem Configuration

Mebwark Port A0
Metwork Port A1

Manitor Park MO
Monitar Park M1

Port: Configuration
Syskem Configuration

e Click Network Port AO/A1 located on Config
Port Config - Network Port A0 in the Menu Bar.

Farwarding Filter | Capture Criteria | Re-dire
Protocol |SDFH| Resultl
I Filter all packets

g

Moniter - Click the Network Port AO/A1 button located
Port Config - Network Port A0

Cap,A0 Cap,Al J|Metwork Port A0 Metwork Port A1

on Quick Launch Buttons.

Farwarding Filter | Capture Criteria | Re-dire

L MAC - N2 7-A2-27-00-M1

------ @ siN:10T4PO0000T

Frotocol | GDFR | Result|
[~ Filter all packets

Port Config - Network Port A0

Forwarding Filter | Capture Criteria | Re-direct Filtarl Pattern Check
Protocal | SDFR | Resultl
™ Filter all packets

fhac—— ] [ Metwork | [ Protocal
™ Broadcast [ 4RF I TcP
™ Multicast [ IPw I~ UDP
I Unicast I~ IP6 I~ FTP
[~ VLAN [ ICKP I RTP
™ QinQ{Double YLAN Tag) " IPCS Errar
" CRCEmor I Patterm Check

[ Description

Tranzmitted packets from Metwork Port A0 ta A1 {or the otherway around)
that meet the criteria zet in Forwarding Filter will be filtered out or through

Forwarding Filter

Network Port
o R

Filter

Network Port
Al

Apply

NuSet-MiniTAP’s Network Port settings include Forwarding Filter, Capture Criteria, Re-direct Filter,
and Pattern Check. Please see the sections down below for detail descriptions.

XTRAMUS TECHNOLOGIES® 21
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3.5.1. Forwarding Filter

Forwarding Filter

Metwork Port
Al

Filter

With Forwarding Filter, NuUTAP-S61/NuTAP-311 will transmit packets from Network Port AO to Al (or
the other way around) that meet the criteria set in Forwarding Filter will be filtered out or through. The

Forwarding Filter setting screen contains three tab-menus: Protocol, SDFR (Self-Discover Filtering

Rules), and Result.

A. Forwarding Filter

— Protocol

Frotocal | 5DFR | Resul|
[~ Filter all packsts

[ MACG Metwark
[~ Broadcast [T aRP
[ hulticast [ 1P
[~ Unicast I IFvE
I~ wiarl I~ IChMP
[~ QinG{Double VLAN Tag) [ IPCS Errar
[~ CRC Error " Pattern Check

Protacol
I~ TCR
I~ ubp
I~ FTP
I~ RTP

[ Description

Forwarding Filter

Network Port

AD 'ﬁ

Filter

Network Port

Al

Tranzmitted packets from Metwork Port AQ to A1 (or the other way around)
that meet the criteria setin Forwarding Filter will be filtered out or through

Apply

Protocol — Filter All Packets

Click the Filter all packets check box to filter all packets.

Protocol — MAC

Broadcast Multicast Unicast
VLAN QinQ (Double VLAN TAG) CRC Error
Protocol — Network
ARP IPv4 IPv6
ICMP IPCS Error Pattern Check
Protocol — Protocol
TCP UDP FTP RTP

Protocol — Button

- Apply: Apply and save the changes you've made on this page. After making any settings
—lp'” on this page, you must click the Apply button or all changes will be lost.

XTRAMUS TECHNOLOGIES®
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B. Forwarding Filter — SDFR

Frotocal  SDFR |Resu|t|

- — Rule Setting

D&,

I sa D4 |Range x| |o0-00-00-00-00-00 <pas [00-00-00-00-00-00
FE:E 54 |Range j|00—00—00—00—00—00 <54 |00—00—00—00—00—00
I':E:z;‘; P [Fange <J[ 0 - 0. 0.0 <oPs[ 0. 0.0.0
iniz:i op e ]| 00 0 0 <sp< [0 0.0 0
[T saaoP

[~ sP&DP

[ D& &sassPaDP

i~ Current Filker i~ Techrical Terms
D4 : Destination MAC Address

SA: Source MAC Address
DIP : Destination P Address
SIP: Source IP Address

Apply

SDFR

SDFR (Self-Discover Filtering Rules) is a technology that makes packet capturing/filtering over Ethernet
easy and convenient. SDFR parameters include filter of Layer 2 Destination MAC Address (DA), Source
MAC Address (SA), Layer 3 Destination IP Address (DIP), and Source IP Address (SIP). Each filter is
independent and can be activated in any combinations.

SDFR — Choosing SDFR Parameters

You can choose the criteria with the check boxes. The SDFR parameters available here in
includes: I~ sp
™ o

» DA: Destination MAC Address » DIP: Destination IP Address l':giz;*;

> SA: Source MAC Address > SIP: Source IP Address I ba & OP

As mentioned above, each parameter is independent and can be activated in any Fg:zi:g

combinations of DA, SA, SIP, DIP, DA & SA, DA & SIP, DA & DIP, SA & SIP, SA & DIP, = pzoe
SIP & DIP, and DA & SA & SIP &DIP. [T D& &SA &SP &DP

SDFR — Rule Setting
The Rule Setting field allows you to set and input the value of DA, SA, DIP, and SIP. The value of SDFR
parameters can be set as Single, Pair, and Range. The following descriptions will use DA as example.

Single: A single value will be used as SDFR

D& |Singe | {00-00-00-00-D0-00
I I parameter.

Pair: Two values will be used as SDFR

D& |Psr x| |o0-00-00-00-00-00 o [00-00-00-00-00-00
parameters.

Range: Values within the range of the two values

D& |Range | |00-00-00-00-00-00 £paA= |00-00-00-00-00-00 .
! &) ! set here will be used as SDFR parameters.

SDFR — Current Filter/Technical Terms

The Current Filter field displays the settings you’'ve made, while the Technical Terms field displays the
explanations for DA, SA, DIP, and SIP.

SDFR — Button

- | Apply: Apply and save the changes you've made on this page. After making any
PRy settings on this page, you must click the Apply button or all changes will be lost.
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C. Forwarding Filter — Result

Protocol | SDFR  Result |

[CRC error)

i
(DL & S & SIP & DIP)

i

DA (Range) : 00-00-00-00-00-00
S (Range) : 11-11-11-11-11-11
DIP {Range) : 192.168.1.1

SIP {Range) : 192.168.10.1

FF-FF-FF-FF-FF-FF
22-22-22-22-22-22
152 .165.1.100
192 .168.10.100

Apply

Result

The Result page will display the settings you've made in Protocol and SDFR pages.

XTRAMUS TECHNOLOGIES®
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3.5.2. Capture Criteria

Capture Criteria

Metwork Port
O

Criteria

Trigger LS

MNuTARP-S561
Metwork Fort
Al

With Capture Criteria, transmitted packets from NuTAP-S61/NuTAP-311’s Network Port AO to Al (or
the other way around) that meet the criteria set in Capture Criteria will be captured and stored in
NUTAP-S61’s buffer memory. All packets captured and stored this way can be accessed via any Monitor

Port upon user requests.

A. Capture Criteria — Protocol

Forwarding Filter Capture Criteria | Re-direct Filter | Pattern Chack
Protocol |E:DFR| Hesultl
[~ Capture all packets

e Metwork Protocal
[~ Broadeast I &RP TR
I Multicast 1P I~ uor
[ Unicast I~ PG [~ FTP
™ wLAN I IchpP I RTP
[~ QinQ{Double ¥YLAN Tag) ™ IPCS Errar
[~ CRCError ™ Pattern Check

i Dascription

Transmitted packets from Metwork Port A0 to 41 {or the other way around)
that meet the criteria setin Capture Criteria will be captured and stored in
MuTAP-561"s buffer memaory. All packets captured and stored this way can be
accessed via any Monitar Port upon uger requests.

Capture Criteria

Network Port
o MR

Criteria

Trigger Buffer

Netwark Port
Al

Anply
Protocol — Capture All Packets
Click the Capture All Packets check box to capture all packets.
Protocol — MAC
Broadcast Multicast Unicast

VLAN QinQ (Double VLAN TAG) CRC Error
Protocol — Network

ARP IPv4 IPv6

ICMP IPCS Error Pattern Check
Protocol — Protocol

TCP UDP FTP RTP

Protocol — Button

P Apply: Apply and save the changes you’'ve made on this page. After making any settings
—IF'” on this page, you must click the Apply button or all changes will be lost.

E-mail: sales@xtramus.com
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B. Capture Criteria — SDFR

Frotocal  SDFR |Resu|t|

- — Rule Setting

D&,

I sa D4 |Range x| |o0-00-00-00-00-00 <pas [00-00-00-00-00-00
FE:E 54 |Range j|00—00—00—00—00—00 <54 |00—00—00—00—00—00
I':E:z;‘; P [Fange <J[ 0 - 0. 0.0 <oPs[ 0. 0.0.0
iniz:i op e ]| 00 0 0 <sp< [0 0.0 0
[T saaoP

[~ sP&DP

[ D& &sassPaDP

i~ Current Filker i~ Techrical Terms
D4 : Destination MAC Address

SA: Source MAC Address
DIP : Destination P Address
SIP: Source IP Address

Apply

SDFR

SDFR (Self-Discover Filtering Rules) is a technology that makes packet capturing/filtering over Ethernet
easy and convenient. SDFR parameters include filter of Layer 2 Destination MAC Address (DA), Source
MAC Address (SA), Layer 3 Destination IP Address (DIP), and Source IP Address (SIP). Each filter is
independent and can be activated in any combinations.

SDFR — Choosing SDFR Parameters

You can choose the criteria with the check boxes. The SDFR parameters available here in
includes: I~ sp
™ o

» DA: Destination MAC Address » DIP: Destination IP Address l':giz;*;

> SA: Source MAC Address > SIP: Source IP Address I ba & OP

As mentioned above, each parameter is independent and can be activated in any Fg:zi:g

combinations of DA, SA, SIP, DIP, DA & SA, DA & SIP, DA & DIP, SA & SIP, SA & DIP, = pzoe
SIP & DIP, and DA & SA & SIP &DIP. [T D& &SA &SP &DP

SDFR — Rule Setting
The Rule Setting field allows you to set and input the value of DA, SA, DIP, and SIP. The value of SDFR
parameters can be set as Single, Pair, and Range. The following descriptions will use DA as example.

Single: A single value will be used as SDFR

D& |Singe | {00-00-00-00-D0-00
I I parameter.

Pair: Two values will be used as SDFR

D& |Psr x| |o0-00-00-00-00-00 o [00-00-00-00-00-00
parameters.

Range: Values within the range of the two values

D& |Range | |00-00-00-00-00-00 £paA= |00-00-00-00-00-00 .
! &) ! set here will be used as SDFR parameters.

SDFR — Current Filter/Technical Terms

The Current Filter field displays the settings you’'ve made, while the Technical Terms field displays the
explanations for DA, SA, DIP, and SIP.

SDFR — Button

- | Apply: Apply and save the changes you've made on this page. After making any
PRy settings on this page, you must click the Apply button or all changes will be lost.
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C. Capture Criteria — Result

Protocol | SDFR  Result |

[CRC error)

i
(DL & S & SIP & DIP)

i

DA (Range) : 00-00-00-00-00-00
S (Range) : 11-11-11-11-11-11
DIP {Range) : 192.168.1.1

SIP {Range) : 192.168.10.1

FF-FF-FF-FF-FF-FF
22-22-22-22-22-22
152 .165.1.100
192 .168.10.100

Apply

Result

The Result page will display the settings you've made in Protocol and SDFR pages.

XTRAMUS TECHNOLOGIES®

27

E-mail: sales@xtramus.com
Website: www.Xtramus.com




% XTRAMUS.

3.5.3. Re-Direct Filter

Re-direct Filter (Re-direct to Por M)

Metwork Port Maonitor Port
Al Mo
Filter
Metwark Port Manitor Port
a1 f1

With Re-Direct Filter, transmitted packets from specific Network Ports can be filtered and sent to the
designated Monitor Ports. Re-Direct Filter can be divided into Aggregate, Segregate, and
Multi-Mirror.

Re-Direct Filter Mode

Captured and sent Monitor Port MO

to ONE designated Aggregate: Transmitted packets from
Monitor Port Network Port AO to Al (or the other way

around) that meet the criteria set in
O el O Re-Direct Filter will be captured and
. - transferred to ONE designated Monitor
Network Port Packet Flow Network Port  Port.
A0 A1l
Monitor Port MO0

Captured and transferred to ONE
designated Monitor Port judging by the
direction of packet-transmitting flow Segregate: Transmitted packets between

Network Port AO and Al that meet the

il criteria set in Re-Direct Filter will be
Packet Flow - O captured and transferred to ONE
Network Port Network Port d_e&gnated Monitor Port Ju_dglng by the
A0 A1 direction of packet-transmitting flow (AO
. — Al orAl — A0).
Monitor Port M1
Monitor Port MO/M1

. Multi-Mirror: Transmitted packets from
Network Port AO to Al (or the other way
around) that meet the criteria set in

- Re-Direct Filter will be captured and
O S - O transferred to BOTH Monitor Ports.

Captured and transferred
to BOTH Monitor Ports

Network Port Packet Flow Network Port
A0 Al
XTRAMUS TECHNOLOGIES® 28 E-mail: sales@xtramus.com
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A. Re-Direct Filter — Protocol

Farwarding Filterl Capture Criteria Re-direct Filter | Pattern Checkl

Pratacal |SDFR| Sessionl Resultl

r~ Direction

vV Re-direct to Monitar Port MO [~ Re-direct to Manitor Partb41 | [ Re-direct all packets
rMAC——— MMetwork———— ] - Protocol

I” Broadcast I~ ARF I~ TCR

[~ hulticast ™ 1P [~ UDP

7 Unicast ™ IPvG " FTP

[ wLan [ IchP [~ RTF

[ QinQ{Double YLAN Tag) [ IPCS Errar

[~ CRCError [” Pattern Check
- Description

‘with Re-direct Filter, transmitted packets from specific Metwork Ports can be filtered and
sentto the designated Monitor Ports. Re-direct Filter can be divided into Aggregate,
Segregate, and Multi-mirrar.

Re-direct Filter (Re-dgirect to Part M)

Network Port Monitor Port
Al Mo
Filter
MNetwork Port Monitor Port
Al M1

Apply

Protocol — Direction

The Direction field allows you to set the direction of the packet flow.
» Re-Direct to Monitor Port MO: Re-direct packets that meets the criteria from the Network Port to
Monitor Port MO.
» Re-Direct to Monitor Port M1: Re-direct packets that meets the criteria from the Network Port to
Monitor Port M1.
Please note that the figure displayed in the Description field will change according to the re-direct setting
you’'ve made here.
Protocol — Re-Direct All Packets

Click the Re-direct all packets check box to re-direct all packets.
Protocol — MAC

Broadcast Multicast Unicast
VLAN QinQ (Double VLAN TAG) CRC Error
Protocol — Network
ARP IPv4 IPv6
ICMP IPCS Error Pattern Check
Protocol — Protocol
TCP UDP FTP RTP

Protocol — Button

e Apply: Apply and save the changes you’'ve made on this page. After making any settings
—Ip” on this page, you must click the Apply button or all changes will be lost.
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B. Re-Direct Filter — SDFR

Pratocol  SDFR |Sassiun| Re

sultl

T pa

M sa

O vio

[mi-=

o

7 sPort

[ DPort

[ oessa

[ passasv

[T paasP

[T paaDP

[ saasp

[ sasoP

7 siPaDP

[ =P & SPort

[T s & DPort

[T P & sPort

[ DIP & DPort

[T SIP & DIP & SPart
[T SIF &DIF & DPort
[ S & DIP & SPort & DPort
7 %D & SIP & DIP & SPort & DPort
[ D& & 582 5P & DIP

~ Rule Setting

D& |Range j|00-00-00-00-00-00 SDAS |00-00-00-00-00-00

sa |Range x| |o0-00-00-00-00-00 <SA< [00-00-00-00-00-00

vip [Range =] [0

1=

=
;IQVIDQ 1] =

D|p|Hangej| o. 0. 0.

D%DIP%ID.D.D.D

SIP |Hange h I R

UéSIPélﬂ 0.0.0

Dpo,t|Hange j IU j =DPort= [0 j
sPort [Fange ] [0 H<spon< [0 =
i~ Current Filter Technical Tems
DA : Destination MAC Address
54 : Source MAC Addiess
WD YLAN 1D

DIP : Destination P Address
SIP : Source |P Address
DPort: Destination Port
SPort : Source Port

[ D& &S & SIP & DIP & SPort & DPort
[T D& & S48 VD & SIP & DIP & SPart & DPart

ol |

i

Apply

SDFR

SDFR (Self-Discover Filtering Rules) is a technology that makes packet capturing/filtering over Ethernet
easy and convenient. Each filter is independent and can be activated in any combinations.

SDFR — Choosing SDFR Parameters

You can choose the criteria with the check boxes. The SDFR parameters available here includes:

> DA: Destination MAC Address > DIP: Destination IP Address > SPort: Source Port

» SA: Source MAC Address » SIP: Source IP Address

» VID: VLAN ID » DPort: Destination Port
As mentioned above, each parameter is independent and can be activated in any combinations of DA, SA,
VID, SIP, DIP, SPort, DPort, DA & SA, DA & SA & VID, DA & SIP, DA & DIP, SA & SIP, SA & DIP, SIP &
DIP, SIP & SPort, SIP & DPort, DIP & SPort, DIP & DPort, SIP & DIP & SPort, SIP & DIP & DPort, SIP
& DIP & SPort & DPort, VID & SIP & DIP & SPort & DPort, DA & SA & SIP &DIP, DA & SA & SIP & DIP
& SPort & DPort, and DA & SA & VID & SIP & DIP & SPort & DPort.

SDFR — Rule Setting

The Rule Setting field allows you to set and input the value of DA, SA, VID, DIP, SIP, DPort and SPort.
The value of SDFR parameters can be set as Single, Pair, and Range. The following descriptions will us
DA as example.

Single: A single value will be used as SDFR

D& |Singe | {00-00-00-00-D0-00
I I parameter.

Pair: Two values will be used as SDFR
parameters.

D& |Psr x| |00-00-00-00-00-00  or  [00-00-00-00-00-00

Range: Values within the range of the two values

DA |Pange v |00-00-00-00-00-00  <QAs |00-00-00-00-00-00 .
! =l ! set here will be used as SDFR parameters.

SDFR — Current Filter/Technical Terms

The Current Filter field displays the settings you've made, while the Technical Terms field displays the
explanations for DA, SA, VID, DIP, SIP, DPort, and SPort.

SDFR — Button

Apply: Apply and save the changes you’'ve made on this page. After making any
settings on this page, you must click the Apply button or all changes will be lost.

Apply |
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C. Re-Direct Filter — Session

F'rotoc:oll SDFR Session |Resu|t|

A - >MOM1

I g | 0. 0 . 0 . 0

I g | 0. 0 . 0 . 0

DIP:

DIP:

&0 - >MOMT

M spe:|] 0.0 . 0. 0O

I g | 0. 0 . 0 . 0

DIP:

DIP:

r~ Technical Terms
DIP : Destination IP
SIP: Source [P Address

Apply

Session

Current SIP) afterward.

NuSet-MiniTAP supports two Session Filters for each Network Port. Each Session Filter allows you to
set the packets flow from the SIP (Source IP Address) to the DIP (Destination IP Address). The IP
addresses that serve as SIP and DIP will be switched (Previous SIP — Current DIP, Previous DIP —

To set the Session Filters, please check the check box and input the SIP and DIP.

Session — Button

Aol Apply: Apply and save the changes you've made on this page. After making any settings
—Ip” on this page, you must click the Apply button or all changes will be lost.

XTRAMUS TECHNOLOGIES®

31

E-mail: sales@xtramus.com
Website: www.Xtramus.com




9 XTRAMUS.

D. Re-Direct Filter — Result

F'rotoc:oll SDFR' Seszion Fesult

[Re—direct to Monitor Port MO)

+
[Broadeoast + TCP + UDP)
+
(DL & SAL & WID & 3IP & DIF & SPort & DPort)

+
[Sesseion)

Apply

Result
The Result page will display the settings you've made in Protocol, SDFR, and Session pages.

E-mail: sales@xtramus.com
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3.6. Monitor Port Setting
You can configure filtering/capture criteria and pattern check for Monitor Port MO/M1 in the Port Config —
Monitor Port screen. There are two ways to access Port Config — Monitor Port:

Accessing Port Config — Monitor Port

o NuSet-MiniTAP
File | Config Report Service Languages Help

Metwark Park A0
Mebwork Pork Al

Manitor ®

Click Monitor Port MO/M1 located on Config
in the Menu Bar.

Cap,A0 Cap,Al | Metwork Port A0 Metwork Port A1

Port Config - Monitor Port MO

Manitar Port MO
Monitar Part M1

Port Configuration
Syskem Caonfiguration

r.ﬂdd Header

¥

. e Click the Monitor Port MO/M1 button located

on Quick Launch Buttons.

Mebwark Port A0 Metwork Port A1 8 [Monitor Part MO Manikar Part 1M1

l Port Config - Monitor Port MO

Port Config - Monitor Port M0

Add Header

[~ Dasa I~ IPHeader

™| Tirne Starnp I~ UDP Header,

= LA TG = IF Fragrment
~ Parameter

Di: IDD—DD—DD—DD—DD—DD

SA: IDD—DD—DD—DD—DD—DD

IO |D

pe: | 0 0 .0 .0

gp | 00 .0 .0

DPort: IU

SPort: ID

Bivtes

Apply |

MTU: [0

Port Config — Monitor Port MO/M1

The Monitor Port setting page allows you to set the headers that you would like to add to packets
transmitted from Monitor Port MO/M1. NuSet-MiniTAP supports headers including DA/SA, Time Stamp,
VLAN TAG, IP Header, UDP Header, and IP Fragment. These headers are corresponding with the value
inputting field down below the Monitor Port setting page as show in the table here:

» DAJSA: Destination/Source MAC Address. » |P Header: DIP (Destination IP Address) and

» Time Stamp: N/A. However, a timestamp SIP (Source IP Address).

header will be added to the packets. » UDP Header: DPort (Destination Port) and
» VLAN TAG: VID (VLAN ID). SPort (Source Port).
» IP Fragment: MTU (Maximum Transmission
Unit)

Button

Apply: Apply and save the changes you've made on this page. After making any settings
on this page, you must click the Apply button or all changes will be lost.

Apply |

E-mail: sales@xtramus.com
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3.7. Counter Report
You can view NuSet-MiniTAP’s counter report/chart of NUTAP-S61/NuTAP-311's Network Port and
Monitor Port with Counter Report. There are two ways to access Counter Report:

Accessing Counter Report

o NuSet-MiniTAP

File Config | Bepart  Service  Lapguages  Help

s Counker Report
Rec?:'lect Universal Stream Counter{USC) Report ork Port A0 Met ° Clle Counter Report |0cated on Report in
Capture Metwork Part A0 Packets the Menu Bar.
NUTAP Capture Mekwork Port A1 Packets l Repon

B 5% MuTAP-S61
E| 0 Swsterm Information
{ D SN 10TAPOODDONT

=] @ oo
Save lpdate Clear

o NuSet-MiniTAP

Eile Config Report Service Languages Help

S G | E G o2 _
Reconnect fiCountar J USC | CapAD Cap,Al | Nebwork Port A0 Met  Click the Counter Report button located on
NuTAP-S61 Counter Report Quick Launch Buttons.
B 5% NuTAP-SE1 —
=] Systern Infarmation ;’ﬂ y ?1 CIl:l[m
) SiM:10TAP00000T ave Cpadate Liear

Counter Report
a
5 e w 0 & & | M m A
Save Update Clear Hide Show Charnt |Metwork Port Monitor Port g
MNetwark Port FortAD | Port A1 | Taotal : 2 Ports _;
ILink Status Link Up Link Up nla
Speed 100k Full 100k Full nla
T : Packet 0 ] 0
T : Bivte 1] i} 1]
T : Line Rate(hbps) 0.00 0.0o0 nla
T : Utilization{%) 0.00 .00 nla
T : Pause 0 1] 0
JRx: Packet 0 0 of
IHx. Byte 1] a o
IHx. Line Rateihbps) 0.00 0.00 nia
IHx. Lkilization{%s) 0.00 0.00 nia
IHx. Fause 1] 1] 1]
B collision
E T Callision 0 0 0
T=: Single Callision 1] a o
Tox: Multi Callision 1] 1] 1]
¥ Tw: Excession Collision 1] 1] 1]
B Error & Lass Packet
" B Dribble Bit 0 0
R Alignment Error 0 i] 1}
- -

Accessing Counter Report

These buttons allow you to save the counter report,

A Control Buttons start/stop updating counter report, clear all statistics, view
charts, and switch to display Monitor Port/Network Port.
B | Main Display Window |You can view counter statistics here in this section.

Please see the sections down below for detail information regarding to Counter Report.
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El @ o ok [ A
Save llpdate Clear Hide Show Chart [Metwork Port MMonitor Por
Report Control Buttons Descriptions
] |The Save button allows you to save the current Network Port and Monitor Port counter reports
Save |10 Microsoft Excel ® format files.
@ |The Update button allows you to start/stop updating statistics displayed in the Main Display
Lpdate [Window.
c[llg[.!.r The Clear button allows you to clear all statistics displayed in the Main Display Window.
W]+ |The Hide button allows you to hide all Network Ports and Monitor Ports’ TX/Rx statistics, as well
Hide |as fold all tree style tab statistics in the Main Display Window.
d{» |The Show button allows you to show all Network Ports and Monitor Ports’ TX/Rx statistics, as
Show |well as unfold all tree style tab statistics in the Main Display Window.
The Chart button allows you to view Network Port’s Counter Report Chart on a pop-up Chart
window. There are three different display modes for Counter Report Chart: Line, Pie, and Bar.
» Update: Start/Stop updating Counter Report
Chart.
I A i ™ » Line: Switch the chart display mode to Line
Update | Line Pie Bar Mode.
» Pie: Switch the chart display mode to Pie Mode.
» Bar: Switch the chart display mode to Bar Mode.
Line Mode
Chart x|
Uudeatg ;: E!Iarl
Network Port AD O Seess-~ 127 A
M 5e= 128 ~ 255
S [ o | O Siee 256 ~ 511
O size 512 ~ 1023
O  See=1024
Broadcast
N Mrmuiticast
15:0840 15:09:45 15:09:50 15:08:55 15:10:00 151005 o RocRTP z
Network Port A1 Tx Packet 1=
o] e
e S E—— E— E Tx Lire Rate
OB Ry Packst -
OO Ry Eyts
O Rx Line Rate
: : : : : : Ot |
E 15:03:40 15NDS‘::D[k1:DDrE‘;DU‘A115DESS 15:10:00 15:10:05 _ S =
Chart ol i
o] BN |
a Dribble Bit
O slignment Error
O cre Erar
15: EI‘E 40 15: EI‘E 45 15: EI‘E 50 15EIIE 55 151IEI 00 151IEI {1} g Size 64 ;I
~Wertical Axis Scale (Port A0) wertical Axis Scale (Port AL) wertical Axis Scale(Port A0,A1)
Packet(pps)  Auto ¢ User Define il Packet(pps) © Auto ¢ User Define il Packet(pps) ¢ Auto © User Define ﬁl
Wi IU Maxwmun:llUUU MinimLn: ID MairLin: |IUDD MinimLn; |0 Maxwmun:llUUU
(Hiiiﬂfﬁim e oo o o] |
The Line Mode displays the statistics about the of packets flow through Network Port AO,
Network Port A1, and Network Port AO/A1. To display the statistics as line on the chart, please
click the check box of that statistics.
Vieliea i el et A3 The Vertical Axis Scale fields allow you to set the scale in
Packet(pps)© Auto " User Dsfina 22" | pps (Packets per Second) of the X-Axis of the Line Chart.
- : I— The Vertical Axis Scale can be set to Auto, or you can set its
IMlimirnL: ID Maxirnun: | 1000 '
minimum/maximum value by User Define.
: The Horizontal Axis Scale field allows you to set the scale of
Start Time: [2010/10/02 15:09:37 7] the Y-Axis of the Line Chart. Click the scroll-down menus of
Erd Time: |g|:|1|:|;1|:|;|:|g 15:10:07 j Start Time and End Time to set the statistics during a period
of time.
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Report Control Buttons Descriptions

Pie Mode

—

Chart

Chart

°

%
Update  Line Pie Bar

Network Port A0

[ 128~255 bytes (10.00%)

L

64 bytes (30.00%)

256511 byles (30.00%)

! 512~1023 bytes (10.00%) |

/3 =1024 biytes (0.00%) |

Qwer Size bytes (0.00%) |

Network Port A1

[ 128~255 bytes (10.00%)

—

256511 byles (30.00%)

/‘ 512~1023 bytes (10.00%) |

3‘[ =1024 bytes (0.00%) |

Gwer Size bytes (0.00%) |

MNetwork Port A0,A1

64 bytes (30.00%)

B4 bytes (30.00%)
| 126~255 bytes (10.00%:) -
256511 byles (30.00%)
W‘ s enes 1055
=1024 bytes (0.00%) |

Gwer Size bytes (0.00%) |

~Wertical Axis Scale (Port A0)
Packet(pps) © suto © User Define _o20

Packet(pps) & suto € User Defire _oor

Packet(pps) @ auto, € User Define il

Wirirmun; |u Mandmun; |1000

Minimun: IU

Wertical Axis Scale (Port A1)
{ Maximun: [1000

Minimun: ID Max\muﬁ:lwDD

"Vertical Ayis Scale(Port ADLAL)Y

"Hur\zmta\ Axis Scale

Start Time: |2010/10/02 15:09:37

End Time: |2010f10/02 15:10:07 = ‘

Also, clicking the End Time scroll-down menu and selecting a time
listed here allows you to view the Pie Chart of that time.

The Pie Mode displays the statistics regarding to the lengths of packets flow through Network
Port AO, Network Port Al, and Network Port AO/A1l. Packets are categorized into the following
categories: 64 bytes, 65~127 bytes, 128~255 bytes, 256~511 bytes, 512~1023 bytes, >1024
bytes, Over Size byte, and Under Size.

2010/10/02 15:47:53 ﬂ

2010/10/02 15:47:47
2010/10/02 15:47:49
2010/10/02 15:47:52
2010/ 10702 15:2 y
2010/10/02 15:47.56

End Tirne:

(Contd.) Bar Mode

Chart x|
@ % |
Update  Line Pie Bar
Network Port A
15000000
10000000
5000000
Brosdrast __ Mutisast Unicast LA Pyt chE ARE RTE Ty Fause R Pause
Network Port A1
15000000
10000000
5000000
Broedcast _ Mulioast Unicast i Pt e P wTe TxPhuse R Pause
Network Port AO,AT
25000000
20000000
15000000
10000000
5000000
0 T T T T r T T T T
Broadcast  Multicast Unicast WLAN Pyd 1P ARP RTP TxPause R Pause
rWertical Axis Scale (Port A0) Vertical Axis Scale (Port A1) Vertical Axis Scale(Port AD,A1)
Packet(pps)  suto © User Define _o=0 Packet(pps) @ auto © User Define 2o Packet(pps) @ suto © User Define il
Minirmur: IEI Maxwmun:|1DDEl Minimr: |D Maxlmun:llDDD MlimirTiun; ID Maximun:llﬂm
Harizontal Axis Scale
’7 Start Time: |2010/10/02 150937 = End Time: [2010/10/02 15:10:07 = ‘

Also, clicking the End Time scroll-down menu and selecting a time
listed here allows you to view the Bar Chart of that time.

The Bar Mode displays Network Port AO, Network Port A1, and Network Port AO/Al’s
statistics including: Broadcast, Multicast, VLAN, IPv4, ICMP, ARP,
RTP, and Tx/Rx Pause.

2010/10/02 15:47:53 j

2010/10f02 15:47:47
2010/10/02 15:47:49
4752

End Time:

20105 10/02 15: 1
2010/10/02 15:47.56
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Report Control Buttons Descriptions

Metwark Part

i

Counter Report

2 e wm o O [
Save Update Clear Hide Show Chart

L] Ef

Metwork Port Monitor Port

Metwork Port Port &0 ‘ Port &1 Total : 2 Ports =
Link Status Link Up Link Up nia
Speed 100M Full 100M Full nia
Tx: Packst [t} i} 1}
T Byte 1] 1] a
T: Line Rate(Mbps) 0.00 0.00 nia
T Utilizatian(%) 0.00 il nia
Tx: Pause i i il
Fixt : Packet 0 0 0| &
R : Byte a 0 a
Fix : Line Rate(Mbps) 0.00 0.00 nia
Fix : Utilization (%) 0.00 000 nia
Fx: Pause 1} 1} 1}
B Gollision - = 3
B T Callision 0 i 0
£ Tx: Single Callision n 0 0
£ T Multi Collision n 0 n
P T : Excession Callision a i} a
B Error & Loss Packet : 5 =
" R - Dribble Bit 0 0
e e 0 i a
-

The Network Port button allows you to view Counter Report of NUTAP-S61/NuTAP-311's
Network Ports.

kdanitar Part

Counter Report
B e wm e 4O A B
Save lUpdate Clear Hide Show Chart MNetwork Port | Monitor Port

honitor Port Part k0 | Part b1 Total : 2 Ports |
Link Status Link Up Link Up nia
Speed 1008 Full 100k Full nia
T : Packet 3,333,300 3333300 6,668,600
Tw: Bute 499,985,000 499,995,000 989,990,000
T : Packet Rate(pps) 666,660 BEE,660 1.333.220
T : Line Rate(Mbps) 100.00 100.00 nia
T : Utilization(%s) 100.00 100.00 nia
T Pauze ] 0 0
Rx: Byte 9,597,600 17.176,950 26,774,550
Rx: Packet Rate{pps) 26,962 24,464 51426
Rx: Line Rate(hbps) 4.04 367 nia
R : Utilization (%) 4.04 367 nia
Rx: Pause o 0 a
B Collision - - -
" Ty Callision Packet o 0 o
" Tx: Callision Times o 0 0
B Laver 2 Packet Counters - - -
" Rx: Broadcast 80 65 145
" Ruc: Unicast 63,904 114,448 178,252

The Monitor Port button allows you to view Counter Report of NUTAP-S61/NuTAP-311's
Monitor Ports.
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3.8. Universal Stream Counter (USC) Report
Each of NUTAP-S61/NuTAP-311's Network Port contains two sets of USC (Universal Stream Counter),
allowing you to view real-time statistics of network events during packet monitoring and capturing. There

are two ways to access Universal Stream Counter Report:

Accessing Universal Stream Counter (USC) Report

—
IiF
Recomnmeck

arp NUSet-MiniTAP

Fil=: Config | Report  Sefwice Languages Help
Counkter Repork

e Click Universal Stream Counter (USC)

Universal Stream Counter{USC) Repark

Capture Metwork Port A0 Packets
Capture Metwork Port &1 Packets

oro NuSet-MiniTAP

File Config Report Service Languages Help

Report located on Report in the Menu Bar.

Click the Universal Stream Counter (USC)

= [EH Report button located on Quick Launch
Recommeck Counker Cap, Al Cap,al | MNekw
Buttons.
MNuTAP-561 LUnivel
Universal Stream Counter Report
E @ m
Save Update Clear Hide Show Sefting Port A0MUSCED FPort AMUSCHET |Port A1AJSCHO [Port A1/SCH1
Metwaork Port ADJSCHD Metwork Port A0S CH1
D& Line RiatelMbps] | Packety = D& Line RiatelMbps] | Packet: =~
43400-00-00-00 0.00 #444-00-00-00-00 0.00
S 000-00-00-01 0.00 340-00-00-00-01 0.00
H00-00-00-02 0.00 404-00-00-00-02 0.00
W 00-00-00-03 0.00 W-00-00-00-03 0.00
X 00-00-00-04 0.00 3¢4-00-00-00-04 0.00
4 00-00-00-05 0.00 W4-00-00-00-05 0.00
W 00-00-00-06 0.00 H-00-00-00-06 0.00
HHAG00-00-00-07 0.00 ¥4-00-00-00-07 0.00
3400-00-00-08 0.00 #44-00-00-00-08 0.00
5T 7T o B I o _»|;|
Metwork Port A1/ SCHD Metwork Port 105081
D& Line Rate[tMbps) Packets = D Line R ate[Mbps] FPacket: =
HR00-00-00-00 0.00 W-00-00-00-00 0.00
HH000-00-00-07 0.00 ¥3¢¢-00-00-00-01 0.00
4 00-00-00-02 0.00 #44-00-00-00-02 0.00
W 00-00-00-03 0.00 W-00-00-00-03 0.00
HHAG00-00-00-04 0.00 ¥04-00-00-00-04 0.00
4 00-00-00-05 0.00 #-00-00-00-05 0.00
X 00-00-00-08 0.00 W-00-00-00-06 0.00
W 00-00-00-07 0.00 W-00-00-00-07 0.00
WA 00-00-00-08 0.00 W-00-00-00-08 0.00
o 3 Y I _>|_I

Please see the sections down below for detail description regarding to Universal Stream Counter

Report.
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=] @ (00 W) i) 3 == == =5 =5
Save llpdate Clear Hide Show Setting [Port ANSCHO |Port ANUSCHET Port ATMUSCHD |Paort A1705C81
Universal Stream Counter (USC) Control Buttons Descriptions
] The Save button allows you to save the current Universal Stream Counter reports to
Save Microsoft Excel ® format files.
@ The Update button allows you to start/stop updating statistics displayed in the Main Display
Update Window.
C[llg[;r The Clear button allows you to clear all statistics displayed in the Main Display Window.
;ﬂ:ﬁ The Hide button allows you to hide all statistics displayed in the Main Display Window.
Sﬂ'w The Show button allows you to show all statistics displayed in the Main Display Window.
x|
Part AD/UISC#0 |P0rt ADJUSCH#1 | Port ALjUSCHD | Port AtjusCa1 |
—Cperation Mode
* MormalMode  © Jitker Mode
Fule
Rule: IBased on DA j
Begin Stream DA:IXX—XX—DD—DD—DD—DD
ok | [ e foply |
A USC Setting window will pop up if you click the Setting button, allowing you to set USC
criteria for Port AO/USC#0, Port AO/JUSC#1, Port A1/USC#0, and Port A1/USC#1. To
choose the Universal Stream Counter you would like to configure, please click the tab-menu
o on the upper part of the USC Setting window.
Setting | > Operation Mode

e Normal Mode: The Universal Stream Counter will run under Normal Mode.

e Jitter Mode: The Universal Stream Counter will run under Jitter Mode. Please note
that when under Jitter Mode, additional statistics regarding to packet jitter will be
displayed in the Universal Stream Counter Report:

Delta |Current |Currenttime interval between packets
Time |Maximum|Maximum time interval between packets
(ns)  |Minimum |Minimum time interval between packets
Jitter (ns)|Max Delta Time — Min Delta Time = Jitter
> Rule

¢ Rule: You can set the USC rule base on DA, SA, VID, MPLS, DIP, SIP, DPort, SPort,
and VLAN CoS (VLAN Class of Service) with the Rule scroll-down menu.

e Begin String: You can input the value of DA, SA, VID, MPLS, DIP, SIP, DPort, SPort,
and VLAN CoS (VLAN Class of Service) here in this field.

» OK: Apply the changes you've made and exit.
» Cancel: Cancel the changes you've made and exit.
» Apply: Apply the changes you've made without exit.
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Universal Stream Counter (USC) Control Buttons Descriptions

=]
=]

Port A0S CH0

=]

Port A0S CH1

=]
=]

FPort ATUSCHO

[I=]
=]

Port 2175 CH1

The Port AO/JUSC#0, Port AO/USC#1, Port A1/USC#0, and Port A1/USC#1 buttons allows
you to display Network Port AO’'s USC Counter #0, Network Port AO’'s USC Counter #1,
Network Port Al's USC Counter #0, and Network Port A1l's USC Counter #1.

Metwork Port AOMISCHD Metwork Port A0MUECH1
DA Line Rateibbps] | Packals = DA Line Ratelhibos) | Packets =
22+%-00-00-00-00 0.oo #¢#4-00-00-00-00 0.0o
¥rpe-00-00-00-01 0.00 434-00-00-00-01 n.og
Pee-00-00-00-02 0.00 #4eA-00-00-00-02 n.og
R 00-00-00-03 0.00 e 3-00-00-00-03 n.og
Pe-00-00-00-04 0.00 P4 A-00-00-00-04 n.og
226%-00-00-00-05 0.oo ##4-00-00-00-05 0.0o
Pemped-00-00-00-08 0.00 5044<-00-00-00-08 n.og
224¥-00-00-00-07 0.oo #{#4-00-00-00-07 0.0o
Frpe-00-00-00-08 0.00 3434-00-00-00-08 n.og
A = O I T I - _>|LI
— Mehwork Port ATAISCRO Metwork Port A1/JSCH#1
D& Line Rate[Mbps) Packets D, Line Rate(Mbps| Packets =
Hee-00-00-00-00 0.00 e 33-00-00-00-00 n.og
Ps-00-00-00-01 0.00 P4 4-00-00-00-01 n.og
R 00-00-00-02 0.00 R 3-00-00-00-02 n.og
Peped-00-00-00-03 0.00 5044<4-00-00-00-03 n.og
2-00-00-00-04 0.oo #¢#4-00-00-00-04 0.0o
Peped-00-00-00-05 0.00 3044<4-00-00-00-08 n.og
224¥%-00-00-00-06 0.oo #¢#4-00-00-00-08 0.0o
R 00-00-00-07 0.00 e 3-00-00-00-07 n.og
Pe-00-00-00-08 0.00 #4eA-00-00-00-08 n.og
o 3 0 T IS [ _»l_l

Up to four Universal Stream Counter Reports can be displayed at the same time as shown
in the figure above. You can view each Universal Stream Counter’s DA (Destination MAC

Address), Line Rate (Mbps), Packets, Bytes, Broadcast, Multicast, IPCS Error, and CRC
Error on the Universal Stream Counter Report.
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