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1. NuTAP-311 OVERVIEW

1.1. General Description of NuUTAP-311
NUTAP-311 is a portable network TAP device.
Embedded with 2 Network Ports and 2 Monitor Ports,
NUTAP-311 can monitor and redirect any data
streams flow through it.

Network TAP is a hardware device/software that
allows monitoring data flows in a network
environment dynamically without any interference.

As mentioned above, NUTAP-311 is embedded with 2
Network Ports and is capable of monitoring all data

flows between two network points. All data traffic
flows between NuTAP-311’s Network Port AO and A1 can be brought out for further analysis and research
dynamically and without intervening network environment.

NuUTAP-311 is embedded with 4 Configuration Buttons and 4 Operation Buttons, allowing users to
configure test criteria and make NUTAP-311 system settings. Also, the LCD screen located on
NUTAP-311’s front panel makes it easy to view test statistics and system information easily.

Also, you can configure test criteria and make NUTAP-311 system settings with Web Browser (by
connecting NuTAP-311’s Management Port to a network where a PC is located), HyperTerminal (by
connecting NuTAP-311’s Console Port to PC’s Serial Port via a RJ45-to-USB cable), and NuSet-MiniTAP
(by connecting NuTAP-311’s Mini-USB Port with PC’s USB Port).

NuTAP-311 is a compact, lightweight, and highly cost-effective device that provides 3 different filters for
users to choose: Forwarding Filter, Re-Direct Filter, and Capture Criteria. All these filters are powered by
Xtramus SDFR (Self-Discover Filtering Rules), which makes packet capturing/filtering over Ethernet easy
and convenient.

XTRAMUS TECHNOLOGIES® 6 E-_mail: sales@xtramus.com
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1.2. KEY FEATURE OF NuTAP-311

Filter and redirect TAP streams to monitor port by SDFR technique which can ease the loading of
monitor PC

SDFR (Self-Discover Filtering Rules), a set of filtering rules including Destination Address, Source
Address, VLAN, Destination IP, Source IP, Destination Port, and Source Port

2 Network Ports and 2 Monitor Ports of 10/100/1000 Mbps RJ45 Ethernet port

1 Management Port which allows users to make system management/test settings and view test
statistics via Web Browser

1 Console Port which allows users to make system management/test settings and view test
statistics via HyperTerminal

1 Mini-USB Port which allows users to configure test variables, access test results, and upgrade
firmware/FPGA via NuSet-MiniTAP

Both Network Ports support Universal Stream Counter (USC), each USC can contain up to 256
sets of statistics (up to 48-bits) including Packets, Bytes, Packet Broadcast, CRC Error, IPCS Error,
Packet Multicast, and Transferring Rate

NuSet-MiniTAP, a utility software designed for NUTAP-311 and runs under Windows

environment. When connecting NuTAP-311 with your PC via a Mini USB cable, it allows users to:
» Upgrading NuTAP-311’s firmware and FPGA

» Monitoring data flows in the network environment

» Configuring test settings and accessing test results

» Setting 2 sets of Session Filter including Port A — Port B and Port B — Port A

» Setting SDFR (Self-Discover Filtering Rules). SDFR is a set of filtering rules including Packets,
Bytes, Packet Broadcast, CRC Error, IPCS Error, Packet Multicast, and Transferring Rate

» Supports multi-language User Interface including Simplified Chinese and English

Embedded with control buttons and LCD display screen that allow users to set test criteria and

view test statistics

XTRAMUS TECHNOLOGIES® 7 E-mail: sales@xtramus.com
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1.3. NuTEA-311 Function Overview

NuTEA-551 Ports

o o0 0>

Description
38400 bps RJ45 Console Port for system management via HyperTerminal
Mini-USB Port for system management via NuSet-MiniTAP

100 Mbps RJ45 Management Port for system management via web browser
12V DC Power Jack

10/100/1000 Mbps Full Ethernet RJ45 Network Port AO/AL
10/100/1000 Mbps Full Ethernet RJ45 Monitor Port MO/M1

mmo0| W >
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LCD & LEDs
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Network TAP with Multi-Redi d Smart-Filtering Rul KA _Sfee O e
etwor with Multi-Redirect and Smart-Filtering Rules Ty

D E F
LCD & LEDs Descriptions
4 x 20 (Characters ) LCD Screen
Forwarding Filter > A0 - Al > Al - AO
Capture Criteria > A0 - Al » Al - AO
Redirection > A0 - Al >>MO » Al - A0>> M1
LCD
(A) Re-direct Filter > A0 - Al > Al - AO
Statistic Counters |~ Network Port AO > Network Port Al
> Monitor Port MO > Monitor Port M1
System Setting NUTAP-311 Buzzer ON/OFF
System Information |Displaying NuTAP-311’s System Information
Restore Defaults Restore All Settings of NUTEA-551 to Default Value

General System Information (B)
> Power > SYS > Remote
Utilization (C)
A0 — A1/A1 — AQ | 0 ~ 100%
Monitor Ports Status (D)
> MO: Link/Active, Speed » M1: Link/Active, Speed
Network Port Status (E)
> AO: Link/Active, Speed > Al: Link/Active, Speed
Display Page (F)
» AO: Tx/Rx Rate by packets » Al: Tx/Rx Rate by packets » MO: Tx/Rx Rate by packets
» AO: Tx/Rx Rate by bytes > Al: Tx/Rx Rate by packets » M1: Tx/Rx Rate by packets

LEDs
(B~H)

XTRAMUS TECHNOLOGIES® 9 E-_mail: sales@xtramus.com
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Buttons

® 0O @r~A
Display Page #

P S A P i - M. P

3 2 Z 3 5 L/A Speed L/A Speed
Network TAP with Multi-Redirect and Smart-Filtering Rules

Monitor Ports

Buttons Descriptions
. Enter the Main Menu(*) or return to the previous Menu
A
Move the select cursor up
G Operation !i
Buttons Move the select cursor down
- Execute the selected selection
Pg Up 4 Accessing Network/Management Port Short Cut Menu,
gLp or move the select cursor UP
Accessing Network/Management Port Short Cut Menu,
. . PgDn v
H Configuration or move the select cursor Down
Buttons Clear All Press and hold this button for 3 seconds to clear all
Counters  counters
Restore to |Press and hold this button for 3 seconds to set all settings
Default to default
*Menu will be displayed on the LCD screen.
XTRAMUS TECHNOLOGIES® 10 E-mail: Sales@xtramus.com
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2. NuTAP-311 Application Example & Hardware Installation

2.1. Hardware Installation for Network Tapping

Network A
Connected to Network Port A0

PC with NuSet-MiniTAP installed

Network B
=== Connected to Network Port A1

PC connected to
Management Port
via USB cable

PC connected to
Monitor Port
via RJ45 cable

PC with network TAP
software installed
As the example shown in the figure above, NUTAP-311 allows you to perform network tapping. You can
monitor/filter packets that meet the criteria by:
e Connecting NuTAP-311’s USB Port to a PC with NuSet-MiniTAP installed via a USB cable.
o Connecting NuTAP-311’s Monitor Port (MO or M1, depending on your settings) to a PC with other
network TAP software installed via an RJ45 cable.

XTRAMUS TECHNOLOGIES® 1 E-_mail: sales@xtramus.com
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2.2. Hardware Installation for NuTAP-311 Management
There are 3 different ways to connect NuTAP-311 to your PC and configure/view its settings:

Connecting via USB Cable

PC's USB Port

By connecting NuTAP-311’s Mini-USB Port to
PC’s USB Port via a USB cable, you can
configure/view NUuTAP-311’s settings with
NuSet-MiniTAP installed on your PC.

e System Setting

¢ Firmware/FPGA Upgrading

e Power Supply via USB Port
ol ;

PC Running
NuSet-MiniTAP

Connected via
USB Cable

NuTAP-311

Mini-USB Port

Connecting via RJ45 Cable

Network

PC's Network .
Interface Card (NIC) By connecting NUTAP-311 and PC to the
Cénnected to Netwark same network, you can configure/view

: via R.J45 Cable NuTAP-311’s settings with the web browser

installed on your PC.

To access NUTAP-311’s configuration webpage
with your PC’s web browser, please connect to

NuTAP-311's Management Port to the network
which your PC is connected to.

-

\. --_

“ NuTAP-311

Management Port

Connecting via RJ45-to-Serial Cable
PC's Serial Port

By connecting NuTAP-311’'s Console Port to
PC’s Serial Port via RJ45-to-Serial cable, you
can configure/view NuTAP-311’s settings with
HyperTerminal softwares installed on your PC.

Connected via
RJ45-to-Serial Cable W

PC Running
HyperTerminal

NuTAP-311

Console Port

E-mail: sales@xtramus.com
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3. NuTAP-311 Management
As mentioned in 2.2. Hardware Installation for NuTAP-311 Management, you can configure
NuTAP-311’s settings and view statistics generated while performing network tapping with NuTAP-311 by:

e Connecting NuTAP-311 to PC via a USB cable, and accessing NUTAP-311’s settings/statistics with
NuSet-MiniTAP installed on PC.

e Connecting NuTAP-311 and PC to the same network via an RJ45 cable, and accessing
NuTAP-311’s settings/statistics with PC’s web browser.

e Connecting NuTAP-311 and PC via an RJ45-to-Serial cable, and accessing NUTAP-311’s
settings/statistics with HyperTerminal.

Please see the sections down below for more information regarding to NuTAP-311 management.

3.1. Managing NuTAP-311 with NuSet-MiniTAP

PC's USB Port

o System Setting
e Firmware/FPGA Upgrading
e Power Supply via USB Port

- Connected via
USB Cable
[

PC Running

NuSet-MiniTAP NuTAP-311

Mini-USB Port

NUTAP-311 comes with GUI (Graphic User Interface) utility software NuSet-MiniTAP for setting test
criteria and system management. Please note that you have to connect NuTAP-311 to your PC with a
USB cable as shown in the figure above.

XTRAMUS TECHNOLOGIES® 13 E-_mail: sales@xtramus.com
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T NuSet-MiniTAP

B o NuTAP-311
EI System Information
S
hAAC : 38-D5-39-D
[—]'2. Metwork Port A0 Status
Ele Connection hMode : Auto &l
El-o Link Status
4} Link : Link Dawn

..... -e Speed : Mih
a Flow Contral ; Off
-e Rate Control ; Off
[—]'2. Metwork Port A1 Status

Ele Connection Mode : Auto &l
El-o Link Status
) Link: Link Down

----- ) Speed: A

a Flowe Contral © Off

-e Rate Control : Off

[—]'2. Monitor Port MO Status

Ele Connection hMode : Auto &l
El-o Link Status

) Link: Link Down

----- ) Speed: A
a Flowe Contral © Off
I':'I.Z. Fanitor Port b1 Status
E|0 Connection Mode ; Auto &l
El-e Link Status
) Link: Link Down

-e Flow Contral ; Off

e—.d
When NuTAP-311 is connected with PC via its USB cable, you can set test criteria, save/view testing logs,
and upgrade NuTAP-311’s firmware/FPGA with NuSet-MiniTAP.

However, before using NuSet-MiniTAP’s features and functions, you have to install it on your PC first.

NUTAP-311’s driver is contained in NUTAP-311’s utility software. Both NUTAP-311’s driver and utility
software will be installed at the same time. Please note that DO NOT connect your NuUTAP-311 to the PC
via a USB cable before the installation.

For more detailed descriptions about installing NuSet-MiniTAP and its functions, please refer to 6.
NuSet-MiniTAP Functions.

XTRAMUS TECHNOLOGIES® 14 E-_mail: sales@xtramus.com
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3.2. Managing NuTAP-311 with PC’s Web Browser

Network

PC's Network
Interface Card (NIC)

Cénnected to Netwark
via RJ45 Cable

——
g

Management Port

NUTAP-311 is embedded with a configuration webpage, and can be accessed by connecting
NuTAP-311’'s Management Port to the network which your PC is connected to, as shown in the figure
above.

Before accessing to NuTAP-311’s configuration webpage with your

PC’s web browser, please set NUTAP-311’s IP, subnet mask, and IPAddress:| 0 . 0 . 0 .0
gateway addresses with NuSet-MiniTAP according to the network Mork dgress 255 255 .255. 255

Gateway Address:| 0 . 0 . 0 . 0

that NuTAP-311 is connected to. For more information regarding to

set NUTAP-311’s IP/subnet mask/gateway addresses via NuSet-MiniPG, please refer to 6.1.2. Config.

The figure down below is an example for setting NUTAP-311’s IP, subnet mask, and gateway addresses
base on network/PC settings. The settings in the figure down below will be used as configuration example
in the following sections of this manual as well. However, please note that the settings demonstrated
here might not work with your network environment.

XTRAMUS TECHNOLOGIES® 15 E-_mail: sales@xtramus.com
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To access NUTAP-311’s management webpage, please open your web browser, and W
type in NuTAP-311’s default IP address (192.168.1.8) in web browser’s URL field as
shown in the figure on the right side. If you’ve changed NuTAP-311’s IP address, please input the IP

address you’ve changed to instead.

Connect to 192.168.1.8

NuTAP-311’s management webpage only supports Microsoft
Internet Explorer ®, and NUuTAP-311’s management webpage

might not display correctly if you're using other web browser.

The server 192.168.1 .8 at MCM Series requires a username
and password.

A window will pop up after you entering NuTAP-311’s IP address.
Warning: This server is requesting that your username and
p|ease enter the User Name and password fOf NUTAP-B].].’S password be sent in an insecure manner (basic authentication

without a secure connection).

configuration webpage.

User name: ‘ € admin v i
¥ - |
\

e Default User Name: admin Password: o

 Default Password: admin* [isstente i et
*Please note that the User Name and Password are case-sensitive.

For safety issues, it is highly recommended that you should [ ok || cancel |

change the User name and Password when logging to
NuTAP-311's management webpage for the first time.

After inputting NUTAP-311 management webpage’s User Name and Password, you should be able to
see NUTAP-311’s management webpage displayed on your web browser.

XTRAMUS TECHNOLOGIES® 16 E-_mail: sales@xtramus.com
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3.3. Managing NuTAP-311 with HyperTerminal
PC's Serial Port

PC Running
HyperTerminal

Connected via
RJ45-to-Serial Cable

NuTAP-311

Console Port

NUTAP-311 allows users to make system configurations, view test statistics/system information with

HyperTerminal. To access NUuTAP-311 via HyperTerminal, you have to connect NuUTAP-311’s Console

Port with PC’s Serial Port via an RJ45-to-Serial cable as shown in the figure above.

3.3.1. HyperTerminal Settings for NuTAP-311
After connecting the PC’s serial port to NuTAP-311’s Console Port via an RJ45-to-Serial cable,

please start the HyperTerminal software installed on your PC and establish connection according to the

steps listed down below.

Establishing Connection with NuTAP-311

Connection Description _"Ji(j

23 New Connection

Enter a name and choose an icon for the connection:

Name:
]NuTAP-31 1

lcon:

oK I Cancel |

1. Input a name for this connection, such as NuTAP-311, and also select
an icon for this connection. Click “OK” to continue.

XTRAMUS TECHNOLOGIES®
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Establishing Connection with NUTAP-311

% NuTAP-311

Enter details for the phone number that you want to dial:

Country/region: I'l aivian [B86] :_I ) ) ] )
s T 2. Select the COM port of PC for this connection. Click “OK” to continue.
Phone number: |
Connect using: ¥
oK I Cancel |
Part Settings I
Bits per second: [36400 = 3. Set the COM port parameters according to the settings listed down
below:
Data bits: IS :] .
e Bits per second: 38400
Parity: INone :I L] Data bItS 8
_ e Parity: None
b E e Stop bits: 1
o i e Flow control: None
ow control: -
Click “OK” to continue.

Restore Defaults |
0K I Cancel I Apply I

& NUTAP-311 - HyperTerminal =10l x|

Fle Edt Yew Call Transfer Hep

D@ 3 |0H &

NuTAP-311 Ethernet TAP Equipment Command Line Interface
Copyright(C) 2010-2011 Xtramus Technoies.All rights reserved.

<< Login NuTAP-311 Series >>

user name:_

:

Click the “Enter” key on your keyboard to start setting NuUTAP-311 via HyperTerminal. To log in, please
type NUTAP-311’s user name and password:

Comnected 00: 10:08 [acto detect  [38400 8-H-1 [scRolL [cAPs [wm  [Captwe  [Printecho

e Default User Name: admin

o Default Password: admin (Both the User Name and Password are case-sensitive.)
If you change NuTAP-311’s user name and password with NuTAP-311’s configuration webpage,
please log in with the new user name and password here.

XTRAMUS TECHNOLOGIES® 18 E-_mail: sales@xtramus.com
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3.3.2. NuTAP-311 HyperTerminal Commands

#& NuTAP-311 - HyperTerminal -10] x|
File Edit Wiew Call Tramsfer Help
]
user name:admin
user password: xxxses
Helcome!
Command {Alias) : Command description
system (sys) : System configuration - version, user,
counter {cnt) : Display or clear counter information
mode {mode) : Display or setup TAP mode
monltor {mon) : D;Splay or setup monitor ports
tapport (tap) : Display or setup TAP ports
ip ip) : IP configuration - address, mask,
cls (cls) : Clear screen
logout {logout) : Logout the current user
HuTAP-311>_
4
[connected 0:00:06 [futo detect |z8400 8-1-1 [SCROLL [caPs  |wum  [Capture  [Print echa 4

After logging in NuTAP-311 via HyperTerminal, a NuTAP-311 Command Menu will be displayed,

showing NuTAP-311’s HyperTerminal commands. Please see the table down below for brief descriptions
of NUuTAP-311 commands:

Command| Alias Command Description
system sys The system comn_]and qIIows you to view NuTAP-311’s system information,
make system configurations, and upgrade NuTAP-311’s firmware/FPGA.
counter | ent The counter_ command allows you to view NuTAP-311’s counter information and
set USC (Universal Stream Counter).
mode | mode The mode command aIIOV\_/s you to view NuUTAP-311’s current r_unning mode or
change NUTAP-311's running mode (aggregate/segregate/multi-mirror).
. The monitor command allows you to view NuTAP-311’s Monitor Port (MO/M1)
monitor | mon . . 4 :
status or configure Monitor Port’s settings.
The tapport command allows you to view NUTAP-311’s Network Port (A0/Al)
tapport tap . : :
status or configure Network Port’s settings.
ip ip The ip command allows you to view NUTAP-311’s current IP settings or configure
these settings.
cls cls |The cls command allows you to clear HyperTerminal screen.
The logout command allows you to log out. For security issues, it is
logout |[logout|recommended that you should log out if you’re not using the HyperTerminal
anymore.

Please see the sections down below for detailed information about each command.

XTRAMUS TECHNOLOGIES® 19 E-_mail: sales@xtramus.com
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A. NUuTAP-311 HyperTerminal Command — system

Command Descriptions — system

system

show

The system show allows you to view NuTAP-311’s PCB/firmware/FPGA versions, as
well as hardware temperature.

user

show

The system user show command allows you to view the current
users and their passwords.

admin

The system user admin [name | password] <name | password>
command allows you to change the user name and its password of the
user with administrator privilege. For example, if you type in system
user admin name test123 and press enter, a user named test123
with administrator privilege will be created.

guest

The system user guest [name | password] <name | password>
command allows you to change the user name and its password of the
user with guest privilege. For example, if you type in system user
guest name test123 and press enter, a user named test123 with
guest privilege will be created.

devname

show

The system devname show command allows you to view the device
name assigned to NUTAP-311.

set

The system devhame set [device hame] command allows you to
view the device name assigned to NuTAP-311.

snmp

show

The system snmp show command will show the current SNMP
(Simple Network Management Protocol) settings.

writecommunity

The system snmp writecommunity <parameter> allows you to set
the community with write privilege. The <parameter> can be public,
private, or user names.

readcommunity

The system snmp readcommunity <parameter> allows you to set
the community with read privilege. The <parameter> can be public,
private, or user names.

save

The system save command allows you to save the current settings to NUTAP-311’s
NV-RAM. Please note that all unsaved settings will be lost after system reboot.

update

firmware/FPGA

The system update [firmware/FPGA] commands allow you to
upgrade NuTAP-311's firmware/FPGA. The following descriptions are
for upgrading NuTAP-311’s firmware. However, procedures for
upgrading NuTAP-311’s FPGA are quite the same and can be related.

1. Typein “system update firmware” and click enter. Press Y to
proceed and start upgrading firmware, or press N to cancel.

NuTAP-311>sys update firmware
Do vou want to update firmware? Y/N

2. Press Transfer on HyperTerminal’s menu bar and choose “Send
File”.

Transfer Help

Send File. ..
Receive File, .
Capture Text...
Send Texk File. ..

Capture bo Prinker
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Command Descriptions — system

Xmodem, and click the Browse button.

(M sendrie 2

Folder: C:\Documents and Settings.. \HMuTAP-SE1_RTC +0.9b007

Filenarne:

|| Browsze... |

Protocal:

IXmodem j
Send | LCloze | Cancel |

3. A Send File window will pop up. Please set the Protocol to

4. Choose the firmware you would like to upgrade to and click Open.

unsaved settings will be lost after rebooting.

Look i [ 5 NuTAP-311_RTC_v1 3001 2 e I =
NuTAP-ill_MIE_vl‘2b001‘mib
NUTAP-311 RTC w1,2h001 <
My Documents
. File pame iruTa-311 RTC w1 28001 =l Open
update |firmware/FPGA Flesofyps  [BFls (01 = =
(Contd.) (Contd.)
system 5. Click the Send button to start sending firmware.
(Contd.)
(Msendfile 21|
Folder: C:NuTAP-311 RTC_w1.2b001
Filename:
|C:'\NuTAP-31 1_RTC_»1 ZW001'WaTAP-311_RTC |
Pratocal:
IXmodem j
Send | LClose | Cancel |
6. System is sending firmware to NuTAP-311.
Sending: muTAP-Bl 1 RTC w1 2b001MWuTAP-311_RTC w1.2b001 . bin
Packet: |41 Error checking: ICHC
Retries: ID Total retries: |0
Last errar: I
File: | 3K of 337K
Elapsed. IDD:DU:U‘I Femaining: Throughputl
cps/bps
7. NuTAP-311 will reboot when finishing upgrading its firmware.
reset The system reset command allows you to reset all NUTAP-311’s settings back to the
default values.
reboot The system reboot command allows you to reboot NUTAP-311. Please note that all
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B. NuTAP-311 HyperTerminal Command — counter

Command Descriptions — counter

The counter sh

ow command allows you to view all NuTAP-311’s counter report, as

well as hardware temperature. You can also add additional commands behind the
counter show command as listed down below:

The counter show usc [a0 | a1] [group=0 | group=1] command allows you
to view NuTAP-311’s USC (Universal Stream Counter) report of its Network

show Port (A0/A1) and the USC group. For example, to view the USC in USC
usc |group O for Network Port AO, please input the command “counter show usc
a0 group=0".
. The counter show configure command allows you to view
configure , .
USC's settings.
clear The counter clear command allows you to clear all counters.

refreshtime

show
report.

The refreshtime show command allows you to view the refresh time for the

set

The refreshtime set command allows you to set the refresh time (in
seconds) for the report.

counter

setusc

The counter setusc command allows you to configure NUTAP-311’s USC (Universal
Stream Counter) settings. Please refer to the sections down below for detailed
descriptions. Also, to view command lists for USC settings, you can input “counter

help setusc”.

baseaddress

The counter setusc [a0 | al] [group=0 | group=1] baseaddress [da
| sa|vid | mpls | dip | sip | dp | sp | vlancos | vid&vlancos] <value>
command allows you to change the specific base address for
NUTAP-311’s certain Network Port (A0/A1) and the USC group.
Please refer to the table down below for command initial reference:

o DA: Destination Address SIP: Source IP Address
e SA: Source Address DP: Destination Port
e VID: VLAN ID SP: Source Port
e MPLS: Multi-Protocol Label VLANCOS: VLAN Class of
Switch Service
¢ DIP: Destination IP Address ¢ VID&VLANCOS: VLAN ID and
VLAN Class of Service

For example, to set the USC in source IP address of USC group 0 for
Network Port A0 to 192.168.1.1, please input the command “counter
setusc a0 group=0 baseaddress sip 192.168.001.001".

mode

The setusc [a0 | al] [group=0 | group=1] mode [normal | jitter]
command allows to change the mode for NuTAP-311’s certain
Network Port (AO/Al) and the USC group. There are two modes
available here:

e Normal: The USC will run e Jitter: The USC will run under
under normal mode. jitter mode.

For example, to set the mode of USC group 0 for Network Port AO to
normal, please input the command “counter setusc a0 group=0
mode normal”.

enable/disable

The setusc [a0 | al] [group=0 | group=1] [enable | disable]
command allows you to enable/disable NuUTAP-311’s certain Network
Port (AO/A1) and the USC group. For example, to enable USC group
0 for Network Port A0, please input the command “counter setusc a0
group=0 enable”.
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C. NuTAP-311 HyperTerminal Command — mode

Command Descriptions — mode

mode

The mode show command allows you to view NuTAP-311’s redirect mode

show . : o .
(aggregation, segregation, or multi-mirror) settings.
The mode set [aggregation | segregation | multimirror] <m0 | m1> command
set allows you to set NUTAP-311’s redirect mode for Monitor Port MO/M1. For example, to

set NUTAP-311 Monitor Port MO to aggregation redirect mode, please input the
command “mode set aggregation mQ”.

D. NuTAP-311 HyperTerminal Command — monitor

Command Descriptions — monitor

show The monitor show command allows you to view header and media type for all
NuTAP-311’s ports (Network Port AO/Al1 and Monitor Port MO/M1).
The monitor [m0 | m1 | port=all] header [da | sa|id | dip | sip | dport | sport | mtu]
<Parameter> command allows you to configure NUuTAP-311’s Monitor Ports MO/ML1.
The configuration options available includes:
o DA: Destination Address e SIP: Source IP Address
e SA: Source Address e DPORT: Destination Port
e ID:ID e SPORT: Source Port
e DIP: Destination IP Address e  MTU: Maximum Transmission Unit
For example, to set NUTAP-311 Monitor Port MO’s destination port to port 9, please
_ input the command “monitor m0 header dport 0009”. The formats for each available
monitor configuration option are listed down below:
header e DA/SA: XX-XX-XX-XX-XX-XX e DIP/SIP: XXX XXX XXX. XXX
e ID: XXXX e DPORT/SPORT: XXXX
The monitor [mO | m1 | port=all] header mode command allows you to set
the combinations of headers that will be added to packets to/from designated
mode |Monitor Port (MAC, ID, Timestamp, IP, Port, Fragment). For example, to add
the header with ID and IP to packets to/from Monitor Port MO, please input the
command “monitor m0 header mode id+ip”
The monitor [mO | m1 | port=all] header reset command allows you to reset
reset all settings made to the specific Mpnitor Port. For example, to reset all settings
done for Monitor Port MO, please input the command “monitor m0 header
reset”.
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4. Installing/Uninstalling NuSet-MiniTAP

- NuSet-MiniTAP is a GUI (graphic user interface) utility software for setting test criteria and
ETAP

A system management. When NuTAP-311 is connected with PC via its RJ45-to-USB cable,
uSet-MiniTAF
y1,1b020 you can set test criteria, save/view testing results, and upgrade firmware/FPGA with

NuSet-MiniTAP.

However, before using NuSet-MiniTAP’s features and functions, you have to install it on your PC first.

NUTAP-311’s driver is contained in NuSet-MiniTAP. The required drivers and NuSet-MiniTAP will be
installed at the same time. Please note that DO NOT connect your NuTAP-311 to the PC before the
installation.

Please follow the steps down below to install NuSet-MiniTAP.

NuSet-MiniTAP Installation

1. Double-click NuSet-MiniTAP installation program
and start the installation process.

Preparing to Install...

HuSet-MinTAP +1.06000 Setup iz preparing the
InstallShield ‘Wizard, which will guide you through the
program setup process. Please wait.

Checking Dperating System Version 2. InstallShield Wizard is starting to install
I NuSet-MiniTAP. If you would like to cancel

installation, click “Cancel”.
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NuSet-MiniTAP Installation

i'.g—:'u MuSet-MiniTAP ¥1.0b000 - InstallShield Wizard il

Welcome to the InstallShield Wizard for
NuSet-MiniTAP +1.0b000

The Installshield(R) Wizard will allow vou to madify, repair, ar
remove MuSet-MiniTAP «1.0b000. To continue, click Mext.

3. Click “Next” to continue installation.

= Back Cancel I
i NuSet-MiniTAP ¥1.0b000 - InstallShield Wizard |
License Agreement 1 by |
Please read the Following license agreement carefully, I |
End User License Agreement il

IMPORTANT NOTICE
This is a license agreement between you (either an individual or a single entity)

and Xtramus Technologies (Xtrarmus™ 4. Click “l accept the terms in the license

” H “ ” H
Before installing or using this software, please read the following license terms agreement ) and click “Next” to continue.
carefully. By installing ar using this software, you are deemed to accept this
license agreernent. Do not install or use this software if you do not accept or
aoree with these license terms. =l

¢ T accept the terms in the license agreement

7 1do not accept the terms in the license agreement

Installshield

= Back I MNext = I Cancel I

i'.g—:'u MuSet-MiniTAP ¥1.0b000 - InstallShield Wizard il

Destination Folder 1 by |
Click Mexk to install to this Falder, or click Change ta install to a different folder, I |

G Install MuSet-MiniTAR +1.0b000 to:

Progrem Flesiyramst _ceng=.. | |5 Click the Change... button to install the program
to another folder, or click Next button to install the

program into the default destination folder, and then
continue next step. Click Back button to go back to
the previous step to modify.

Installshield

= Back Cancel
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NuSet-MiniTAP Installation

i'-‘v!;" MuSet-MiniTAP ¥1.0b000 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

IF you wank ko review ar change any of your installation settings, click Back, Click Cancel ko
exit the wizard.

Installshield

= Back Cancel

6. NuSet-MiniTAP InstallShield Wizard will start
installing momentarily. Click Install button if the
information is correct.

i'-‘v!;" MuSet-MiniTAP ¥1.0b000 - InstallShield Wizard

=101 %]

Flease wait whils the InstallShisld Wizard installs MuSet-MiniTAP +1,0b000,
This may take several minukes,

Installing NuSet-MiniTAP ¥1.0b000

The program Features vou selected are being installed.

Status:

Installshield

= Back [dExt =

7. InstallShield Wizard is installing NuSet-MiniTAP.

i'-‘v!;" MuSet-MiniTAP ¥1.0b000 - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed
MuSet-MiniTAR +w1,0b000. Click Finish to exit the wizard,

= Back Cancel

8. NuSet-MiniTAP installation completes. Click
Finish button to exit.
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To uninstall NuSet-MiniTAP, you can:

NuSet-MiniTAP Un-installation

Programs

2 Documents
Settings

) Search

| Help and Support

Windows XP Professional

istart () (] &

&=

luSet-MiniTAP v1.0b000

‘Welcome ko Ztramus

e Click Start > Programs > Xtramus >
NuSet-MiniTAP - Uninstall
NuSet-MiniTAP.

B Add or Remove Programs

Currently installed programs: ™ show updates

~=lolx|

Sort by: INama 'I

i
i

e Go to the Control Panel, choose
NuSet-MiniTAP from installed program
list, and click “Remove” to uninstall.
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5. NuSet-MiniTAP Overview

5.1. Starting NuSet-MiniTAP

Before starting NuSet-MiniTAP, please be sure that your NuTAP-311 is properly connected to your PC.
The figure down below is an example for connecting NuTAP-311 to PC via an RJ45-to-USB cable.

PC's USB Port

Connected via
USB Cable

e System Setting
e Firmware/lFPGA Upgrading
e Power Supply via USB Port

PC Running
NuSet-MiniTAP

You can start NuSet-MiniTAP by:

i‘.

NuTAP-311
Mini-USB Port

Starting NuSet-MiniTAP

Double-click NuSet-MiniTAP icon
located on your PC’s desktop

Documents
Settings
Search

)/ Help and Support

Run...

Windows XP Professional

bstart ) 4 @ »

Y

@] Welcame ko Htramus

Click Start - Programs >
Xtramus - NuSet-MiniTAP -
NuSet-MiniTAP.

If your PC is not connected with NuTAP-311, you can
still run NuSet-MiniTAP under Demo Mode. Almost

all NuSet-MiniTAP’s functions are available under
Demo Mode. However, please note that Demo
Mode is for system demo purposes only, and
does not serve any testing purposes at all.

=lalxl

@DEMO

B Corig Report Servee Languages Heb

[if] T 7 % 2% % % (]
Coer CH0,M0 CaAL | Wetwork PO AD Metwork Poct AL | Merdar POrMI . Monor FOet MI | System

Wl
=S

NUTAP-311

e
ALV

b 3 Corrected
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5.2. NuSet-MiniTAP Main Window Overview

B

FEES
Recannect

NuTAP-311

o NuSet-MiniTAP _ O] x|
D
1
B E |7 =2, =2 % % 0 @ Sz T
Counter s Cap, A0 Cap,Al | Metwork Port A0 Metwork Port A1 | Monitor Port MO Monitor Pork M1 | Syskem 1( rffAJy}US

B 3 NuTAP-3T1
Elo Swatem Infarmation

I:—:I"Ej Metwork Port A0 Status

B4 Connection Mode : Auta Al
: ) Link Status

) Link: Link down
) Speed  MiA

----- ) Flow Contral ; Off

----- ) Rate Control : Off

I:—:I"Ej Metwork Port A1 Status

|_'—_|'D Connection hMode : Auto All
B0 Link Status

) Link: Link down
) Speed : Mia

----- ) Flow Contral ; Off

----- ) Rate Control : Off

I:—:I"Ej Manitor Port b0 Status

EI’D Connection Mode : Auto All
=) Link Status
) Link: Link down

----- ) Flow Cantrol : Off

IEI“E; Monitor Port b1 Status

Elfj Connection bMode ; Auta 4l
= ) Link Status

O Link: Link down
) Speed : MiA

----- ) Flow Control : Off

NS et~ [InlTAP

-

Network TAP with Multi-Redirect and Smart-Filtering Rule

~ F
NuTAP-S60_310 Utility Functions Overview
The Menu Bar allows you to make settings about test criteria,
A Menu Bar view/save test log, change language displayed, and update firmware
IFPGA.
The Quick Launch Buttons allow you to reconnect your PC to
B Quick Launch Buttons |NuTAP-311, open/save test logs, and switching Main Display Screen
display mode.
C | System Status Overview Status of Network Port AO/A1, Monitor Port MO/M1, and NuTAP-311
system overview.
D | Test Running Status Icon |This icon shows the test running status of NuSet-MiniTAP.
N You can make detail configurations and view real-time testing diagrams
E Main Display Screen g
on the Main Display Screen.
. This icon shows the connection status between your PC and
F USB Connection Status NUTAP-311.
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6. NuSet-MiniTAP Functions

6.1. Menu Bar

File Config Repaort Service Languages

Help

NuSet-MiniTAP’s Menu Bar contains configuration options such as File, Config, Report, Service,

Languages, and Help. Please refer to the sections down below for detail information regarding to each

configuration option.

6.1.1. File

=D

Load Default Config, Profile
Load Existing Config. Prafile
Save Config

Exit

Function Descriptions — File

Load Default
Config. Profile

The Load Default Config function allows
you to set all NuSet-MiniTAP’s settings to
default value. Click YES to load
NuSet-MiniTAP’s default value, or click NO to
cancel.

g
:5) Are you sure to load default?

Load Existing
Config. Profile

Load a previously-saved configuration file
and applies these settings to NuSet-MiniTAP.

All the configurations you’ve made will be
saved as “ * .tcfg” files.

Load File x|

I i [ =l Open
Files of type: I(’Hdg) 4| Cancel )
¢ | 9 Contig = e @ B
Save the current configuration as a “ * .tcfg”
Save Config [file. All saved configuration files can be
loaded with Load Existing Config. Profile
function located on the Menu Bar.
o | =l Save |
twp [tk eie) | Cancel )
Exit A prompt pop-up window will ask if you are sure to exit NuSet-MiniTAP. Click YES to exit
NuSet-MiniTAP, or click NO to cancel.
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6.1.2. Config.

Config
Metwork Park a0
Metwork Pork &1

Maonitor Pork MO
Monitor Park M1

Port Configuration
System Configuration

Function Descriptions — Config.
Network Port The Network Port AO/A1 function located on the Menu Bar allows you to make
AO/AL settings regarding to Network Port AO/A1 on the Main Display Screen. For more
detail information, please refer to 6.5. Network Port Settings.
Monitor Port The Monitor Port AO/A1 function located on the Menu Bar allows you to make settings
MO/M1 regarding to Monitor Port AO/A1 on the Main Display Screen. For more detail
information, please refer to 6.6. Monitor Port Settings.
You can make settings regarding to NuTAP-311’s Network Port AO/Al and Monitor
Port MO/M1 with the Port Configuration function located on the Menu Bar.
x|
You can set the connection rate for Network  Mdia e | Fiow Control | Rate Contro
Ports and Monitor Ports with the Media Type o
* Auto
menu tab  Force 100 Full
> Auto All: Set all Network Ports and £ Fore= T00M Pl
Monitor Ports as auto-negotiation.
» Force 10M Full: Set all Network Ports
and Monitor Ports to 10M Full-duplex.
» Force 100M Full: Set all Network Ports
and Monitor Ports to 100M Full-duplex. ok |
x|
When Flow Control is enabled, the Media Type. Flow Cortrol | Rate Carrl
transmitting rate will drop if traffic overflow Network Port A0  Metwork Fort A1
occurs.  On o Off = On & Off
Port . ~ Monitar Part k0 ™~ konitar Port k1
Configuration | > On: Enable Flow Control. ~ on & of ~ on & of
» Off: Disable Flow Control. o
Please note that before making Rate L B e e o PR
Control settings, Network Port AO/Al’s Flow
Control function must be enabled. ok | [ aneel | e |
x|
hedia Typel Flow Control ~ Rate Control |
You can set the transmitting/receiving rate et o etwark Port A1
for Network Port AO/Al if Flow Control is Clon ot cion ) of
enabled. Rate: |1n.uu Mbps Rate: |1n.nu Mbps
» On/Off: Enable/Disable Rate Control. Moo
> Rate When Ra.te COI’]tI’O| |S enabled, Changing Flows Control or Rate Control settings might cause
you can set the transmitting/receiving rate =~ | S ¥t chenses andpacketioss.
for Network Port AO/A1L. T oc | o] o
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Function Descri

tions — Config.

System
Configuration

You can set NUTAP-311’s IP here in this
field. These settings will be used when
connecting NuUTAP-311 to an existing
network and access NuTAP-311 via
configuration web pages. Click “Apply”
located on the button-right to save/apply all
the changes you’ve made.

P

P
" DHCF

The IP section allows you to configure
NuTAP-311’s IP settings.

» DHCP: NuTAP-311 will acquire IP/Subnet
Mask/Gateway addresses automatically
from the network DHCP server.

» Static IP: Set NuTAP-311’s IP/Subnet
Mask/Gateway addresses manually.
Please input the IP Address, Mask
Address, and Gateway Address
according to your network settings in the
fields down below Static IP.

+ Static IP

IPAddress:| 0 . 0 0 0

Mark.-’-'«ddress:l 255 255 255 255

Gateway.l’-'«ddress:l o.0.0.0
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6.1.3. Report

| Repart

Counker Report

niversal Stream Counter{USC) Report

Capkure Metwork Port 80 Packets
Capkure Metwork Port &1 Packets

Function Descriptions — Report

Counter Report

The Counter Report button located on the Quick Launch Buttons allows you to
view Network Ports and Monitor Ports’ counter reports and charts on the Main
Display Screen. You can save the test statistics here as well. For more detail
information, please refer to 6.7. Counter Report.

Universal Stream
Counter (USC)
Report

Each of NuTAP-311’s Network Port supports two sets of Universal Stream
Counter (USC). The Universal Stream Counter (USC) Report function located
on the Menu Bar allows you to view USC statistics on the Main Display Screen.
You can save the USC statistics here as well. For more detail information, please
refer to 6.8. Universal Stream Counter (USC) Report.

Capture Network
Port AO/Al Packets

Capture Network Port AQ Packets

°d

[ u
pen S Siop  Seting € Caphure-and-Blop Mode & Reabtime Mode

No# | DaltaTimefus) | Lengtiwith CRC) | [ wen Frotocol | o | SIF |
247 5307 54 02 o o a

Wa
Wa

248 15200
240 13600

50 2000
251 15108
252 13600
53 15200
254 23407

nis
i e
00:22:42:41 4000 wa wa nia wa
00:22:42:41:A0:00

00,2242 41 AD.0D wa wa nia
285 3608 64 00224218000 | 0022241 AD.OD e e nis
258 23400 84 00:22:42.41:8000 | 00:22:42.A1 AD.OD s s nis

= Tva=
; o0z

o 1 Bl

B0 00 00 22 A2 &1 AD 00 00 00 00 00
00 00 00 00 0D Dd 00 00 0O 00 00 00
00 00 00 00 00 DO 00 00 0O 00 00 00
00 00 D0 00 0D 00 00 00 D2 4F B3 3B

The Capture Network Port AO/A1 Packets function located on the Menu Bar
allows you to capture packets flowing through Network Port AO/A1l.
NuSet-MiniTAP has two different modes available for capturing packets:

" Capture-and-Stop Mode © Realtime hMode

» Capture-and-Stop Mode: NuSet-MiniTAP will capture and store packets in
NuUTAP-311’s memory buffer. The captured packets will be displayed when you
stop packet capturing. Please note that only 8 packets will be stored to the
memory buffer at the same time, and old packets stored in the memory buffer
will be replaced by new captured packets.

» Real-time Mode: NuSet-MiniTAP will capture all packets that meet the criteria,
and display them in a real-time fashion.

= A [ [ | [

Qpen  Save Start Stop  Setting

You can control packet capturing with the control buttons located above.

> Open: Open a“* .pcap” file and view x
captured packets with NuSet-MiniTAP. Memory Buffer Size

The memary buffer size used while capturing.
lfwou notice packet drops.you can try to increase this
size.

» Save: Save the captured packets as a
file in the format of “ * .pcap”.

» Start/Stop: Start/Stop packet capturing.
» Setting: A Capture Settings window oK |
will pop up, allowing you to set memory

4

Buffer Size: (LIE ﬂKilobytes(KEl)

Cancel

buffer size (KB).
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Function Descriptions — Report

No# | DebtaTime(us) | Lengthiwith CRC) | DA | 54 YLAN Frmaesll | DIP | P
1 0 4 AR BAAGBAAD A B EAAT BAAE A nfa nfa nla nla
2 7 B4 45544 BAAS DA A5BAAD DAAGEA nia nia nia nla
3 i B4 ARBAAEBAAD A AB:EAAS BAAGEA nfa nfa nla nla
4 7 A4 A5 BAARBAARBA ABEA AR BAAGGA nia nia nia nfa
] 7 3 A55AA0AAT 0L ARGAATEAASGEA nia nia nia nla
& 7 4 AR BAAGBAAD A B EAAT BAAE A nfa nfa nla nla
7 B B4 455445544554 A5:BAAD DAL EA nia nia nia nla
8 7 B4 AR BAAEBAAD A B EAASBAAE A nfa nfa nia nla
Item Mame | Walue
(= Ethernet 11

> Destination ASISAIAS:ISAIASISA

i ASISAIAGISAIASISA

OxASSA

Capture Network
Port AO/Al Packets
(Contd.)

oooopoo0 AS SA& AL A4 AL GA AD DA AD GA AL DA AL DA AL LA X Z Z XTI IZ
00000010 A5 54 AD SA AG GA AG GA AG GA AR GA AR GA A5 BA ZZ ZZZZIZIE
00000020 AS S& AL SA A5 SA AC DA AD GA AL GA A2 00 07 00 22 Z 72 Z.Z ..
ooooponan on o0 5F 06 BB 99 34 3D AL SA AR GA E7 00 AD 51 . _ 4= Z Z mQ

Fields down below display information including captured packets’ Delta Time
(Ms), Packet Length (with CRC), DA (Destination Address), SA (Source
Address), VLAN, Protocol, DIP (Destination IP Address), and SIP (Source IP
Address). Also, you can view the content of the captured packets in the bottom
field.
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6.1.4. Service

Service

Syskemn Upgrade *
Terminal Web Connection

Function Descriptions — Service

The System Upgrade function located on the Menu Bar allows you to upgrade
NuTAP-311’s firmware and FPGA. The following section will demonstrate how to upgrade
NuTAP-311’s firmware with NuSet-MiniTAP. The processes for upgrading firmware and

FPGA are quite the same and can be related.

Service Languages  Help

Fitrnware Upgrade
FPGA Upgrade

stem |pgrade

Terminal Web Connection

1. Please click Service —» System

Upgrade - Firmware Upgrade on

the Menu Bar. If you want to upgrade
FPGA, please choose FPGA
Upgrade.

NuSet-MiniTAP x|

File

|| Browse |

i Svztem Infarmation

Model: [MuTap-311

Hardware Yersion: |V.MF'D1

Firrriware Yersion: |vD.‘IbDDD

FPGA Yersion:

|v0.1b000

2. ANuSet-MiniTAP window will pop up.
Please click the Browse button.

File
IC:INuTAF'—B‘I 1_RTC_+1.2b00MNUTAP-311_RTC_+1.2b001 bin

i Browse |

i Svztem Infarmation

kodel:

FPGA Yersion:

Hardware Yersion:

Firrriware Yersion:

[MuTaP-311

[ vhPO1

| 016000

| 016000

Upgrade Cancel

Upgrade I Cancel
SyStem Lookn [ NuTAP-311_RTC_v1 20001 JE | N N s e
Upgrade i
3. A Load File window will pop up.
© Please choose the firmware file saved
on your PC. The firmware/FPGA file
H[. should be in the format of “ * .bin”.
o Click Open after you've chosen the
My Computer file.
! File name: [ftuTAP-311_RTC_v1 2b001 =l Open |
Files of type: [ ¢*biny =l Cancel )
|

4. Click Upgrade button to start
upgrading NUuTAP-311’s firmware.
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Function Descriptions — Service

kS
5. Please note that the upgrading

‘P | Flease note that upgrading will set all settings to defaulk, . .
u‘_'/ Click YES ko continue upgrading, or click MO ko cancel, prpcess will set al_l settlngs to deffau"'
Click YES to continue the upgrading
Mo process.

System Upgradi.ng will take 1 minutes.while upgradir?g, ; 6 Nuset_MlanAP WI” start upgradlng i
Upgrade The device's power must be ALWAYS ON during the upgrading process. f|rmware Please note that dunng th|s
(Contd.) [ | process, NUTAP-311’s power must be
' ALWAYS on.

B x|

Upgrade completed! .
Flease restart your device by powering it off, and power it back. 7. Upgrade Complete! _NUTAP'311 will
reboot after upgrading firmware.

Terminal Web|The Terminal Web Connection function will open your web browser and connect to
Connection [NUuTAP-311’s configuration webpage.

6.1.5. Language

Languages

v English
Simplified Chinese

Function Descriptions — Language
En_gllshl NuSet-MiniTAP has 2 different languages for its Ul available. You can set the language
Chinese . : ) . ;
. . of Ul to either English or Simplified Chinese.
Simplified
6.1.6. Help
Help
wkramus Web
Swskerm Requirements
About MuSet-MiniT &P
Help

Xtramus Web |Open your default web browser and access Xtramus Website (www.xtramus.com).

A “System Requirements” window will pop up and show the requirements for your

System PC and the FPGA/Firmware of NUTAP-311.
Requirements

» OK: Click this button to exit the “System Requirements” pop-up window.

About

NUSet-MiniTAP An “About” window will pop up and show detailed system information.
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6.2. Quick Launch Buttons

—
CEC
Reconmeck

EH [

Counter aC

A s " s % 0

Cap, A0 Cap,Aa1 | Mebwork Port A0 Metwork Port &1 | Monitar Pork M0 Monitor Pork M1 | Syskem

These Quick Launch Buttons allow you to reconnect NUTAP-311, view counter/USC (Universal Stream
Counter) statistics and chart, set packet capturing criteria, and make Network Port AO/A1, Monitor Port

AO0/Al and system configurations. Please refer to the section down below for more detail descriptions

regarding

to Quick Launch Buttons.

6.2.1. Reconnect

Function Descriptions — Reconnect

+ 4
L | ]

Recommeck

If the connection between your PC and NUuTAP-311 is down, a “Disconnected” icon
7F#843 Disconnected will be shown in “System Connection Status”.

Az
Press Reconnect button Reconnect to re-establish the connection between your PC and

NuTAP-311. If the connection has been established successfully, a message window will pop
up, and the “System Connection Status” will be shown as “Connected”zF=1 Connected,

6.2.2. Counter

Function Descriptions — Counter

[EH

Counker

The Counter Report button located on the Quick Launch Buttons allows you to view
Network Ports and Monitor Ports’ counter reports and charts on the Main Display Screen.
You can save the test statistics here as well. For more detail information, please refer to 6.7.
Counter Report.

6.2.3. USC (Universal Stream Counter)

Function Descriptions — USC

[

15

Each of NuTAP-311's Network Port supports two sets of Universal Stream Counter (USC).
The USC button located on the Quick Launch Buttons allows you to view USC statistics on
the Main Display Screen. You can save the USC statistics here as well. For more detail

information, please refer to 6.8. Universal Stream Counter (USC) Report.

6.2.4. Cap, AO/A1

Function Descriptions — Cap, AO/A1

Cap, a0 Cap, Al

The Cap, AO0/A1 buttons located on the Quick Launch Buttons allow you to capture
packets flowing through Network Port AO/Al. For detail description regarding to this
function, please refer to 6.1.3. Report, Capture Network Port AO/Al Packets.
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6.2.5. Network Port AO/Al
Function Descriptions — Network Port AO/AL

Netwark Port a0 | 1N€ Network Port AO/A1 buttons located on the Quick Launch Buttons allow you to
make settings regarding to Network Port AO/Al on the Main Display Screen. For more

detail information, please refer to 6.5. Network Port Settings.
Metwork: Port Al

6.2.6. Monitor Port MO/M1
Function Descriptions — Monitor Port MO/M1

Manitor Pork o | 1 D€ Monitor PortM0/M1 buttons located on the Quick Launch Buttons allow you to
make settings regarding to Monitor Port MO/M1 on the Main Display Screen. For more

detail information, please refer to 6.6. Monitor Port Settings.
Monitor Park M1

6.2.7. System

Function Descriptions — System

The System button located on the Quick Launch Buttons allows you to set

0 NuTAP-311’s IP here in this field. These settings will be used when connecting
NuTAP-311 to an existing network and access NuTAP-311 via configuration web pages.

Swst : . . : . .
Ve For detail description regarding to this function, please refer to 6.1.2. Config, System
Configuration.
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6.3. System Status Overview

NuTAP-311

T MuTAP-311

-

=@ Systern Information
----- i =M 10TAPDDDODM
----- D MaAC: 00-22-42-27-00-01
|:—:|Ea3 Metwark Port A0 Statuz
----- :} Connection Mode : Auto All
=) Link Status
) Link: Link Up
) Speed 1000k Full
----- () Flow Contral : Off
----- {1} Rate Limit: Off
[—]Ea3 Metwark Port A1 Statusz
----- () Connection Mode : Auta Al
[—]:} Link Statusz
----- {3} Link: Link Up
) Speed:1000M Full
----- () Flow Contral : Off
----- () Rate Limit: Off
[—jﬂag kdonitor Port k0 Status
----- () Connection Mode : Auto All
=) Link Status
..... () Link: Link Up
) Speed: 1000k Full
----- ) Flow Contral - Off
|'_—'|Ea3 hAdanitar Port kA1 Statusz
----- ":_} Connection Mode : Auto All
=) Link Status
----- () Link: Link Up
) Speed: 1000k Full
----- {3} Flow Contral : Off

The System Status Overview allows you to view NUuTAP-311’s system information, Network Port AO/Al
status, and Monitor Port MO/M1 status. You can unfold the list with the = button, and fold the list with the
= button.

6.4. Test Running Status Icon
T he Test Running Status Icon indicates if there’s a test running.

Test Running Status Icon

No test is underway

e e

Test is running
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6.5. Network Port Setting
You can configure filtering/capture criteria and pattern check for Network Port AO/Al in the Port Config —

Network Port screen. There are two ways to access Port Config — Network Port:

Accessing Port Config — Network Port

Fe

o NuSet-MiniTAP

Metwork Port 41

File | Config Report Service Languages Help

Cap, A0 Cap,Al

z|[Z|

Manitar Park MO
Monitar Port M1

Metwork Pork A0 Mebwork Part A1 ‘

8

|
Manitar

Part Caonfiguration
Syskem Configuration

D siN:10TAPIONODY

File | Config Report Service Languages Help

Monitar Park MO
Monitar Port M1

Part Configuration
Swskem Configuration

i 5 10TAPO0ONDT
...... B0 bAAC - N7 2-A2 -2 7-00-M1

Pont Config - Network Port A0

Frotocal |SDFR| Resultl
[~ Filter all packets

Farwarding Filter | Capture Critetia I Re-dire

Cap, A0 Cap,Al §Mebwork Port &0 Metwork Port Al

Frotocol |SDFR| Resultl
[" Filter all packets

El

Maritor - Click the Network Port AO/A1 button located
Port Config - Network Port A0

Farwarding Filter | Capture Criteria I Re-dire

o Click Network Port AO/Al located on Config
in the Menu Bar.

on Quick Launch Buttons.

Port Config - Network Port A0

Farwarding Filter | Capture Criteria I Re-direct Fllterl Pattern Check

Frotocol | SDFR | Result]
I Filter all packets
- MAC
" Broadcast
I hulticast
I Unicast
[~ wian
[~ QinG{Double YLAN Tag)
[” CRC Error

[ Metwark
I~ sRF
I 1P
I~ IPvE
[ IChP
" IPCS Errar
™ Pattern Check

[ Protocal
I~ TcP
[~ uDpP
[~ FTP
C RTP

 Description

Al

Network Port

Forwarding Filter

Network Port
o T

Transmitted packets from Betwork Port A0 to 41 (or the other way around)
that meetthe criteria set in Forwarding Filter will be filtered out or through.

Filter

Aoply

NuSet-MiniTAP’s Network Port settings include Forwarding Filter, Capture Criteria, Re-direct Filter,

and Pattern Check. Please see the sections down below for detail descriptions.
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6.5.1. Forwarding Filter

Forwarding Filter

Metwork Port
Al

Filter

With Forwarding Filter, NUTAP-311 will transmit packets from Network Port AO to Al (or the other way
around) that meet the criteria set in Forwarding Filter will be filtered out or through. The Forwarding

Filter setting screen contains three tab-menus: Protocol, SDFR (Self-Discover Filtering Rules), and

Result.

A. Forwarding Filter

— Protocol

Protocal | sDFR | Resutt|
I™ Filter all packets

[ MAC
I™ Broadeast

I~ Multicast

™ Unicast

™ wien

™ Qind(Double YLAR
" CRCError

Metwark

" &RP

[ Pt

[ PG

[~ 1eMP

Tag) [ IPCS Error
[ Pattern Check

Protocol
I~ TP
I~ uoP
 Fe
I~ RTP

[ Description

Forwarding Filter

Network Port

AD '—]

Filter

Network Port

Al

Transmitted packets from Metwork Port AD to A1 {or the ather way around)
that meet the criteria set in Fornwarding Filter will be filtered out or through

Apply

Protocol — Filter All Packets

Click the Filter all packets check box to filter all packets.

Protocol — MAC

Broadcast Multicast Unicast
VLAN QinQ (Double VLAN TAG) CRC Error
Protocol — Network
ARP IPv4 IPv6
ICMP IPCS Error Pattern Check
Protocol — Protocol
TCP UDP FTP RTP

Protocol — Button

Y. Apply: Apply and save the changes you’ve made on this page. After making any settings
—lp'” on this page, you must click the Apply button or all changes will be lost.
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B. Forwarding Filter - SDFR

Frotocal  SDFR |Resu|t|

[ ~ Rule Setting

D&,

[T sa D& |Range | |no-00-00-00-00-00 <pa< |00-00-00-00-00-00

=T

™ op 54 |Range | |00—00—00—00—00—00 =545 |00—00—00—00—00—00

::E:z;ﬁ pp [Range ][ 00 0 0 <op<[ D0 0 0
D& & DIF

::SA&S", gp e [ 00 0 0 <spc [0 .0 0 0

[ s a0P

[T sP&DP

[7 DA &SA&SIP&DP

i~ Current Filber ~ Techrical Terms
D4 : Destination MAC Address

SA: Source MAC Address
DIP : Destination IP Address
SIP: Source IP Address

Apply

SDFR

SDFR (Self-Discover Filtering Rules) is a technology that makes packet capturing/filtering over Ethernet
easy and convenient. SDFR parameters include filter of Layer 2 Destination MAC Address (DA), Source
MAC Address (SA), Layer 3 Destination IP Address (DIP), and Source IP Address (SIP). Each filter is
independent and can be activated in any combinations.

SDFR — Choosing SDFR Parameters

You can choose the criteria with the check boxes. The SDFR parameters available here FE:
includes: [ =P
[ oF
» DA: Destination MAC Address » DIP: Destination IP Address [T DA & 5A
> SA: Source MAC Address > SIP: Source IP Address [ones
As mentioned above, each parameter is independent and can be activated in any Fz:zi:g
combinations of DA, SA, SIP, DIP, DA & SA, DA & SIP, DA& DIP, SA& SIP, SA& DIP, i aoe
SIP & DIP, and DA & SA & SIP &DIP. [T DA & SA &SP & DIP

SDFR — Rule Setting

The Rule Setting field allows you to set and input the value of DA, SA, DIP, and SIP. The value of SDFR
parameters can be set as Single, Pair, and Range. The following descriptions will use DA as example.

Single: A single value will be used as SDFR

D4 |Singe | {oo-00-00-00-00-00
| | parameter.

D& |Psi x| |00-00-00-00-00-00 o [00-00-00-00-00-00 Pair: Two values will be used as SDFR parameters.

Range: Values within the range of the two values set

D4 |Range +| |00-00-00-00-00-00 £pa= [00-00-00-00-00-00 ;
! =l ! here will be used as SDFR parameters.

SDFR — Current Filter/Technical Terms

The Current Filter field displays the settings you’ve made, while the Technical Terms field displays the
explanations for DA, SA, DIP, and SIP.

SDFR - Button

P Apply: Apply and save the changes you’'ve made on this page. After making any settings
—IF":"\" on this page, you must click the Apply button or all changes will be lost.
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C. Forwarding Filter — Result

Frotocol | SDFR Result |

[CRC error)

+

(DA & SA & SIP & DIP)

+

DA (Randge) : 00-00-00-00-00-00 = FF-FF-FF-FF-FF-FF
34 (Range) o 11-11-11-11-11-11 = ZEZ-22-22-22-22-22
DIF (Range) : 192.1658.1.1 = 192 .165.1.100

3IF (Range) : 192.165.10.1 = 19z.165.10.100

Apply

Result

The Result page will display the settings you’ve made in Protocol and SDFR pages.
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6.5.2. Capture Criteria

Capture Criteria

Metwork Port
R

Criteria

Trigger L=

MNuTAP-SE1
Metwork Fort
A

With Capture Criteria, transmitted packets from NuTAP-311’s Network Port AO to A1 (or the other way
around) that meet the criteria set in Capture Criteria will be captured and stored in NUTAP-311’s buffer
memory. All packets captured and stored this way can be accessed via any Monitor Port upon user
requests.

A. Capture Criteria — Protocol

Forwarding Filter Capture Criteria | Re-direct Filter | Pattern Check
Frotocal | SDFR | Result|
™ Capture all packets

hAC M etiork Protocal
™ Brozdcast [~ &RP ™ TcP
I Multicast [ 1P I~ uoP
™ Unicast [ IPvG I~ FTP
I~ wiaN [~ IchpP I RTP
I~ QinGDauble YLAN Tag) I~ IPCS Error
™ CRC Errar [~ Pattern Check

[ Description
Transmitted packets from MNetwork Port 40 o A1 {or the other way around)
that meetthe criteria setin Capture Criteria will be captured and stored in
MNuTAP-561 s buffer memary. &ll packets captured and stored this way can be
accesged via any Monitor Port upon user requests.

Capture Criteria

Network Port
AQ

Criteria
Trigger T

Network Port
Al

Apply
Protocol — Capture All Packets
Click the Capture All Packets check box to capture all packets.
Protocol — MAC
Broadcast Multicast Unicast

VLAN QinQ (Double VLAN TAG) CRC Error
Protocol — Network

ARP IPv4 IPv6

ICMP IPCS Error Pattern Check
Protocol — Protocol

TCP UDP FTP RTP
Protocol — Button
] |App|y: Apply and save the changes you’ve made on this page. After making any settings
A on this page, you must click the Apply button or all changes will be lost.
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B. Capture Criteria— SDFR

Frotocal  SDFR |Resu|t|

[ ~ Rule Setting

D&,

[T sa D& |Range | |no-00-00-00-00-00 <pa< |00-00-00-00-00-00

=T

™ op 54 |Range | |00—00—00—00—00—00 =545 |00—00—00—00—00—00

::E:z;ﬁ pp [Range ][ 00 0 0 <op<[ D0 0 0
D& & DIF

::SA&S", gp e [ 00 0 0 <spc [0 .0 0 0

[ s a0P

[T sP&DP

[7 DA &SA&SIP&DP

i~ Current Filber ~ Techrical Terms
D4 : Destination MAC Address

SA: Source MAC Address
DIP : Destination IP Address
SIP: Source IP Address

Apply

SDFR

SDFR (Self-Discover Filtering Rules) is a technology that makes packet capturing/filtering over Ethernet
easy and convenient. SDFR parameters include filter of Layer 2 Destination MAC Address (DA), Source
MAC Address (SA), Layer 3 Destination IP Address (DIP), and Source IP Address (SIP). Each filter is
independent and can be activated in any combinations.

SDFR — Choosing SDFR Parameters

You can choose the criteria with the check boxes. The SDFR parameters available here FE:
includes: [ =P
[ oF
» DA: Destination MAC Address » DIP: Destination IP Address [T DA & 5A
> SA: Source MAC Address > SIP: Source IP Address [ones
As mentioned above, each parameter is independent and can be activated in any Fz:zi:g
combinations of DA, SA, SIP, DIP, DA & SA, DA & SIP, DA& DIP, SA& SIP, SA& DIP, i aoe
SIP & DIP, and DA & SA & SIP &DIP. [T DA & SA &SP & DIP

SDFR — Rule Setting

The Rule Setting field allows you to set and input the value of DA, SA, DIP, and SIP. The value of SDFR
parameters can be set as Single, Pair, and Range. The following descriptions will use DA as example.

Single: A single value will be used as SDFR

D4 |Singe | {oo-00-00-00-00-00
| | parameter.

D& |Psi x| |00-00-00-00-00-00 o [00-00-00-00-00-00 Pair: Two values will be used as SDFR parameters.

Range: Values within the range of the two values set

D4 |Range +| |00-00-00-00-00-00 £pa= [00-00-00-00-00-00 ;
! =l ! here will be used as SDFR parameters.

SDFR — Current Filter/Technical Terms

The Current Filter field displays the settings you've made, while the Technical Terms field displays the
explanations for DA, SA, DIP, and SIP.

SDFR - Button

P Apply: Apply and save the changes you’'ve made on this page. After making any settings
—IF":"\" on this page, you must click the Apply button or all changes will be lost.
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C. Capture Criteria — Result

Frotocol | SDFR Result |

[CRC error)

+

(DA & SA & SIP & DIP)

+

DA (Randge) : 00-00-00-00-00-00 = FF-FF-FF-FF-FF-FF
34 (Range) o 11-11-11-11-11-11 = ZEZ-22-22-22-22-22
DIF (Range) : 192.1658.1.1 = 192 .165.1.100

3IF (Range) : 192.165.10.1 = 19z.165.10.100

Apply

Result

The Result page will display the settings you’ve made in Protocol and SDFR pages.
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6.5.3. Re-Direct Filter

Re-direct Filter (Re-direct to Port M)

Metwork Port Monitor FPort
Al MO
Filter
Metwark Port Maonitor Port
A M1

With Re-Direct Filter, transmitted packets from specific Network Ports can be filtered and sent to the
designated Monitor Ports. Re-Direct Filter can be divided into Aggregate, Segregate, and
Multi-Mirror.

Re-Direct Filter Mode

Captured and sent Monitor Port M0

to ONE designated Aggregate: Transmitted packets from
Monitor Port Network Port AO to Al (or the other way

around) that meet the criteria set in
O g O Re-Direct Filter will be captured and
o transferred to ONE designated Monitor
Network Port Packet Flow Network Port  Port.
A0 A1
Monitor Port M0

Captured and transferred to ONE
designated Monitor Port judging by the .
direction of packet-transmitting flow Segregate: Transmitted packets between

Network Port AO and Al that meet the
criteria set in Re-Direct Filter will be

= Packet Flow cap;ured and tra_nsferred. to QNE
Network Port N’-tw # bort designated Monitor Port judging by the
€ i';} ° € ‘;{1 oMt direction of packet-transmitting flow (AO
- Al orAl - AO0).
Monitor Port M1
Monitor Port MO/M1
Captured and transferred > Multi-Mirror: Transmitted packets from
to BOTH Monitor Ports Network Port AO to Al (or the other way
around) that meet the criteria set in
- Re-Direct Filter will be captured and
O - O transferred to BOTH Monitor Ports.
Packet Flow
Network Port Network Port
A0 A1l
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A. Re-Direct Filter — Protocol

Forwarding Filterl Capture Criteria Fe-direct Filter | Pattern Checkl

Protacal | SDFR' Sessionl Resultl

 Direction

W Re-direct to bMaonitar Part b0 [ Re-direct to Monitar Part b1 | [ Re-direct all packets
I T Metwork ————————— ~ Protocal

™ Broadcast I~ ARP I~ ToP

™ Multicast 1P [~ UDP

I Unicast I IPvE I~ FTP

I wian ™ ICHMP I~ RTP

™ QinGiDouble WLAMN Tag) [ IPCS Errar

[~ CRCEror [” Pattern Check

~Description
‘with Re-direct Filter, transmitted packets from specific Metwork Ports can be filtered and

sentto the designated kMonitor Ports. Re-direct Filter can be divided into Aggregate,
Segregate, and bulti-mirrar.

Re-direct Filter (Re-direct to Port M0)

Network Port Menitor Port
A0 Mo
Filter
MNetwork Port Menitor Port
Al M1

Apply

Protocol — Direction

The Direction field allows you to set the direction of the packet flow.
» Re-Direct to Monitor Port MO: Re-direct packets that meets the criteria from the Network Port to

Monitor Port MO.
» Re-Direct to Monitor Port M1: Re-direct packets that meets the criteria from the Network Port to

Monitor Port M1.
Please note that the figure displayed in the Description field will change according to the re-direct setting

you've made here.

Protocol — Re-Direct All Packets

Click the Re-direct all packets check box to re-direct all packets.
Protocol — MAC

Broadcast Multicast Unicast
VLAN QinQ (Double VLAN TAG) CRC Error
Protocol — Network
ARP IPv4 IPv6
ICMP IPCS Error Pattern Check
Protocol — Protocol
TCP UDP FTP RTP

Protocol — Button

Y. Apply: Apply and save the changes you’'ve made on this page. After making any settings
—Ip” on this page, you must click the Apply button or all changes will be lost.
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B. Re-Direct Filter - SDFR

Protocal  SOFR |Sessi0n| Result |

[ e

[mE-7Y

O v

[mi-=1]

o

7 sPort

[ DPort

[ oeasa

[ oasssav

[T paasp

[T pazop

[ saasrp

[ sas0P

[ =P aoP

[ =P & SPort

[T s & DPort

[T P & =Port

[ DIP & DPort

[ SIP &0 & SPort
[T P &0 & DPort
[ SIP & DIP & SPort & DPort
7 %D & SIP & DIP & SPort & DPort
[ D& &S84 2 5P & DIP

— Rule Setting

DA |Range j|00—00—00—00—00—00 LDAE |00—00—00—00—00—00

sp [Range ~| |oo-0o-o0-00-00-00 <sa< [00-00-00-00-00-00

vip [Range =] [0

= =
;IQVIDQ 1] =

D|p|HangEj| o. 0. 0.

D%DIP%ID.D.D.D

SIP |F!ange h I R

UéSIF'éIU 0. 0.0

Dpo,[|Hange j IU j =DPoit= [0 j
sport[Fang= ] |0 jaspong 0 :II
i~ Current Filter Technical Tems
DA : Destination MAC &ddress
54 : Souce MAC Address
WD VLAN 1D

DIP : Destination IP Address
SIP : Source IP Address
DPort: Destination Port
SPort : Source Part

[T D4 254 & SIP&DIP & SPort & DPort
[T D& &34 & VID & SIP & DIP & SPorl & DPorl

| | i

Apply

SDFR

SDFR (Self-Discover Filtering Rules) is a technology that makes packet capturing/filtering over Ethernet
easy and convenient. Each filter is independent and can be activated in any combinations.

SDFR — Choosing SDFR Parameters

You can choose the criteria with the check boxes. The SDFR parameters available here includes:

> DA: Destination MAC Address > DIP: Destination IP Address » SPort: Source Port

> SA: Source MAC Address » SIP: Source IP Address

> VID: VLAN ID > DPort: Destination Port
As mentioned above, each parameter is independent and can be activated in any combinations of DA, SA,
VID, SIP, DIP, SPort, DPort, DA & SA, DA & SA & VID, DA & SIP, DA & DIP, SA & SIP, SA & DIP, SIP &
DIP, SIP & SPort, SIP & DPort, DIP & SPort, DIP & DPort, SIP & DIP & SPort, SIP & DIP & DPort, SIP
& DIP & SPort & DPort, VID & SIP & DIP & SPort & DPort, DA & SA & SIP &DIP, DA & SA & SIP & DIP
& SPort & DPort, and DA & SA & VID & SIP & DIP & SPort & DPort.

SDFR — Rule Setting

The Rule Setting field allows you to set and input the value of DA, SA, VID, DIP, SIP, DPort and SPort.
The value of SDFR parameters can be set as Single, Pair, and Range. The following descriptions will us
DA as example.

Single: Asingle value will be used as SDFR

DA |Single j|nn—nn—nn—nn—nn—nn
parameter.

pa [Psr | [oo-on-00-00-00-00 o [on-oo-so-o0-n0-00 Pair: Two values will be used as SDFR parameters.

Range: Values within the range of the two values set

Dg  |Range j 00-00-00-00-00-00  =pA= |00-00-00-00-00-00 ;
! ! ! here will be used as SDFR parameters.

SDFR - Current Filter/Technical Terms

The Current Filter field displays the settings you’'ve made, while the Technical Terms field displays the
explanations for DA, SA, VID, DIP, SIP, DPort, and SPort.

SDFR — Button

P Apply: Apply and save the changes you’'ve made on this page. After making any settings
—IF":"\" on this page, you must click the Apply button or all changes will be lost.
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C. Re-Direct Filter — Session

F'rotoc:oll SDFR Session |Resu|t|

a0 - >MOM1

 sp| 0.0 .0 0O pp| 00 .0 0
Fosr[ 0.0 0.0 g v 00w
A0 - MO/

|_S|P:U.U.U.U D”:\:D.D.D.D
M oge| 0.0 0 0 Pl 0.0 . 0.0

i~ Techrical Termns
DIP : Destination IP
SIP: Source IP Address

Apply

Session

NuSet-MiniTAP supports two Session Filters for each Network Port. Each Session Filter allows you to
set the packets flow from the SIP (Source IP Address) to the DIP (Destination IP Address). The IP

addresses that serve as SIP and DIP will be switched (Previous SIP — Current DIP, Previous DIP —
Current SIP) afterward.

To set the Session Filters, please check the check box and input the SIP and DIP.

Session — Button

Aol Apply: Apply and save the changes you’'ve made on this page. After making any settings
—lpw on this page, you must click the Apply button or all changes will be lost.
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D. Re-Direct Filter — Result

F'rotoc:oll SDFR' Seszion  Fesult

[Re—direct to Monitor Port MO)

+
[Broadocast + TCP + UDP)
+
(DA & 3L & WID & 3IF & DIF & SPort & DFort)

+
[Sesseion)

Apply

Result
The Result page will display the settings you’ve made in Protocol, SDFR, and Session pages.
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6.6. Monitor Port Setting
You can configure filtering/capture criteria and pattern check for Monitor Port MO/M1 in the Port Config —

Monitor Port screen. There are two ways to access Port Config — Monitor Port:

Accessing Port Config — Monitor Port

o NuSet-MiniTAP
File | Config Report Service Languages Help

Metwork Port AQ
Metwork Port A1

Manitar ®

Click Monitor Port MO/M1 located on Config
in the Menu Bar.

Cap, A0 Cap, Al | Metwork Pork A0 Network Port A1

Port Config - Monitor Port MO

Monitor Park MO
Maonitor Port M1

Part Configuration
System Configuration

rAdd Header

g

1,01

I Port Config - Monitor Port MO

Click the Monitor Port MO/M1 button located
on Quick Launch Buttons.

hetwork Port A0 Metwork Pork A1 § | Monitor Pork M0 Monitor Port: 11

Port Config - Monitor Port MO

rAdd Header

[~ Dasa I~ IPHeader

= | Titne Stamp = UEPHeader

= AN TG I~ IF Fragrment
 Parameter

DA: IDD—DD—DD—DD—DD—DD

S& IDD—DD—DD—DD—DD—DD

WID: |D
N EEEEE
SIP: | 0.0 .0

DPort: ID

.0

.0

SPaort: ID

hATL: ID Bivtes

Apply |

Port Config — Monitor Port MO/M1

The Monitor Port setting page allows you to set the headers that you would like to add to packets
transmitted from Monitor Port MO/M1. NuSet-MiniTAP supports headers including DA/SA, Time Stamp,
VLAN TAG, IP Header, UDP Header, and IP Fragment. These headers are corresponding with the value
inputting field down below the Monitor Port setting page as show in the table here:

» DAJ/SA: Destination/Source MAC Address. » |IP Header: DIP (Destination IP Address) and
» Time Stamp: N/A. However, a timestamp SIP (Source IP Address).
header will be added to the packets. » UDP Header: DPort (Destination Port) and
» VLAN TAG: VID (VLAN ID). SPort (Source Port).
> IP Fragment: MTU (Maximum Transmission
Unit)
Button

Apply: Apply and save the changes you’'ve made on this page. After making any settings
on this page, you must click the Apply button or all changes will be lost.

Apply |
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6.7. Counter Report

You can view NuSet-MiniTAP’s counter report/chart of NUTAP-311’s Network Port and Monitor Port with

Counter Report. There are two ways to access Counter Report:

Accessing Counter Report

o NuSet-MiniTAP

File Config
prurs Counter Repork
REconnect Universal Stream Counter{USC) Report ork Port A0 Met
Capture Metwork Port A0 Packets 5
NUTAP Capture Metwork Port 41 Packets . Repon
B 5 MuTAP-311 -
i . E—ﬂ @ 00D
-8 Systerm Information g Undate  C1
Co ave ate ear
@ SN :10TAPDODOOY i

o NuSet-MiniTAP

File Config Repott Service Languages Help

—
hng E | [
Reconnect  ||Counter s Cap, A0 Cap,Al

Metwork Pork AD Met

NuTAP-311

Counter Report

55 NuTAP-311

Click Counter Report located on Report in
the Menu Bar.

Click the Counter Report button located on
Quick Launch Buttons.

Systern Information 2l e L
) 5 10TAPOODODT Save Updste Clear
Counter Report
'y
2 e m 0 o B | B A
Save llpdate Clear Hide Show Chart |Metwark Port Manitor Port B
Metwark Port Port A0 | Part &1 | Total : 2 Ports _;
ILink Status Link Up Link Up nia
Speed 1008 Full 10084 Full nia
T Packet 1] 1] 1}
T Biyvte 1] i) 0
T : Line Rate{Mbpz) o.oo .00 nfa
T : Lhilization(32) 0.00 Q.00 nfa
T : Pause 1] 1] 0
[P Packet 0 i of
IF!x:Elyle a i} 1]
IF!x:Line Rate{bibps) 0.00 Q.00 nia
IF!x:UtiIizatiDn(%) 0.00 Q.00 nfa
IHx'Fause 1] 0 1]
B gallision -
£ T Collision 0 0 0
. Bl e Gl 0 0 0
Te: bulti Callizion 1] il 0
¥ Tt Excession Calligion 1] il 0
B Error & Loss Packst -
" R : Dribble Bit 0 0 0
R - Alignment Errar 0 0 0
-

Accessing Counter Report

These buttons allow you to save the counter report,
A Control Buttons start/stop updating counter report, clear all statistics, view
charts, and switch to display Monitor Port/Network Port.
B | Main Display Window |You can view counter statistics here in this section.

Please see the sections down below for detail information regarding to Counter Report.
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= @ m o O E E

Save llpdate Clear Hide Show Chart [Metwork Por bdonitor Port

Report Control Buttons Descriptions

=]

Save

The Save button allows you to save the current Network Port and Monitor Port counter reports
to Microsoft Excel ® format files.

v
pdate

The Update button allows you to start/stop updating statistics displayed in the Main Display
Window.

o0

Clear

The Clear button allows you to clear all statistics displayed in the Main Display Window.

#{J4
Hide

The Hide button allows you to hide all Network Ports and Monitor Ports’ TX/Rx statistics, as well
as fold all tree style tab statistics in the Main Display Window.

aj
Shiow

The Show button allows you to show all Network Ports and Monitor Ports’ TX/Rx statistics, as
well as unfold all tree style tab statistics in the Main Display Window.

-

Chart

The Chart button allows you to view Network Port’s Counter Report Chart on a pop-up Chart

window. There are three different display modes for Counter Report Chart: Line, Pie, and Bar.

» Update: Start/Stop updating Counter Report
Chart.

» Line: Switch the chart display mode to Line
Mode.

» Pie: Switch the chart display mode to Pie Mode.

» Bar: Switch the chart display mode to Bar Mode.

@ Z " B Th
Update | Line Pie Bar

Line Mode

Chart x|

@ Y
Update | Line Fig Bar

Network Port AD O Skets-~ 127 -]
=M size 125 ~ 255
- 0P Size 256 ~ 511
O size 512 -~ 1023
O  Size 1024
Broadcast
B mMmuiticast

O Rx:RTP

el

150940 150345 150950 150955 154000 154005
Network Port A1 Tx Packet
o
B S s B | BB Tx Line Rate
OB Ry Packst
1 = O Rx Eyts
O R Line Rate
O Dribble Bit
150940 150345 150850 150955 151000 151005 E! Alignment Error =l
Network Port AD,A1 T Packet
El T Bit=
AR Ry Packet
M Ry Eyts
O Dribble Bit
OFY sligrment Error
O cRe Error

150940 150945 150950 150085 151000 151005 0O sieed |
~Vertical Axis Scale (Port AQ) wertical Axis Scale (Port A1) wertical Axis Scale(Port AD,AL)
Packet(pps) © Auto ¢ User Define - Packet(pps) & Auto € User Define 22" Packet(pps) & Auto € User Define ﬁl

Minirnun: IU Max\mun:llUUU iU IU Maximun; IIDDD Mirimun: ID Max\mun:llom

I3

I3

Horizantal Axis Scale ‘

’V Start Time: |2010/10/02 15:02:37 * End Time: [2010/10/02 15:10:07 =

The Line Mode displays the statistics about the of packets flow through Network Port AQ,
Network Port Al, and Network Port AO/A1. To display the statistics as line on the chart, please
click the check box of that statistics.

visnii e | £ais Eieels [t D) The Vertical Axis Scale fields allow you to set the scale in

Packet(pps) ® Auta " User Define 5% | pps (Packets per Second) of the X-Axis of the Line Chart.

- I— , Ii The Vertical Axis Scale can be set to Auto, or you can set its
Minirnu: 0 Mairnun: [ 1000 !

minimum/maximum value by User Define.
. The Horizontal Axis Scale field allows you to set the scale of
Start Time: [2010/10/02 15:09:37 =] the Y-Axis of the Line Chart. Click the scroll-down menus of
Erd Time: |2|:|1|:|f1|:|j|:|2 15:10:07 j Start Time and End Time to set the statistics during a period
of time.
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Report Control Buttons Descriptions

Pie Mode

-

Chart

° &
Update  Line Pie Bar

Network Port A0

[ 128~255 bytes (10.00%)

64 biytss (30.00%)

—— 286~511 oytes (30.00%)

| 5121023 bytes (10.00%) |
/ 1024 bytes (0.00%) |

e

Over Size bytes (0.00%) |

Network Port A1

[ 128~255 bytes (10.00%)

64 biytss (30.00%)

—— 286~511 oytes (30.00%)

| 5121023 bytes (10.00%) |
/ 1024 bytes (0.00%) |
Over Size bytes (0.00%) |

=

Network Port AQ,A1

[ 128~255 bytes (10.00%)

—— 286~511 oytes (30.00%)

Over Size bytes (0.00%) |

es (10.00%) |

| 5121023 byt
/ ?l +1024 bytes (0.00%) |

64 biytes (30.00%) -
~Wertical Axis Scale (Port A0)————— [~ Wertical Axis Scale (Port A1) Wertical Axis Scale(Port AD,481)
Packet(pps) & futo € User Define 200 Packet(pps) © Auts © User Define ot Packet(pps) @ Auto € User Define ﬂ
Minimurn; (1 Mapdrnur; {1000 MinimLn: |D Maximun:llElEIEI Minimun: |D Maximun:]lDDD

"Homzonta\ Axis Scale

Start Time: |2010/10/02 15:09:37 ~

End Time: |2010/10/02 15:10:07 = ‘

End Tirne:

Also, clicking the End Time scroll-down menu and selecting a time
listed here allows you to view the Pie Chart of that time.

The Pie Mode displays the statistics regarding to the lengths of packets flow through Network
Port AO, Network Port A1, and Network Port AO/Al. Packets are categorized into the following
categories: 64 bytes, 65~127 bytes, 128~255 bytes, 256~511 bytes, 512~1023 bytes, >1024
bytes, Over Size byte, and Under Size.

2010/10/02 15:47:53 j

2010/10/02 15:47:47
2010/10/02 15:47:49
2010/10/02 15:47:52
2010/ 10702 15:2 y
2010/10/02 15:47.56

(Contd.) Bar Mode

@ % |
Update  Line Pie Bar
Network Port A0
1500001
10000000
5000000+
Brosdoast _ Mutisast Uricsast LA P chE ARE RIF Tx Fauss Ry Pause
Hetwork Port A1
150000
10000000
5000000
Brosdcast _ Multicast Uricest vian Pra e P RIP TuPruse Rx Pause
Network Port AO,AT
2500001
20000000
15000000
10000000
5000000+
Brosdcast  Mubicast Uricsast LN P e AFE RIF Ty Fause R Pause
Wertical Axis Scale (Port A0) wertical Axis Scale (Port A1) ‘Wertical Axis Scale(Port A0,81)
Packet(pps) & suta € User Define oo Packet(pps) © auta ¢ User Define _=o Packet(pps) ' futa ) User Define il
Minirnuin: IEI Maximun:llEIDEI Minimin: ID Masirnun: |IDDD MinimLn: ID Maximun:llﬂm

Start Time: |2010/10/02 15:09.37 =

"Hnrizomta\ Ayis Scale

End Time: |2010/10/02 15:10:07  ~ ‘

Also, clicking the End Time scroll-down menu and selecting a time
listed here allows you to view the Bar Chart of that time.

End Time:

The Bar Mode displays Network Port AO, Network Port A1, and Network Port AO/Al’s
statistics including: Broadcast, Multicast, VLAN, IPv4, ICMP, ARP,
RTP, and Tx/Rx Pause.

2010/10/02 15:47:53 j

2010/10f02 15:47:47
2010/10/02 15:47:49
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Report Control Buttons Descriptions

Metwark Port

iii

Counter Report

B @ wm ok
Save Update Clsar Hide Show Chart Network Port Monitor Port

MNetwark Port Part A0 ‘ Part &1 Total : 2 Ports =
Link Status Link Up Link Up nia
Speed 100k Full 100k Full nia
T : Packet 1} 1} 1}
T Byte 0 0 0
T Line RateiMbps) 0.00 0.00 nla
T : Utilization(%) 0.00 0.00 nia
T : Pause 1} 1} 1}
Pix: Packst 0 0 0| =
Fx: Byte 1] 1] 1]
Rx: Line Rate(hMbps) 0.00 0.00 nia
R : Utilization(%) 0.00 0.00 nia
Rx: Pause 1} 1} 1}
B Collision - - -
¥ T: Callision 0 0 0
Tx: Single Collision 0 0 0
T bulti Collision 1} 1} 1}
T : Excession Collision 1} 1} 1}
B Error & Loss Packet - - -
R Dribble Bit 0 0
R Alignment Errar 1} 1} 1}
-

The Network Port button allows you to view Counter Report of NUTAP-311’s Network Ports.

Counter Report
5@ wm W 0 HA B BN
Save Lpdate Clear Hide Show Chart  Metwork Port | hMonitor Part

konitor Port Port b0 | Port b1 Total : 2 Parts ‘

Link Status Link Up Link Up nia

Speed 1008 Full 100k Full nia

T : Packet 3.333.300 3,333,300 B.666,600

Tx: Byte 498,995,000 498,995,000 999,990,000

Tx : Packet Rate{pps) BEBE,660 BEE.660 1,332,320

T : Line Rate(hMbps) 100.00 100.00 nia

T : Utilization(®s) 100.00 100.00 nia

E Te: Pause 0 0 0
) R Bute 9,597,600 17,176,950 26,774,550
honitor Part Rx: Packel Rate(pps) 26,062 22,454 51,426
R Line Rate(hbps) 4.04 3.67 nia

R : LHilization(%4) 4.04 367 nia

Rx: Pause a a 0

& Gallision - - -

™ Tx: Collision Packet 1} 1} 0

Tx: Collision Times 1} 1} 0

El Layer 2 Packet Counters - - -

" Rx: Broadeast 80 65 145

™ R : Unicast 63,004 114,448 178,352

The Monitor Port button allows you to view Counter Report of NuUTAP-311’s Monitor Ports.
XTRAMUS TECHNOLOGIES® 56 E-mail: Sales@xtl’amus.com

Website: www.Xtramus.com




XTRAMUS

6.8. Universal Stream Counter (USC) Report
NUTAP-311’s Network Ports contains two sets of USC (Universal Stream Counter), allowing you to view

real-time statistics of network events during packet monitoring and capturing. There are two ways to

access Universal Stream Counter Report:

Accessing Universal Stream Counter (USC) Report

—
2k
Recomnmeck

oro NuSet-MiniTAP

File Config | Report  Service Languages Help
Counter Report

Universal Stream Counter{lJSC

J Repork

Capture Mebwork, Port A0 Packets
Capture Metwork Port A1 Packets

sop NUSEt-MiniTAP

File Config Repork

Service  Languages

Help

e Click Universal Stream Counter (USC)
Report located on Report in the Menu Bar.

e Click the Universal Stream Counter (USC)

b [E Report button located on Quick Launch
Heconmeck Counker Cap, Al Cap, Al | Mebw
Buttons.
NuTAP-311 LUnivel
Universal Stream Counter Report
B @ w0 e ey
Save lUlpdate Clear Hide Show Setting Port ADMUSCED Port ANUSCHT |Port A1TUSCHD Port AT/USCH
Metwork Port A0S CRD Metwork Port A0AISCHT
Dé Line RatelMbps] | Packets = D4 Line FatelMbps) | Packsts =
$0e%4-00-00-00-00 0.00 H000-00-00-00 0.00
50¢44-00-00-00-01 0.00 0000000401 0.00
$35%4-00-00-00-02 0.00 44-00-00-00-02 0.00
30 d-00-00-00-03 0.00 HS000-00-00-03 0.00
$0444-00-00-00-04 0.00 GL00-00-00-04 0.00
3 d-00-00-00-05 0.00 H-00-00-00-05 0.00
e 40-00-00-00-06 0.00 X 00-00-00-08 0.00
44-00-00-00-07 0.00 H-00-00-00-07 0.00
3 d-00-00-00-08 0.00 W -00-00-00-08 0.00
4 “tunnnnmlnn o » 4 A“”nnnnminn e LI_I
Metwork Port A17SCED Metwork Port &1715CH#1
D& Line Rate(tbps] Packets * D& Line R ate[tbps] Packets *
$<%4-00-00-00-00 0.00 X 00-00-00-00 0.00
¥e4-00-00-00-01 0.00 - 00-00-00-01 0.00
¥3d-00-00-00-02 0.00 W S00-00-00-02 0.00
e d-00-00-00-03 0.00 X 00-00-00-03 0.00
$44-00-00-00-04 0.00 $44-00-00-00-04 0.00
$0e%0-00-00-00-05 0.00 HS00-00-00-05 0.00
50¢344-00-00-00-06 0.00 HHAGL00-00-00-06 0.00
5 %4-00-00-00-07 0.00 -00-00-00-07 0.00
$0e0{-00-00-00-08 0.00 W S000-00-00-08 0.00
T 3 0 I Ll_l

Please see the sections down below for detail description regarding to Universal Stream Counter

Report.
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=] @ 000 ol dp &
Save LUlpdate Clear Hide Show Setiing Port ANUSCHD |Port ANUISCHT |Paort A170SCH0 (Port 410705 C3
Universal Stream Counter (USC) Control Buttons Descriptions
] The Save button allows you to save the current Universal Stream Counter reports to
Save Microsoft Excel ® format files.
g The Update button allows you to start/stop updating statistics displayed in the Main Display
pdate Window.
C[llg[;r The Clear button allows you to clear all statistics displayed in the Main Display Window.
:L‘E The Hide button allows you to hide all statistics displayed in the Main Display Window.
S:F" The Show button allows you to show all statistics displayed in the Main Display Window.
oy
X
Part AD0fUSC#0 |P0rt AOjUsC1 | Port AvjUsc | Part atjuscat |
—Operation Mode
* normal Mode € Jitker Mode
Rule
Rule: IBased on DA j
Begin Stream DA:IXX—XX—DD—DD—DD—DD
oK | Apply. |
A USC Setting window will pop up if you click the Setting button, allowing you to set USC
criteria for Port AO/USC#0, Port AO/USC#1, Port A1/USC#0, and Port A1/USC#1. To
choose the Universal Stream Counter you would like to configure, please click the tab-menu
o on the upper part of the USC Setting window.
Setting | » Operation Mode

o Normal Mode: The Universal Stream Counter will run under Normal Mode.

o Jitter Mode: The Universal Stream Counter will run under Jitter Mode. Please note
that when under Jitter Mode, additional statistics regarding to packet jitter will be
displayed in the Universal Stream Counter Report:

Delta |Current |Currenttime interval between packets
Time Maximum Maximum time interval between packets
(ns) Minimum Minimum time interval between packets
Jitter (ns)|Max Delta Time — Min Delta Time = Jitter
» Rule

¢ Rule: You can set the USC rule base on DA, SA, VID, MPLS, DIP, SIP, DPort, SPort,
and VLAN CoS (VLAN Class of Service) with the Rule scroll-down menu.

e Begin String: You can input the value of DA, SA, VID, MPLS, DIP, SIP, DPort, SPort,
and VLAN CoS (VLAN Class of Service) here in this field.

» OK: Apply the changes you’ve made and exit.
» Cancel: Cancel the changes you’ve made and exit.
» Apply: Apply the changes you’ve made without exit.
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Universal Stream Counter (USC) Control Buttons Descriptions

[]
[}

=]

Port ADILSCHO

Fort A0S CH

Port 2175 CH0

I=]
=]

Port 2175 CH1

The Port AO/USC#0, Port AO/USCH#1, Port A1/USC#0, and Port A1/USC#1 buttons allows
you to display Network Port AQ’s USC Counter #0, Network Port A0’s USC Counter #1,
Network Port Al’s USC Counter #0, and Network Port Al’s USC Counter #1.

Metwark Port ADUSCHD Metwork Port A0MUSCH
DA Line Rate(tbps] | Packets * D Line R ate[kibps) ‘ Packete %
#4344-00-00-00-00 0.00 H4p04-00-00-00-00 0.00
220%4-00-00-00-01 0.00 #e¢4-00-00-00-01 0.0o
#-00-00-00-02 0.00 ¥ 0-00-00-00-02 0.00
2203%¢-00-00-00-03 0.00 #e2¢4-00-00-00-03 0.0o
#-00-00-00-04 0.00 ¥ 0-00-00-00-04 0.00
H44-00-00-00-05 0.00 H4e04-00-00-00-05 0.00
#-00-00-00-06 0.00 o -00-00-00-06 0.00
H44-00-00-00-07 0.00 #4e04-00-00-00-07 0.00
#A-00-00-00-08 0.00 For-00-00-00-08 0.00
a0 - 3 [ I = _>|LI
Metwork Port 217/USCHD Metiwork Port A7/U5CET
D& Line Rate[Mbps] Packets Da Line Rate(Mbps) Packetz =+
#-00-00-00-00 0.00 For-00-00-00-00 0.00
H244-00-00-00-01 0.00 H4e04-00-00-00-01 0.00
220%¢-00-00-00-02 0.00 #e¢4-00-00-00-02 0.0o
#-00-00-00-03 0.00 ¥ 0-00-00-00-03 0.00
2205%¢-00-00-00-04 0.00 #e¢4-00-00-00-04 0.0o
#-00-00-00-05 0.00 ¥ 0-00-00-00-05 0.00
H44-00-00-00-06 0.00 H4p04-00-00-00-06 0.00
#A-00-00-00-07 0.00 For-00-00-00-07 0.00
H44-00-00-00-08 0.00 H4p04-00-00-00-08 0.00
ar 3 TS _»l_l

Up to four Universal Stream Counter Reports can be displayed at the same time as shown
in the figure above. You can view each Universal Stream Counter’s DA (Destination MAC

Address), Line Rate (Mbps), Packets, Bytes, Broadcast, Multicast, IPCS Error, and CRC
Error on the Universal Stream Counter Report.
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